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Preface

In today’s world, security breaches and compliance
violations are on the rise, making it imperative for
organizations to have a strong and effective approach to
managing security and compliance risks. SAP Process
Control is a solution enabling enterprises to manage their
governance, risk, and compliance (GRC) needs and
streamline their compliance management and internal
control processes with its advanced features and
functionalities. SAP Process Control has revolutionized the
way organizations approach internal controls and
compliance reporting.

This book is the ultimate guide to SAP Process Control.
Whether you're an experienced GRC professional, a security
analyst, or an SAP consultant, this book will equip you with a
comprehensive understanding of the various features and
functionalities found in SAP Process Control. From
configuration to master data management, from control
evaluation to reporting, this book covers everything.

So, let’'s embark on a journey to explore the world of SAP
GRC solutions and SAP Process Control. This book will help
you discover what SAP Process Control can do for you and
take your career to new heights!



Target Audience

This book is written for security analysts who need to
acquire an in-depth knowledge of the software to manage
security risks in their organizations and for SAP consultants
who want to develop expertise in SAP Process Control to
help their clients manage their GRC needs.

The book is also for auditors who want to comprehend the
importance of SAP Process Control and its impact on audits,
IT professionals who want to learn how to use SAP Process
Control to manage security and compliance risks in their
organization, compliance professionals who want to
understand the role of SAP Process Control in managing
compliance risks, and risk managers who want to learn how
to use SAP Process Control to identify and mitigate risks.

Additionally, the book targets business analysts who want to
understand how SAP Process Control can help their
organizations maintain compliance with regulatory
requirements, C-level executives who want to grasp the
significance of SAP Process Control in managing security
and compliance risks, and project managers who need to
implement SAP Process Control in their organizations and
want to understand its features and functionalities.

Other target audiences for the book include business
process owners who want to understand how SAP Process
Control can help them manage their business processes and
identify potential risks, SAP end users who want to
understand how to use SAP Process Control to manage their
access to SAP applications, compliance officers who need to
manage compliance risks in their organization, and internal



and external auditors who need to perform audits on an
organization’s or a client’s security and compliance controls.

The book is a great start for consultants who want to
provide advisory services on SAP Process Control to their
clients, data privacy professionals who want to understand
how SAP Process Control can help their organizations
protect sensitive data, and system administrators who need
to configure and maintain SAP Process Control in their
organizations.

Furthermore, this book is a comprehensive guide catering to
a wide range of professionals who need to develop a deep
understanding of SAP Process Control and its features and
functionalities to manage security and compliance risks in
their organizations.

How to Read This Book

To make the most of this book, we suggest that you follow a
specific reading approach by reading the chapters in order,
as concepts introduced in earlier chapters are revisited and
expanded upon later in the book. For instance, custom
agent determination rules explained in Chapter 4 are
referenced in understanding the workflow rules for master
data management explained in Chapter 5 and assessments
detailed in Chapter 6 through Chapter 9. If you have a
particular interest in a certain topic or chapter, we strongly
suggest that you first read the introduction before diving
into specific sections. The first few chapters provide an
overview of SAP Process Control and configuration, while the
following chapters discuss the individual solutions in detail.




We suggest that you read both types of chapters
sequentially. However, if you want to gain more knowledge
about a specific topic, you can read those chapters
independently.

By following this approach, you can gain a comprehensive
understanding of SAP Process Control and its features and
functionalities.

How This Book Is Organized

This book is structured to serve the various individuals who
work with SAP Process Control. Each chapter illustrates a
specific knowledge area and builds on the skills obtained in
previous sections. The chapters are as follows:

e Chapter 1
In this chapter, we'll introduce SAP Process Control and its
place in the wider SAP landscapes. This chapter covers
the history of both SAP GRC solutions and SAP Process
Control, as well as the architecture of the solutions, their
capabilities, internal control management, and more. By
the end of this chapter, you’ll have a solid understanding
of the fundamentals of SAP Process Control and how it
relates to the broader field of GRC.

 Chapter 2
In this chapter, you'll understand the importance of
governance and how it helps businesses improve their
compliance processes and risk management. It also gives
an overview of how SAP Process Control can help
strengthen internal controls.



« Chapter 3
This chapter guides you through the prerequisites
required to configure SAP Process Control by providing a
detailed walkthrough of how the license key can be
generated and also a brief overview of the factors to be
considered to arrive at the system sizing requirements.

e Chapter 4
In this chapter, you'll learn about the basic configuration
required for SAP Process Control. These steps involve
activating different components of the application and
defining initial configurations. This chapter provides step-
by-step instructions for these tasks, which are typically
performed by SAP Process Control consultants along with
the support of Basis administrators in a few areas.

e Chapter 5
This chapter focuses on defining the master data required
to manage and report on control testing in SAP Process
Control. It covers how to maintain regulation
requirements, organization hierarchies, business process
hierarchies, localization of controls, and other related
topics to provide you with a comprehensive
understanding of the master data management process.

« Chapter 6
This chapter dives into control evaluations in SAP Process
Control and their relevance. It also provides step-by-step
instructions for defining the survey library, performance
plans, and test plans required to evaluate the design,
operating effectiveness, and other related topics to
provide you with a comprehensive understanding of
control evaluation.



Chapter 7

This chapter will help you understand how to report issues
identified on an ad hoc basis at various entity levels. The
chapter also covers remediation, which is the process of
reporting issues in addition to those identified as part of
the periodic assessments.

Chapter 8

This chapter provides a comprehensive guide on how to
automate the controls testing procedure and use
processes to evaluate their operating effectiveness.
Additionally, you’ll learn how to define the various types
of data sources and business rules to test these controls.

Chapter 9

In this chapter, you’ll learn how to manage the lifecycle of
a policy using SAP Process Control. Additionally, you'll
learn about additional features such as disclosure surveys
and using the sign-off functionality.

Chapter 10

This chapter will help you learn about key standard
reports delivered by SAP across master data, as well as
rule setup, assessments, and Reports and Analytics work
center.

Chapter 11

In this chapter, we’ll introduce you to SAP Fiori for SAP
Process Control. Detailed steps on how to enable the SAP
Fiori Ul for SAP Process Control and how to define custom
SAP Fiori groups and tiles are covered in this chapter.

Chapter 12
This chapter introduces you to SAP Financial Compliance
Management and shows how it fits into the SAP



landscape. It provides a detailed overview of the SAP
Financial Compliance Management solution and how it
can be effectively used for evaluating various controls.

Conclusion

By reading this book, you’ll gain a comprehensive
understanding of how to use the SAP Process Control
application to effectively evaluate and monitor internal
controls. This book is an ideal resource for anyone involved
in managing SAP Process Control, SAP functional consultants
with knowledge of business processes, and professionals
managing an organization’s GRC process because we
provide comprehensive content covering all aspects of
process control. Not only does this book help you
understand the use of SAP Process Control to maximize the
benefits of GRC processes, but you’ll understand the value it
can create for organizations. With its depth and breadth, the
book will help you develop both business knowledge and
system configuration skills for a successful SAP Process
Control implementation. Overall, this book is a key reference
for understanding the SAP Process Control solution, making
it an essential read for anyone looking to enhance their
knowledge and skills in the field.
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1 Introduction to SAP
Process Control

This chapter provides an overview of the SAP Process
Control solution regarding how it has evolved over a
period of time, the architectural requirements to use
the solution, and the business benefits that
organizations can reap in managing their internal
control framework.

SAP Process Control, one of the solutions in the SAP GRC
solutions portfolio, enhances an enterprise’s ability to
streamline compliance processes. Its primary goal is to
establish a central repository for internal control
documentation, serving as a definitive source and enabling
automated control monitoring. Additionally, SAP Process
Control offers manual control assessment capabilities
through test plans and surveys.

This chapter provides an introduction to the SAP Process
Control solution, its architecture, and its key functionalities.
Furthermore, it highlights the solution’s integration with
other SAP GRC solutions (e.g., SAP Access Control, SAP Risk
Management, and SAP Audit Management) and outlines its
role in supporting organizations in managing risk and
controls in accordance with the three lines of defense
approach.



1.1 History of SAP Process Control

SAP Process Control offers support to organizations in
streamlining their internal control processes and complying
with various regulatory requirements. It serves as a
comprehensive platform for documenting the organization’s
risk and control matrix (RCM) as a part of its master data,
enabling the assessment of control effectiveness through
standard features such as business rules, test plans, and
surveys. Further details about the various elements in
master data and the essential evaluation procedures are
elaborated on in subsequent chapters of this book.

SAP Process Control was first released in the early 2000s.
The initial release was version 2.5. However, the subsequent
versions of the product, including 3.0, 10.0, and 10.1, were
introduced with enhanced functionalities, integration
options with other SAP GRC solutions, and improved user
interfaces (Uls). The most current version of SAP Process
Control available in the market is 12.0.

SAP Process Control 12.0 brings various new functionalities
compared to the previous releases. Some of the key new
functionalities are detailed in the following sections.

1.1.1 Semi-Automated Controls

In earlier versions of SAP Process Control, users were limited
to assigning either a business rule or a manual test plan to
evaluate the operational effectiveness of a control.
However, from SAP Process Control version 10.1 Service
Pack 15 (SP 15), SAP has added the capability to assign both



a manual test plan and a business rule to the same control.
To access this feature, select the Semi-Automated option
in the General tab configuration of the control. For more
detailed instructions on defining a control, see Chapter 5,
Section 5.2.3. It’'s important to note that in version 10.1,
once results from the business rule (automated monitoring)
are obtained, the functionality to respond to the test plan
wasn’t available.

SAP Process Control 12.0 introduces the full design for semi-
automated control testing, which allows users to access
exception results generated by the business rules. Users
can review these results and use them as a foundation
before proceeding with the manual test plan in the context
of semi-automated control testing. See Chapter 6 and
Chapter 8 for more detailed information on how to use
manual test plans and business rules.

1.1.2 Manual Control Performance Integration
with Continuous Control Monitoring

Manual control performance is an important feature in SAP
Process Control that the process owners utilize to assess the
effectiveness of process execution. In earlier versions of SAP
Process Control, specifically those with an SP level lower
than 4 for version 12.0, performance plans were limited to a
list of steps that performers had to carry out to evaluate
process efficiencies. In these versions, automatic data
extraction as a part of manual control performance wasn't
supported. For a more detailed understanding of the
purpose and usage of the manual control performance
functionality, see Chapter 6, Section 6.4.




With the introduction of this new feature as part of manual
control performance execution, the control that is in scope
with a business rule assigned will be triggered first to
analyze data. The results are added to the control
performance as links that the performers can use to
complete the rest of the steps in performance plan. SAP
Note 3089242 provides more details about this new
functionality.

1.1.3 Standalone Jobs

This new feature is part of SAP Process Control’s continuous
control monitoring (CCM) functionality, which is designed to
automate the testing of controls. In previous versions of SAP
Process Control, it was mandatory to assign a business rule
to a control before it could be scheduled for automated
monitoring. However, with the introduction of standalone
jobs, SAP has provided the flexibility to schedule business
rules directly, without the requirement of assigning them to
a control. Any issues identified by the system during
standalone monitoring can be reviewed by the GRC admin
team, and ad hoc issues can be reported as needed. Refer
to Chapter 8, Section 8.5.2, to understand more about
standalone jobs.

1.1.4 Mass Maintenance of User Assignments

A key feature in SAP Process Control involves assigning
responsibility by mapping users to master data entities. See
Chapter 5, Section 5.4.1, to understand more about the
relevance of assigning users and the steps involved. As a



part of ongoing business operations, a need may arise to
replace users for various reasons, such as individuals
leaving the organization or moving to different roles. In
earlier versions of SAP Process Control, this is a manual
process. However, with the introduction of the mass role
reassignment functionality in version 12.0, it’s now possible
to remove user assignments or perform mass replacements,
streamlining this process for greater efficiency.

1.1.5 Introduction New Reports and
Dashboards Based on SAP Fiori Tiles

With SAP Process Control 12.0, SAP introduced multiple SAP
Fiori app-based reports to provide greater insights to
management. Following are the key SAP Fiori app-based
reports introduced in version 12.0:

« My Compliance Tasks
An overview page providing a holistic view of the control
evaluation results to the compliance manager.

 Manual Test of Effectiveness
The enhanced list view offers a more comprehensive way
to review the results of manual tests of effectiveness,
providing information on the current status of the steps
completed within each of the test plans triggered. See
Chapter 6, Section 6.5, to understand more about the
manual test of effectiveness functionality.

 Monitor Issue Status
A new report providing a detailed view of the issues
reported across control evaluations basis on the issue
priority.



e Monitor Control Status
An enhanced report providing a detailed view of the test
results for control effectiveness, design assessment, and
self-assessment. This is an interactive report where the
granular details of the evaluation can be accessed using
the hyperlinks available in the report.

SAP continuously enhances SAP Process Control by
introducing numerous additional functionalities and features
with each SP release. For in-depth information on the latest
enhancements and capabilities, visit the following website:
http://s-prs.co/v579900.


http://s-prs.co/v579900

1.2 Architecture and Landscape

As mentioned, SAP Process Control is a robust solution that
plays a pivotal role in helping organizations effectively
manage their compliance processes and internal control
requirements. This section speaks more about its core
components, architecture, landscape, and alignment with an
organization’s broader IT infrastructure.

SAP Process Control 12.0 offers various implementation
options. It can be deployed as an add-on, either on a
standalone SAP NetWeaver application or as an embedded
version within the SAP S/4HANA environment. The core GRC
Foundation for ABAP (GRCFND_A) component acts as the
foundation, facilitating the seamless integration of SAP
Access Control, SAP Process Control, and SAP Risk
Management solutions.

Figure 1.1 provides a detailed overview of the SAP Process
Control architecture. It details how the solution connects to
the database, presents a user-friendly frontend interface
through SAP Business Client or SAP Fiori, and showcases its
integration capabilities with other SAP ERP and SAP
S/4HANA systems via Remote Function Calls (RFCs). This
architecture diagram is a valuable reference for
understanding the key components and interfaces within
the SAP Process Control environment.
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Figure 1.1 SAP Process Control Architecture

Refer to the following link to learn more about the
architecture and other information: http://s-prs.co/v579901.

SAP Process Control can be installed on any database.
However, to utilize some of the reporting functionalities and
CCM capabilities, an SAP HANA database is required and
recommended.

The only functionality in SAP Process Control that uses data
from other backend systems is CCM (automated monitoring)
where the SAP Process Control system connects with the
target system using RFC connections. See Chapter 8 to
understand more about automated monitoring.

The Ul in SAP Process Control can be through web-based
SAP Business Client, which is available by default with the
installed component (GRCFND_A). However, if the
organization would like to enhance the Ul, the SAP Fiori
component for SAP Process Control (UIGRRMPC 200) can be
installed to use the SAP Fiori Ul. SAP Fiori can be


http://s-prs.co/v579901

implemented as an embedded model or a central hub
model. Detailed steps to configure and use SAP Fiori apps
are outlined in Chapter 11.

The backend systems must have the GRCPIERP and
GRCPINW plug-ins. More information about the add-on
versions and plug-in versions is given in Chapter 3,
Section 3.3.1 and Section 3.3.2.




1.3 Regulatory Requirements,
Supported Systems, and Integrations

The SAP Process Control solution enables enterprises to
strengthen the process of managing internal control
procedures by providing a platform that acts as a central
repository of all the controls across various processes that
are defined to mitigate the risks. In addition, the solution
also has inherent features to evaluate the controls and
identify their owners, which increases the responsibility to
ensure that controls are operated effectively in the
organization. This section provides an overview of how
organizations are surrounded by various regulatory
requirements to have a strong internal control framework
and how SAP Process Control can help meet these
requirements.

1.3.1 Regulatory Requirements and SAP
Process Control

Numerous regulatory bodies and standards place an
obligation on organizational senior management to establish
a robust internal control framework to prevent the
materialization of risks that could adversely affect the
organization. Here is a brief overview of some of these
requirements, along with an explanation of how SAP Process
Control can assist in fulfilling these obligations:



Auditing Standard AS 2201 from the Public Company
Accounting Oversight Board

The Public Company Accounting Oversight Board (PCAOB) is
a corporation established to oversee and provide guidelines
for audits of public companies to ensure there are no
adverse impacts to investors. One of the key auditing
standards released by PCAOB is AS 2201, which talks about
the audit of internal controls over financial reporting.

This standard establishes requirement to have effective
internal controls over financial reporting, which provides
reasonable assurance about the financial statements. When
evaluating the controls, auditors consider the following
areas:

» Selection of controls and testing
The selected controls in the scope of audit should be
assessed for design effectiveness, which can be
performed by inquiring with appropriate personnel and
evaluating the relevant documentation. SAP Process
Control provides the standard functionality to evaluate the
design effectiveness of controls using the survey
functionality. See Chapter 6, Section 6.2, to understand
more about the configurations and steps involved in using
the control design assessment functionality in SAP
Process Control.
Similarly, the selected controls are also tested for
operating effectiveness to evaluate whether the control as
designed is ensuring no unauthorized activities or
fraudulent activities are taking place. SAP Process Control
provides the standard functionalities to evaluate the
operating effectiveness of controls based on the nature of




testing (automated or manual). See Chapter 6,
Section 6.5, to understand more about how manual
controls are tested, and see Chapter 8 to understand
more about how automated controls are tested for
operating effectiveness.

» ldentifying significant accounts and disclosures and
their relevant assertions
While auditing the financial reports of an organization, it’s
important for the audit team to identify significant
accounts that have major influence on the financial
reports and to identify the relevant financial assertions.
These significant accounts drive the control selection
process to test and determine the required evidence for
the scope of audit.
SAP Process Control provides a feature to document
account groups and establish necessary relationships with
the processes that are influenced by them. Similarly,
there is an inherent functionality to manage how
significant accounts can be determined. See the
discussion of the Account Groups tab under Chapter 5,
Section 5.2.2, to understand more about defining account
groups, mapping relevant assertions, and determining
significant account groups.

Sarbanes-Oxley Act, 2002

The Sarbanes-Oxley Act is another key regulation that
addresses the process of managing risks in financial
reporting. It establishes guidelines for publicly listed
organizations on how to manage the financial reporting
process, internal audits, and internal control mechanisms.



Following are the two key clauses of this regulation and
details regarding how SAP Process Control provides the
platform to manage these regulatory expectations:

» Section 302: Corporate Responsibility for Financial
Statements
This clause mandates that the company’s top
management should certify the effectiveness of the
internal control framework and also accept responsibility
by acknowledging the internal controls defined in the
organization and their current effectiveness.
SAP Process Control provides a sign-off functionality that
is scheduled on a periodic basis to obtain sign off from the
organization’s top management on the effectiveness of
the internal controls defined in the organization and the
number of open issues identified during the evaluation of
these controls. See Chapter 9, Section 9.3, to understand
the process of enabling the sign-off functionality, the
impact on the master data after sign-off, and open
issues/remediation plans.

e Section 404: Internal Control over Financial
Reporting Requirements
This clause establishes the requirement that management
of the organization has to periodically assess and report
the results of such assessments on the effectiveness of
the controls.

SAP Process Control provides a platform to document all the
internal controls defined in the organization and also
evaluate the effectiveness of the controls across various
dimensions on a periodic basis. Following are the key
assessments that can be performed using SAP Process



Control and reference to respective sections in this book to
understand the details of how each can be used:

e Control design assessment: Chapter 6, Section 6.2

e Control self-assessment: Chapter 6, Section 6.3

e Manual control performance: Chapter 6, Section 6.4

e Manual test of effectiveness: Chapter 6, Section 6.5

e Automated control monitoring: Chapter 8

In addition to these functionalities to evaluate the controls,
SAP Process Control also provides multiple standard reports
that can be used to present the current status of the
control’s health across the organization. See Chapter 10 to
understand more about the standard reports and
dashboards SAP delivers out of the box and the process of
extracting the results using such reports

Committee of Sponsoring Organization Framework

The Committee of Sponsoring Organization (COSO) is
another important internal control regulatory framework
that establishes guidelines as to how the internal controls
should be defined, which can provide reasonable assurance
on how effectively the processes are operating in the
organization. The COSO framework has five key components
that specify how the controls should be classified:

e Control environment
e Risk assessment and management
e Control activities

e Information and communication



e Monitoring

SAP Process Control provides two features you can use to
classify controls into these five categories:

 Business process controls
While configuring the control under the business process
hierarchy in SAP Process Control, the control classification
can be mapped using the Control Relevance field under
the General tab. See Chapter 5, Section 5.2.3, to
understand more about how to use this field.

» Indirect entity-level controls
Similar to the business process controls, SAP Process
Control provides a different functionality to capture the
indirect entity-level controls that are conceptually
classified into the five categories directed by the COSO
framework. See Chapter 5, Section 5.5, to understand the
process of defining indirect entity-level controls.

In addition to the regulations just stated, there are many
other regulations and frameworks, such as J-SOX (Japan’s
version of Sarbanes-Oxley) and Control Objectives for
Information and Related Technologies (COBIT), that also
drive the importance of having a strong internal control
framework and also establish management’s responsibility
for certifying the control operations in the organization.

1.3.2 Business Benefit of SAP Process Control

As outlined, SAP Process Control holds a critical role within
an organization’s internal control management process,
offering a range of business advantages that can be realized



through via its functionalities. Following are some of the
benefits that organizations can obtain using SAP Process
Control:

e Single source of truth
The business process hierarchy functionality in SAP
Process Control allows for the centralization of processes
that were previously managed in isolated and manual
ways. This functionality assigns ownership for each
control, establishing accountability among the designated
users. As a result, it creates a foundation to ensure that
controls are effectively executed throughout the
organization, moving away from siloed management
toward a more integrated and accountable approach.

e Strengthen control framework
SAP Process Control improves the governance processes
in the organization by aligning the controls with the
objectives of the processes. In addition, it improves the
accountability throughout the organization with owners
identified at each master data entity level.

e Streamlined process
SAP Process Control features make it easier to determine
the scope of control evaluations. The attributes of the
control, such as key or non-key, control the risk level and
level of evidence supports in driving the testing scope
decision. See Section 1.5 to understand more about the
importance of these fields when setting the testing
strategy.
In addition, the process of control testing and issue
remediation is much more streamlined with the use of
workflow-enabled environments. Any action performed in



the testing process is logged in the system and can be
used for future reviews using the audit trails. With this
proactive approach of evaluating the controls and
remediating issues, SAP Process Control empowers
organizations to manage risks more effectively and lower
the chances of adverse events occurring.

Automation

Automating the control testing process is another critical
feature in SAP Process Control. This functionality allows
for continuous monitoring of controls without the need for
human intervention, generating reports only when a
violation is detected. This proactive approach empowers
control owners to address any issues before they are
identified or reported by internal control or audit teams.
This not only enhances efficiency but also saves valuable
time for control owners. The system continually evaluates
data according to the predefined schedule of job triggers.
Control owners are alerted only in the event of system-
identified exceptions. In the absence of notifications
during a scheduled job, they can have confidence that the
control is effectively operating within the organization.
This automated approach streamlines control monitoring
and ensures prompt responses to any anomalies.

Track actions

The responsibility for taking action on control evaluations
or remediating identified issues before the due date falls
on the respective process owner. SAP Process Control
offers the flexibility to configure reminders based on
organizational requirements. These reminders can be set
to notify the responsible owner before a specific time
frame (in minutes, hours, or days) from the due date.



Additionally, the system provides an escalation
mechanism through SAP Process Control’s escalation
functionality. The escalation is triggered based on custom
agent determination rules defined in the Transaction SPRO
configuration. This escalation process ensures that
unaddressed issues are appropriately escalated within the
organization for resolution. Detailed steps to configure
reminders and the escalation functionality are provided in
subsequent chapters.

 Reports
SAP Process Control delivers a range of reports that
facilitate the real-time monitoring of compliance status
and associated assessment outcomes. These reports are
valuable for generating periodic updates for senior
management on the overall control status within the
organization. These are interactive reports that allow
users to go deeper into the analysis with various sublinks
within the report. Additionally, it allows users to customize
the report with columns that are relevant for the analysis,
enabling a more in-depth examination and a presentation
of only pertinent data to the key stakeholders.

1.3.3 Supported Systems

SAP Process Control can be connected to SAP S/4HANA or
SAP ERP systems only when using the continuous control
monitoring (CCM) functionality. See Chapter 8 to understand
more about using the CCM functionality. SAP Process Control
can connect with all the ABAP-based SAP systems using the
RFC connectors configured in Transaction SM59. To connect
with web-based systems or non-SAP systems to perform



data analysis, you must use additional third-party
connectors or web services. Determining which
subscenarios to use in a data source is covered in
Chapter 8, Section 8.2.

With the recent enhancements in CCM, SAP S/4HANA Cloud
systems can be connected to SAP Process Control, enabling
the SAP Process Control system to fetch data to perform
analysis. A new connection type for SAP S/4HANA Cloud was
introduced to facilitate using this feature.

1.3.4 Integrations

SAP offers multiple solutions to manage the governance,
risk, and compliance (GRC) processes in an organization.
Each of these solutions are integrated so that the data flows
seamlessly between the solutions to manage the GRC
processes in the organization. In line with the integration
approach, SAP Process Control is integrated with other SAP
GRC solutions such as SAP Access Control, SAP Risk
Management, and SAP Audit Management.

As mentioned, SAP Process Control can be integrated with
SAP Audit Management, which can be installed using the
SAPFRA and UIACS components. The following sections
detail the specifics of how data is shared between these
solutions. Additionally, SAP Process Control can be
integrated with the new generation analytic solutions, such
as SAP Signavio and SAP Analytics Cloud, which we’ll also
cover.

SAP Process Control and SAP Access Control



SAP Process Control and SAP Access Control can be
integrated, which enables the following two key features:

 Sharing mitigation controls
The mitigation controls created in SAP Access Control can
be extended to SAP Process Control to perform further
evaluations, such as design assessment or effectiveness
tests using automated monitoring or self-assessment. See
Chapter 5, Section 5.2.1 and Section 5.2.2, to understand
the steps involved in sharing the same control between
SAP Access Control and SAP Process Control.

 Segregation of duties (SoD) integration
CCM is a key feature within SAP Process Control, and it
enables the ongoing monitoring of user access
authorization levels, especially with regard to critical
access and SoD. This is achieved using the SoD
Integration subscenario when defining the data source
and business rules.
It’s important to note that the SoD integration scenario
operates effectively only when the SAP Access Control
application is activated in the same client and Access Risk
Analysis is properly configured. This integration leverages
the rules and risks defined within the Access Risk Analysis
functionality of SAP Access Control to establish the
business rules in SAP Process Control for monitoring user
access and roles.
To gain a more in-depth understanding of how SoD
integration business rules are created in SAP Process
Control, see the “SoD Integration” subsection in
Chapter 8, Section 8.2.2. This integration ensures that
organizations can effectively monitor and manage critical
access and SoD in a systematic and more compliant way.



SAP Process Control and SAP Risk Management

Another key integration point between SAP Process Control
and SAP Risk Management is that the controls and policies
defined in SAP Process Control can be used as responses in
SAP Risk Management to mitigate the inherent risk levels.

In addition to just mapping the controls from SAP Process
Control as responses in SAP Risk Management, the control
evaluation results can be converted using Transaction SPRO
configurations to identify the completeness and
effectiveness percentage of the responses, which drives the
calculation of residual risk levels in SAP Risk Management.
Figure 1.2 (from SAP Risk Management) shows how Control
from SAP Process Control can be mapped as a response.
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Figure 1.2 Controls Assigned as Responses in SAP Risk Management

For a more comprehensive understanding of how
assessments in SAP Process Control are linked to determine
response completeness and effectiveness, refer to the
configuration Governance, Risk and Compliance * Risk
Management - Response and Enhancement Plan Path
* Set Up Link from Control Results to RM. Additionally,
to understand the process of converting assessment results
into response completeness and effectiveness percentages,
you can explore the configuration Governance, Risk and
Compliance * Risk Management * Response and



Enhancement Plan Path * Convert Control Rating for
RM Response Field. These configurations offer the
flexibility to tailor the assessment results to the desired
response completeness and effectiveness criteria. For more
information, see http://s-prs.co/v579902.

SAP Process Control and SAP Audit Management

SAP Process Control can be seamlessly integrated with SAP
Audit Management. Following are three key features that
facilitate the integration between SAP Process Control and
SAP Audit Management:

 Controls master data
An internal audit in an organization can be conducted
across a wide range of auditable items. As part of
evaluating the auditable items, it's important for the
auditors to identify relevant risks that can be materialized
and also the controls in place to mitigate these risks
impacting the organization. For organizations using SAP
Process Control and SAP Risk Management to manage the
controls and risks, the audit teams can use the master
data defined already in these solutions, eliminating the
efforts involved to define them in SAP Audit Management
again. SAP Audit Management has an inherent feature to
schedule the standard jobs that runs on a frequent basis
to import the controls from SAP Process Control and to
import the risks from SAP Risk Management.

» Uses business rules in audit execution
Any audit that is performed in an organization typically
follows these phases:


http://s-prs.co/v579902

o Planning: Identify the areas to be audited and the
teams that will conduct the audit.

o Preparation: Define the test procedures to be executed
as part of the next phase.

o Execution: Execute the test procedures defined, gather
the audit working papers, report any findings identified,
and align on the action plans to be implemented with
the auditee.

o Reporting: Prepare and align the final audit report.

o Follow-up: Follow-up and close the action plans aligned
and findings reported.

As part of the audit preparation phase where the test
procedures are defined by the audit teams, it’'s possible to
integrate with SAP Process Control to fetch data and
analyze it using business rules. The results of business
rules can be used by the auditors as part of the execution
phase to report any findings. Figure 1.3 (from SAP Audit
Management) shows where Business Rule can be
mapped to fetch results.
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Figure 1.3 Usage of Business Rules from SAP Process Control to Define
Procedures in SAP Audit Management

Raises issues from SAP Audit Management

Another key integration between SAP Audit Management
and SAP Process Control is part of the auditing follow-up
phase mentioned earlier: the auditor has an option to
report an issue, which creates an ad hoc issue in SAP
Process Control to do a further root-cause analysis and
perform the remediation process. See Chapter 7 to
understand the ad hoc issue management process.
Figure 1.4 shows the Raise Issue option available to
report an issue from the SAP Audit Management solution.
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Figure 1.4 Option to Raise an Issue in SAP Audit Management

SAP Process Control and SAP Signavio

SAP Signavio can be seamlessly integrated with SAP
Financial Compliance Management (see Chapter 12 to learn
more about SAP Financial Compliance Management) and
SAP Process Control. This integration facilitates the smooth
exchange of data, ensuring a coordinated flow of

information between GRC processes and other business
operations. The collaborative synergy of these solutions



enhances the overall effectiveness and offers a unified and
robust management approach.

SAP Signavio enables the creation of visual representations
for GRC processes, risk maps, control frameworks, and
compliance requirements. These visualizations simplify the
comprehension of intricate GRC information, aiding
communication with stakeholders and generating
meaningful reports for decision-making and audits.

SAP Signavio offers many flexibilities, allowing organizations
to customize the platform to meet their specific GRC needs.
This adaptability ensures alignment with unique
frameworks, methodologies, and compliance requirements,
making it a versatile solution that caters to the
organization’s context and objectives.

SAP Signavio’s live integration points with SAP Financial
Compliance Management, and SAP Process Control provides
its customers with an automated, unified, and robust GRC
management approach.

SAP Analytics Cloud Dashboards

SAP Analytics Cloud solution enables us to seamlessly
integrate analytics and planning in a single platform,
offering distinctive integrations to SAP applications and
effortless access to various data sources. SAP Analytics
Cloud provides 10 dashboards within SAP Analytics Cloud (9
for SAP Risk Management and 1 for SAP Process Control)
and provides the flexibility to incorporate additional
dashboards based on specific business needs. The existing
default dashboards are listed here:



e Risk Aggregation by Risk Category

e Risk Aggregation by Impact Category
» Risk Aggregation by Driver Category
e Driver Interdependencies

e Impact Interdependencies

e Probability Level

e Driver Risk Count Heatmap

» Risk Profile

e Risk Count Heatmap

e Continuous Control Monitoring (Process Control)

For organizations that have implemented both Process
Control and Risk Management, SAP Analytics Cloud can be a
single platform to see all the analytical reports.

With SAP Analytics Cloud’s powerful evaluations,
aggregations as well as interdependency assessments are
available for analysis together with monitoring capabilities
on risk profile, risk bearing capacity, and probability.

Now that you've seen the overview of SAP Process Control,
its architecture, and the integration with other solutions of
SAP GRC, SAP Signavio, and SAP Analytics Cloud, the next
sections summarize how SAP Process Control provides a
platform in managing the internal control framework and
compliance needs of the organization.



1.4 Enterprise Risk and Internal
Control Management

SAP Process Control serves as a comprehensive platform for
organizations, offering streamlined management of their
internal control framework. It acts as a centralized
repository for all risk- and control-related documentation
and evaluations, simplifying the management of internal
controls. With its built-in capabilities to manage various
dimensions and automate testing procedures, SAP Process
Control enhances the efficiency of internal control
processes. The use of provided dashboards and reports
ensures that the internal controls team has continuous
access to real-time insights into control health and any
associated issues identified during assessments.

Following are the key features that the internal controls
teams can use in SAP Process Control:

» Centralized control repository
SAP Process Control provides all the standard features
required to capture the dimensions of the RCM of the
organization in one place. All the internal controls can be
documented in the business process hierarchy, and the
related control objectives, risks, and responsible
organizations managing the controls can be mapped to
establish the relationships as part of the master data. SAP
also provides a standard RCM report, which can be
generated to have the detailed view of the relationship
between master data elements such as organization -
subprocess - risk = control. See Chapter 10 to




understand more about standard reports delivered in SAP
Process Control.

Delivered workflows and email notifications

The control evaluations that are performed on a periodic
basis are workflow driven, and the business events
required to enable the workflows are delivered and easy
to configure in Transaction SPRO configurations to
determine the agents to whom the workflow should be
triggered. See Chapter 4, Section 4.2.3, to understand
more about performing custom agent determination rules
configuration. In addition to sending a notification to SAP
work inbox, email notifications can also be triggered to
notify users as soon as an action is triggered to their
inbox.

Platform for all control evaluations

As part of the defining the testing strategy in the
organization and to comply with the audit requirements
and compliance needs, business processes should
undergo various types of evaluations. SAP Process Control
provides a platform that facilitates evaluating the
standard evaluations for organizations, subprocesses,
controls, and policies. Following are the key evaluations
that the solution caters and the references to respective
chapters which provides a detailed explanation of how
SAP Process Control can be configured to perform the
evaluations:

o Control design assessment: Chapter 6, Section 6.2

o Control self-assessment: Chapter 6, Section 6.3

o Manual control performance: Chapter 6, Section 6.4
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Manual test of effectiveness: Chapter 6, Section 6.5
8

Automated control monitoring: Chapter

Policy review and approvals: Chapter 9, Section 9.1

Disclosure surveys: Chapter 9, Section 9.2
Sign-off: Chapter 9, Section 9.3




1.5 Enterprise Risk and Compliance
Management

SAP Process Control stands as a key component within SAP’s
enterprise risk and compliance solutions portfolio, enabling
organizations to effectively address and manage risks and
controls in accordance with regulatory requirements.

The SAP GRC solutions cater to the requirements of three
lines of defense by providing seamless integrations to use
the data of risks and controls and seeking independent
assurance. SAP Process Control is one of the key solutions
enabling this process by acting as a single source of truth
with respect to internal control and compliance-related
matters. The following sections detail the requirements in
each line of defense and how SAP GRC solutions can meet
these requirements.

1.5.1 First Line of Defense

This phase details how the regular operational activities
relating to risks and compliance are managed by the
business process and risk owners. As the first line of
defense, it’s the responsibility of the business process and
risk owners to ensure the operational risks are identified,
documented, assessed, and appropriately mitigated by
implementing necessary controls/responses in the
organization. In addition to managing the operational risks,
it's also required to comply with the applicable regulations
and manage policies of the organization. These risks and



controls that are implemented should be continuously
monitored, any issue identified as part of the process should
be remediated, and details of the fix should be properly
documented.

SAP Process Control and SAP Risk Management are the key
solutions from SAP GRC that offers functionalities to meet
these requirements. SAP Risk Management offers a platform
to document risks, manage the risk assessment, and
implement responses to mitigate the risk level. For the other
compliance needs of the first line of defense, SAP Process
Control offers the following functionalities:

e Control monitoring using design assessment, self-
assessment, and test of effectiveness

e Issue management, which is an inherent feature of every
assessment functionality

e Policy lifecycle management (see Chapter 9, Section 9.1
to understand more about the process of documenting
and evaluating the effectiveness of the policy)

1.5.2 Second Line of Defense

This phase discusses how the corporate level risk and
compliance activities should be managed by the
organization. As the second line of defense, it's the
responsibility of the compliance specialists to aggregate the
results of risk and compliance activities from various
business entity levels. The responsible owners should
evaluate the overall regulatory compliances, review the
internal control management processes, and present the



holistic view of the current status of risks and controls in the
organization.

SAP Process Control and SAP Risk Management are the key
solutions from SAP GRC that offer functionalities to meet the
second line of defense requirements. SAP Risk Management
offers a platform to aggregate the risks using underlying
risks functionality and presents the status of risks using
dashboards such as Heatmap. For the regulatory and
internal control compliance requirements of the second line
of defense, SAP Process Control offers the following
functionalities:

» Aggregate deficiencies to find the overall operational
effectiveness levels at the organization.

» Review the regulatory compliances using the standard
reports, which can be extracted based on the regulations
mapped to the controls. See Chapter 5, Section 5.2.3, to
understand the process of how regulations are defined
and mapped to the controls. In addition, see Chapter 10
to understand how reports can be extracted for
compliance status with specific regulation requirements.

1.5.3 Third Line of Defense

This phase explains about seeking independent assurance
on the first and second lines of defense. As the third line of
defense, it's the responsibility of the internal audit team to
review and provide assurance on the activities carried out in
the first and second lines of defense which are driving the
maintenance of effective internal controls processes in the
organization.



SAP Audit Management solution supports managing the
third line of defense by providing a platform to manage the
life cycle of the audit, starting from planning, preparation,
execution, reporting and follow-up. Because SAP Process
Control, SAP Risk Management and SAP Audit Management
are integrated, the details of controls and risks along with
the test results can be extended to the audit management
solution which becomes an input for the auditors to
priorities high risk or ineffective controls in the evaluation
process to provide an independent assurance.



1.6 Summary

This chapter has provided an introductory overview of SAP
Process Control, beginning with its historical evolution
through various versions over time. It also discussed the
solution’s architecture, emphasizing its integration with SAP
S/4HANA and SAP ERP systems and its Ul options.

Further, the chapter delved into how SAP Process Control
can be effectively integrated with the other SAP GRC
solutions such as SAP Access Control, SAP Risk
Management, and SAP Audit Management, illustrating its
holistic approach and various benefits.



2 Governance

This chapter offers an outline of the significance of
governance and internal control requirements within
the organization. It also presents a guide on enhancing
the internal control management process and its
administration through SAP GRC solutions.

Governance refers to a structured framework offering that
outlines roles, responsibilities, and decision-making
processes crucial for sustainable operations and success. It
encompasses the mechanisms by which an organization is
directed, managed, and held accountable, ensuring that it
operates effectively, ethically, and in alignment with its
objectives and values.

Effective governance enables companies to navigate
complexities, adapt to changes, and uphold their mission
and values. For example, the governance structure of a
multinational enterprise defines how decisions are made
across diverse geographical locations, ensuring compliance
with local laws, maintaining uniformity in business practices,
and safeguarding the company’s reputation amid cultural
variations and regulatory landscapes.

Without robust governance, organizations may face
instability, inefficiencies, and a higher likelihood of
encountering legal or ethical challenges that can impact



growth and sustainability. The key aspects of governance
include the following:

Establishment of clear decision-making processes and
structures within an organization, defining roles,
responsibilities, and authorities of various stakeholders

Ensuring transparency in operations, where information is
readily available and accessible to stakeholders whenever
needed

Accountability to ensure that individuals and entities
within the organization take responsibility for their actions
and decisions

Adherence to legal and regulatory requirements, as well
as ethical standards and best practices, to maintain
integrity and trust

Implementing measures to identify, assess, and mitigate
risks

Engaging with various stakeholders, including
shareholders, employees, customers, communities, and
regulators

Good governance can help businesses in many ways. The
key advantages are as follows:

Grow the business with a clear vision, competitive
advantage, new opportunities, and improved
performance.

Stay ahead of risks with risk insights, better strategies,
reducing fraud and corruption, and learning lessons.

Improve compliance with better legal understanding,
reducing time and effort, and increasing accountability



and compliance adherence.

e Improve trust and reputation with ethical boundaries and
responsibilities.

As mentioned, growing businesses require a multifaceted
approach that encompasses various strategic initiatives.
First, establishing a clear vision, steering the company
toward its goals, and focusing on enhancing performance
and achieving better financial outcomes are pivotal for
sustained growth. This includes optimizing operations,
leveraging resources efficiently, and consistently delivering
on financial targets.

A comprehensive risk management strategy involves a deep
understanding of current and potential future risks.
Formulating strategies to mitigate these risks, preventing
fraud or mismanagement, and learning from past
experiences are crucial steps in bolstering the company’s
resilience. Improving compliance is another critical facet of
business growth. Understanding legal responsibilities,
particularly in the face of regulatory changes, helps ensure
the company operates within the boundaries of the law.
Streamlining compliance processes not only saves time,
money, and effort but also ensures accountability at an
operational level, fostering a culture of responsibility and
adherence to regulations.

Enhancing trust and reputation is equally important, and
establishing trust among stakeholders increases the
company'’s reputation. Demonstrating responsible and
ethical business practices not only builds customer loyalty
but also assures investors that the business is managed
sensibly and prioritizes safety and ethical standards.



Now, let's consider how an effective governance can be
implemented and the fundamental aspects of reinforcing
governance in organizations. Does this happen through
internal controls or efficient compliance management?

2.1 Strengthen Internal Controls

Before we discuss strengthening the internal controls, let’s
understand what an internal control is. Internal control
refers to a system of policies, procedures, practices, and
processes implemented by an organization to ensure the
reliability of financial reporting, safeguard assets, uphold
compliance with laws and regulations, and optimize
operational efficiency.

These controls are designed to mitigate risks and prevent
errors, fraud, and mismanagement within an organization.
Internal controls encompass a wide range of activities,
including segregation of duties (SoD), interim audits,
checks, authorization and approval processes, physical
security measures, and regular monitoring and assessment
of operations. They serve as a protective mechanism,
providing assurance to management, stakeholders, and
external parties that the organization’s operations are
conducted effectively, accurately, and ethically.

These controls mitigate risks associated with
noncompliance, ensuring accuracy, reliability, and
transparency in operations. By continually assessing and
adapting these controls, organizations can effectively
navigate evolving regulatory landscapes, maintain



alignment with standards, and demonstrate their
commitment.

A reactive approach to compliance creates complexity and
forces organizations to be less agile. Earlier, organizations
viewed compliance as an obligation and created multiple
siloed initiatives to meet the objectives. These initiatives
typically rely on manual compliance management processes
burdened with costly assessments managed using error-
prone spreadsheets, documents, and email. This reactive
methodology makes adapting to new regulatory
requirements and changing business environments difficult.

Effective compliance management requires a common
compliance risk management process, information, and
technology architecture tailored to the organization’s
strategy and operational risk management. Compliance
must now be an integral part of the organization and culture
that can identify and prevent problems as an ongoing
process that must be monitored, maintained, and nurtured
in the context of governance, risk, and compliance (GRC)
management. The three pillars of an effective compliance
management program are people, processes, and
technology.

As mentioned, with the constantly rising risk factors and
challenges as well as regulatory changes a business faces,
the compliance management process is no longer just an
obligation, but rather, it has become a critical solution to
navigate the challenging times as a consolidated,
systematic framework helps organizations avoid high
penalties, security breaches, and irrecoverable reputational
damage.



To safeguard an organization, the compliance management
framework must be covered in all three aspects mentioned
earlier—people, processes, and technology—which we’ll
discuss next.

2.1.1 People

A compliance function starts with people. People are the
greatest asset or the biggest burden in managing
compliance. They play a pivotal role in any compliance
management strategy, serving as the key that ensures its
effectiveness. They are responsible for understanding,
implementing, and upholding regulatory requirements
within an organization, making their engagement, training,
and commitment essential components of a robust
compliance framework. To develop a strong compliance
management culture, management can use the following
methods:

» Identity, roles, and access management
Define clear job roles and responsibilities for users. Define
the right access management approaches, and set
physical and logical access rights to each of the
employee.

 Define accountability
This is where 7 out of 10 organizations fail. They define
roles and responsibilities, but never make people
accountable. For example, the individual roles of purchase
assistant and purchase manager are defined, but people
use shared user IDs in the enterprise resource planning
(ERP) systems, which won’t have any accountability.



Ensure that everyone is responsible for compliance.
Organizations need to do more than just addressing trivial
IT security issues; compliance so much more than that,
and every individual’'s contribution is important.

 Training and awareness
Develop proper training and awareness programs for
employees. Employees outside of compliance teams may
not be aware of or even worried about information risk
management. With data protection laws and regulations,
it’'s much more important to conduct necessary training
and awareness programs. It becomes the job of the
compliance officer and compliance leadership to keep
employees engaged, interested, and informed about
security and holistic compliance requirements.

e Build a culture of compliance management
Achieving effective compliance requires the creation of
internal policies that reflect industry best practices.
Developing a culture-centric organization serves as a
motivating factor for the team to strive for excellence in
quality. Further, it's essential to develop policies aligned
with compliance management standards and integrate
them into a comprehensive compliance plan. It's also
crucial to consider compliance as an integral part of the
key result areas (KRAs) rather than merely a routine
business exercise.

2.1.2 Processes

Processes play a critical role in a compliance management
strategy. They involve tasks such as evaluating risks,



formulating policies, overseeing and inspecting, reporting,
and implementing corrective measures. Every phase must
be carefully designed to provide assurance to the
organization to recognize, handle, and reduce compliance
risks.

One crucial function of processes within compliance
management involves optimizing the flow of information
and tasks among various departments and teams. They
serve as a guide for employees, directing them through the
essential steps and decision-making processes needed to
maintain compliance standards. Moreover, these processes
facilitate documentation, record-keeping, and creation of an
audit trail, which is essential in demonstrating adherence to
regulatory requirements to both regulatory bodies and
stakeholders. Ultimately, well-established and properly
implemented compliance processes are vital to ensuring an
organization consistently fulfills its responsibilities while
reducing the likelihood of regulatory violations and
associated risks.

Compliance management processes encompass the entirety
of compliance and risk management, including the
organizational structure and the systematic, methodical
approach employed to address potential threats effectively.

To understand the steps necessary for creating a
compliance management plan, it’'s crucial to recognize that
the following actions are required:

e Assess potential risks throughout the product lifecycle.

« Emphasize the significance of compliance management to
all stakeholders, including board members, the leadership



team, and employees.

» Allocate responsibilities effectively among relevant
parties.

e Create compliance management workflows to establish
repeatable compliance management processes.

» Acknowledge and address violations promptly, taking
appropriate actions to mitigate the impact.

Processes should address internal and external business
risks, with appropriate frameworks to deal with both
external and internal threats.

It's important to answer the following questions:

Do you have processes in place that accommodate
both proactive and reactive approaches?
This involves being proactive in preventing risks and
reactive in responding should an incident occur.

Do your existing processes cater to both proactive
and reactive approaches?
This involves being proactive to prevent risks and having
the capability to react effectively in the event of an
incident.

2.1.3 Technology

Technology is clearly important for an effective compliance
management program, but using it appropriately is crucial.
A comprehensive compliance management framework is
incomplete without suitable tools. This software significantly
enhances operational efficiency and extends capabilities in



overseeing and controlling an organization’s compliance
risks. Several key areas where technological tools can prove
particularly beneficial are discussed in the following
sections.

Compliance Risk Repository

The primary function of compliance management software
is to serve as a repository of various compliance risks
encountered by the organization along with their
accompanying details. It serves as a central reference point
for the organization whenever a new risk factor arises.
Typically, this repository includes the following:

e Descriptions of each compliance risk
» Applicable laws or pertinent control regulations

 |dentification of potentially impacted business units or
functions

» Core components integral to the compliance program

Control Automation Using Workflows

Automating internal controls through workflows involves
leveraging technology to automate management and
control of organizational activities. This is achieved by using
a workflow application to establish a sequence of automated
tasks aimed at achieving specific control objectives. For
example, these workflows can be set up to automate
internal checks and reminders, ensuring adherence to
established policies and procedures.



Through this automation, organizations can reduce the
likelihood of human errors, enhance operational efficiency,
and improve the accuracy of their reporting. Further,
workflow automation generates a transparent trail of audits,
which serves as evidence of compliance with both internal
policies and regulatory mandates. Ultimately, leveraging
workflow automation for internal control purposes
significantly enhances the efficiency and effectiveness of an
organization’s control processes.

Insights and Analytics

Instances of compliance issues frequently occur not only
from negligence of management but also from inadequate
management of existing data and the failure to identify
potential risk factors. The challenge lies in the huge volume
of data and difficulty in establishing connections between
related data elements and sources. This is a critical area
where compliance tools can offer significant assistance.
These tools enable the consolidation and analysis of data
from diverse sources within the organization. They facilitate
the identification of deviations from standard patterns or
outliers that might indicate an impending compliance issue.

By leveraging these tools, organizations can proactively
detect anomalies or irregularities in their data, potentially
signaling an imminent compliance problem, thereby
allowing for timely intervention and resolution.

Best Practices for Building a Winning Compliance
Management Program



A comprehensive compliance management system stands
as a pivotal factor distinguishing successful organizations
from those that fail in today’s business landscape. A
compliance management program safeguards your
organization from potential risk factors and navigates
emerging compliance challenges. However, building a
compliance management program from the ground up can
be quite daunting. The best recommendation is to adopt
industry best practices that are offered by various
compliance solutions. The following subsections describe
the steps for building a successful compliance management
program for your organization.

Conduct a Comprehensive Risk Assessment

In most industries, regulatory standards typically provide a
clear framework that serves as a foundation for a
compliance plan. Nevertheless, certain hidden risk factors
often emerge during later stages that could significantly
impact the compliance process. It's essential to proactively
develop a comprehensive compliance risk assessment plan
based on existing threats and industry insights. This plan
should aim to identify, continually monitor, and effectively
mitigate potential errors and threats to ensure that robust
compliance measures are in place.

Establish Company Policies and Procedures

Compliance management is a top-down initiative where
active involvement of leadership and the equal engagement
of all stakeholders is critical for achieving regulatory
readiness. While the compliance team is primarily



responsible for maintaining compliance, the program’s
optimal success requires responsibility and support from
top-level management.

Create a policy outlining the roles and responsibilities
related to compliance for each department and team within
your organization. Additionally, establish clear deadlines to
ensure the expected outcomes and timelines.

Communicate the Plan and Provide Training

It's crucial to understand that the greater the risk, the more
intensive attention should be given to details within
compliance management. Help employees understand the
criticality of compliance with easily understandable training.
This could involve simplifying training methods for holistic
inclusion, such as offering bilingual training materials or
presenting concrete examples supported by practical use
cases.

Adopt a Risk-Based Approach to Compliance
Management

A risk-based approach strategy for compliance and ethics
management involves identifying, assessing, and
uncovering high-priority risks within an organization.
Implementing risk-based compliance programs facilitates
capturing, consolidating, and centralizing risk management
in accordance with established standards, controls, and
actions.

Through the implementation of a risk-centered approach
throughout the organization, GRC experts can implement



best practices to emphasize the most critical compliance
risks across the enterprise. This also enables organizations
to showcase various measures taken to mitigate issues,
violations, investigations, and penalties.

A standard risk-based approach includes the following:
» Keeping up with standards

e Ensuring comprehensive understanding of requirements
among all employees

» Aligning business functions with compliance requirements

» Promptly identifying and rectifying violations to optimize
the process

e Periodically reviewing processes and procedures

Invest in Compliance Management Software

Addressing every risk factor and potential error manually is
an impossible task. Given the continuously rising stakes,
there is negligible room for errors and experiments. In such
a scenario, the implementation of compliance management
software becomes essential, as it enables the proactive
management of the three crucial facets of your business:
people, processes, and technology.

When considering compliance management software, it’'s
imperative to seek out the following capabilities:

» Customizability to align with specific compliance
obligations and meet your objectives effectively

e Ability to oversee and manage compliance programs
across diverse locations or business functions



o Capacity to generate user-friendly, real-time reports via
unified dashboards



2.2 Manage Internal Controls

The internal control system plays a pivotal role in mitigating
the chance of errors or fraudulent activities. However,
navigating recommendations like those from the Committee
of Sponsoring Organizations (COSO) framework can be
challenging for companies. Figure 2.1 shows the 10 key
steps for handling internal controls effectively.

o 2 © ©

Id|:r11|f'ying mcisting
contrls

Cataloguing
activities

Dwfining the scope

of internal control | \dentifying risks -]

o o | — ©

i ldentifyin,
R Esablshing SRy
managermant — mitigation comtrods an
M asUres IJEFII"II"IE
surveillance

Y

Assessing risks  —

¥
—0— o

Communicating
with and training [
employess

Managing internal
cantral over time

Figure 2.1 Key Steps for Handling Internal Controls Effectively

Let’'s look at each of these steps with relevant examples:

@ Defining the scope of internal control
The initial step in establishing internal control involves
defining its scope, which stands as the most critical
phase and serves as the backbone of the entire
internal control structure. Three plans form a clear
and comprehensive starting framework:

e Geographical framework, which involves formalizing
the locations encompassed within the purview of



internal control

Identification of specific activities or processes
under consideration

Identification of risk categories, referred to as
“objectives” in COSO, that internal control aims to
effectively manage

Therefore, to define this scope of action, three
essential questions need to be addressed:

Which sites and subsidiaries are included within this
scope?

Which activities or processes fall under
consideration?

What risk categories does internal control aim to
mitigate?

The risk categories/families may encompass the
following:

Financial: Risks that could potentially cause
monetary losses to the company.

Financial statement (or reporting): Risks involving
anomalies in financial accounts, inaccurate
accounting data, and so on.

Compliance: Risks related to noncompliance with
established standards or laws.

Operational: Risks that could prevent the company
from fulfilling its objectives.

Occupational health: Risks impacting the physical
or mental well-being of individuals associated with



the company.

e Information security: Risks affecting the
confidentiality, integrity, and accessibility of
information.

e Reputation: Risks that could detrimentally affect the
company’s image.

e Environmental: Risks that might impact the
environment (air, water, soil, resources, energy,
etc.).

Given that internal control primarily originates from
the accounting domain, it typically encompasses, at a
minimum, risks associated with financial statement
reporting.



® Cataloguing activities
Once the scope of action is defined, it's necessary to
catalogue the activities or processes undertaken by
the company to identify associated risks. Activities
can significantly differ from one company to another,
and it's essential to highlight establishment-specific
activities.

In other words, the granularity in delineating activities
should be appropriate and consistent across sectors.
For example, the following three statements relate to
the same process but don’t offer the same levels of
information:

e “l do accounting.”
e “| pay supplier invoices.”
e “l enter accounting data.”

Therefore, it’'s important to create a framework that
facilitates the identification of activities performed
without falling into a list of detailed micro tasks.
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Identifying risks

The risks to which the company is exposed mainly
result from the activities it undertakes. In this stage,
the following question is relevant for each activity:
“What are the risks associated with the
families/categories of the selected risks?” For
example, for the “Payment of supplier invoices”
process, what financial, operational, or financial
reporting risks can be identified?

Identifying risks may potentially lead to an extensive
list of possible risks. Despite the numerous potential
risks, it’s crucial to maintain close to real-world
scenarios. One approach is to start with situations
that are previously encountered by the company or
within a similar industry. For example, if the company
has previously experienced payroll errors, that
indicates the potential financial loss requiring
preventive measures.



o

Identifying existing controls

In the realm of internal control, the term control
covers all measures employed to manage a risk:
control actions, procedures, regulations, control
application, tangible protective measures, and so on.
Based on past experiences and industry expertise,
each company typically possesses existing internal
controls and effective procedures for managing
specific risks. Identifying these controls becomes
important because often 90% of controls are already
in place but may lack formal documentation.

The focus should be on identifying the measures that
mitigate or address the identified risks effectively.
Further, the concept of controls of controls (or
surveillance of controls) should also be considered, if
such measures already exist. For example, this could
involve quarterly verification to ensure the execution
of the monthly salary control.



© Assessing risks
Note that all risks don’t carry the same exposure, so
companies may see different levels of exposure to
these risks. Thus, the crucial task lies in assessing
these risks concerning the specific circumstances of
each company. This assessment determines whether
the existing mitigation strategies are relevant and
suffice, or if additional controls need to be
implemented.

While this step isn’'t mandatory and might become
time-intensive, establishing the criticality helps rank
risks based on their significance. This criticality
considers both the likelihood of a risk and its potential
impact.

For example, in the context of generating payslips,
errors are highly probable, but their effect on a
company'’s survival is relatively moderate. Similarly,
for a banking institution, the risk of fraud carries
immense consequences, especially if adequate
control measures aren’t implemented. As a result, this
risk would be deemed severe, scoring a maximum of
90, signifying it as a top priority risk.

® Performing risk management
In the implementation of internal control, there are
four potential strategies for handling risks efficiently:
avoid, reduce, transfer, and accept (see Figure 2.2).



Transfer

Figure 2.2 Risk Management Strategies

Consider the scenario of collecting invoice payments
in cash. In this process, the potential for human or
software errors are always possible and, in some
cases, highly probable. Consequently, this activity
carries inherent risks. Here are four potential
strategies that can be applied to address this risk:

e Avoid: Stop collecting invoice payments in cash.
There will be no more cash transactions in the
company. This will avoid (eliminate) the “Risk of
cash register error” or the “Risk of cash being
stolen from the register.”

» Reduce: Set up a control on the collection of
invoices with a step of checking the amount in the
cash register to reduce the risk.

e Transfer or share: Take out specific insurance for
theft, which transfers or shares the risk.

e Accept: Don’'t make it a priority and instead accept
the risk that sometimes there will be errors in the
collection of invoices and that the consequences
will have to be dealt with on a case-by-case basis.



If the existing controls don’t align with the company’s
defined risk appetite, it becomes necessary to
introduce supplementary controls and initiate risk
mitigation projects to align with the desired risk
management objectives.



@ Establish mitigation measures
Remember, the aim isn’t to create huge volumes of
documents that end up on the shelf; rather, it’'s about
making a selection. The objective is to identify the
mitigation measures that require documentation to
effectively reduce the risks. Therefore, the focus lies
in describing control actions, processes, procedures,
regulations, and so on.

For example, when multiple departments work
together, it's relevant to describe the cross-functional
process to improve interdepartmental cooperation
and mitigate risks arising from inadequate
coordination. Documenting a mitigation measure
should serve the following purposes:

e Reduce errors
e Clearly define employee responsibilities
e Ensure consistent execution of controls

» Safeguard uninterrupted operations in case of
employee absence

The documentation should be tailored accordingly. It
can be a simple checklist, a comprehensive set of
rules, or even an explanatory video. The objective is
to identify the mitigation measures that best require
documentation to effectively reduce the risks.
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Identifying key controls and describing
surveillance

Determining the controls is crucial to ensure that
these measures are consistently executed and
executed correctly—achieving the goal of done and
done right. For example, consider a monthly control
that has been established to verify system access. In
such a case, it might be relevant to implement
surveillance on this. This may involve establishing a
periodic review to validate the IDs in the system,
thereby minimizing information security risks.
Remember, too many controls kill their effectiveness.
To prevent this, it's advisable to refrain from defining
an excessive number of key controls. Doing so would
require investing valuable time in implementing and
managing them, potentially diluting their impact.

Communicating with and training employees
The effectiveness of internal control only materializes
when employees see its usefulness. The necessary
communication and trainings should be planned to
ensure widespread adherence to these controls.
While highlighting the importance of internal control
concerning legal obligations is crucial, it's equally
important to demonstrate to employees the personal
benefits it offers. Demonstrating that internal control
brings a sense of security, reduces errors, and
minimizes omissions becomes important. Employees
are reassured by working in an environment where
risks are managed and controlled in a more effective
way!



@® Managing internal control over time
Finally, even if your current internal control system is
effective, it’s crucial to recognize that it will be
embedded and will evolve with the company. It’s not
an ad hoc and isolated action but an ongoing process.
To make it useful and effective, it’'s important to do
the following:

e Conduct an annual reassessment of risks.
» Ensure compliance with new legislations.
» Keep documentation up-to-date.

e Monitor the proper execution of controls and
surveillance.

e Monitor risk mitigation projects.

e Track and address incidents as opportunities for
improvement.

Note that any changes or adaptations should be
accompanied by updated documentation and clear,
effective communication.

In short, these 10 steps form the framework for
implementing internal control and its subsequent
monitoring. They enable the company to leverage an
effective internal control system that is tailored to its needs,
bringing satisfaction to both employees and management.



2.3 Integration Approach

While the previous sections highlighted the role of
technology in enabling effective governance and
compliance processes within organizations, choosing
appropriate technology solutions becomes critical in
enhancing operational efficiency while enabling proactive
measures for risk detection and mitigation. SAP GRC
solutions are designed to address various compliance and
internal control needs within an organization, including the
following:

e Serving as a central repository for internal controls and
risks

 Managing regulatory and compliance requirements
 Handling policies and procedures

» |dentifying and defining the roles and responsibilities of
key stakeholders involved in internal control management
processes

e Conducting regular evaluations of controls and risks
within a workflow-driven environment

e Automating the testing process to assess the
effectiveness of controls

The subsequent sections provide an overview of how SAP
GRC solutions and third-party applications can effectively
manage and fulfill these compliance requirements within an
organization.



2.3.1 SAP GRC Solutions

SAP offers a diverse array of solutions designed to address
various GRC processes within organizations. These solutions
are categorized into different portfolios, such as enterprise,
risk, and compliance; access governance; and so on. Each
portfolio comprises distinct solutions tailored to meet
specific requirements and enhance internal control
management processes.

For example, the enterprise, risk, and compliance portfolio
encompasses solutions such as SAP Process Control, SAP
Risk Management, SAP Audit Management, SAP Business
Integrity Screening, and SAP Financial Compliance
Management. These solutions are interconnected,
facilitating seamless integration and enabling organizations
to manage comprehensive compliance needs throughout
the entire spectrum of their operations.

SAP Process Control provides a comprehensive set of
features aimed at overseeing the entirety of internal control
processes. It begins by establishing a centralized repository
for risks and controls within the organization. SAP Process
Control facilitates the definition of testing strategies for
internal controls and evaluates these controls within a
workflow-driven environment. It also provides tools to
effectively manage issues arising from control assessments
and document the remediation process. Further, SAP
Process Control offers various prebuilt reports and
dashboards to present the status of controls and enable
better decision-making.



It helps organizations effectively manage and streamline the
lifecycle of internal control management processes, which
can be segmented into five phases as detailed in Figure 2.3.
We’ll detail these phases in the following sections.
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Figure 2.3 Lifecycle of Internal Control Management Processes

Document Phase

During this phase, all the required master data elements to
identify a control are defined using the standard
functionalities of SAP Process Control. Here are the key
master data elements identified and configured as part of
this phase (see Chapter 5 to understand the details of each
of the following master data elements):

e Organization hierarchy
e Reqgulations

e Business process hierarchy (process, subprocess, and
control)

e Risks
» Control objectives
e Account groups

e Indirect entity level controls

Each of these elements are configured within the SAP
Process Control system to effectively identify and manage
controls.



Plan Phase

Once the baseline framework of the internal control system
is established through the definition of master data, the
subsequent step is to define the testing strategy within the
organization. During this phase, the organization sets out
various types of evaluations that each control should
undergo, along with specifying the frequency of testing.
Following are the key control evaluations conducted:

e Control design assessment

» Control operating effectiveness test, which includes the
following options:

o Manual control test of effectiveness

o Automated control monitoring

e Control self-assessment

e Manual control performance

These evaluations are critical in ensuring the effectiveness
and efficiency of controls within the organization. For a
comprehensive understanding of the significance and
process of setting up these functionalities, see Chapter 6.

Perform Phase

Following the definition of the testing strategy in the plan
phase, the next step is to schedule necessary jobs using
standard functionalities within SAP Process Control. This
includes setting up jobs for automated monitoring or
Planner functionalities. When controls are scheduled for
automated monitoring, the predefined rules will execute at



the specified frequency. If any issues are identified, the
respective owners will be notified accordingly.

Similarly, for manual control testing, control design
assessments, or self-assessments, test plans or survey work
items are triggered and sent to the respective owners’ SAP
GRC Work Inbox. Owners can then take necessary actions
through these workflow-driven activities. Users can access
these work items from the Work Inbox, available in the My
Home work center in SAP Business Client.

The entire process involved in control evaluation is
workflow-driven, allowing users to respond and take
necessary actions efficiently. For a detailed understanding of
responding to issues triggered from automated monitoring,
see Chapter 8. Additionally, for insights into the process of
responding to assessments, Chapter 6 provides more
detailed information.

Evaluate Phase

During this phase, users evaluate controls by accessing
work items from the Work Inbox. They provide responses to
test plans or surveys, ultimately determining the final result
of testing. In cases where the final assessment result is
categorized as “Fail,” issues are reported and assigned to
respective users.

Subsequently, the responsibility falls on the assigned issue
owner to identify the root cause of the problem and initiate
actions to rectify the issue. Their role includes not only
addressing the current issue but also implementing



measures to prevent a reoccurrence of the issue in the
future.

Report Phase

In this phase, the internal controls team or GRC team
presents how the control master data is structured across
various entities in the organization hierarchy using the
delivered reports, such as the risk and control matrix (RCM)
report or the Organization and Process Structure report.
Additionally, the team showcases the status of control
health within the organization using standard reports and
dashboards. More insights about the available standard
reports and their significance are detailed in Chapter 10.
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Moreover, an essential aspect of this phase involves
obtaining acknowledgment from top management regarding
their awareness of the existing internal controls within the
organization and the outcomes of control evaluations. This
acknowledgment aligns with key regulatory frameworks
such as Sarbanes-Oxley Section 302. For further
understanding of this regulatory requirement, refer to
Chapter 1, Section 1.3.1. The sign-off functionality within
SAP Process Control facilitates this acknowledgment
process. Details about the sign-off process and its
importance are given in Chapter 9, Section 9.3.

The processes outlined in these five phases are continuous
and contribute to the maturation of the organization. They
aid in identifying more controls, improving testing
strategies, and reducing issues identified during control
evaluations, thereby enhancing the overall control
environment and maturity level of the organization.

In brief, the structure of process control encompasses two
primary components: the preparation of master data, and
testing controls using SAP Process Control functionalities.
Figure 2.4 provides a holistic view depicting the setup of
master data, the establishment of relationships, and the
diverse evaluations that controls undergo. It also details the
steps involved in the testing process and subsequent issue-
remediation procedures.

2.3.2 Third-Party Solutions

Automated control monitoring stands as a crucial
functionality within SAP Process Control, allowing continuous



review of SAP system data. However, by default, the
system’s connectivity is limited to SAP-/ABAP-based systems
for automated data analysis. To overcome this limitation,
SAP Process Control leverages third-party connectors or web
services to establish connections with non-SAP-based
systems or non-ABAP-based systems, enabling data
analysis.

An example is the use of third-party solutions such as
Pathlock’s integration capabilities. Pathlock’s integrations
facilitate connections to non-SAP-based or non-ABAP-based
systems, enabling the extraction of change logs from
application master data or transactional data within those
solutions. Subsequently, the acquired results are
transmitted to SAP Process Control using web services.
Following this data transmission, the subsequent steps
involving reviewing exceptions and initiating issue
remediation processes adhere to the standard approach
detailed in Chapter 8.



2.4 Summary

This chapter detailed the pivotal role of governance in
establishing an effective internal control mechanism within
an organization. It highlighted the key areas of focus to
enhance the internal control framework and emphasized the
significance of technology in managing these processes. In
addition, this chapter detailed how SAP Process Control can
streamline internal control and compliance processes using
its standard functionalities. You also learned how SAP
Process Control integrates third-party solutions to address
connectivity limitations with non-SAP-based systems and
non-ABAP-based systems, thereby improving monitoring
processes within the organization.

Now that you've gained an understanding of SAP Process
Control and its importance in managing internal control and
compliance requirements, the next chapter details the
licensing requirements necessary to implement and use the
solution.



3 Prerequisites

Now that you know the importance of SAP Process
Control, what are the next steps? Let’s delve into the
licensing requirements and how to kick-start the SAP
Process Control journey.

As detailed in the previous chapters, SAP Process Control is
a vital tool for enterprises seeking effective management of
their governance, risk, and compliance (GRC) requirements.
SAP Process Control offers automation capabilities, ensuring
that regulatory compliance is efficient and hassle-free when
it’s configured properly. In this chapter, we dive deep into
the licensing agreements, setting up the system, and the
hardware and software requirements for implementing SAP
Process Control.

3.1 Check License Agreements

SAP Process Control is an integral component of the SAP
GRC solutions and is delivered as part of the SAP GRC
foundation for ABAP (GRCFND_A), which has the other key
SAP GRC solutions, that is, SAP Access Control and SAP Risk
Management. There are two key components that we need
to consider:



 Add-on (product) licenses
A separate license is required to use SAP Process Control.
Even though SAP Process Control comes as an add-on to
SAP Access Control/SAP Risk Management, a separate
component license must be procured.

» User blocks
User licenses are another critical aspect of the licensing
model. These licenses determine the number of users who
can access and use SAP Process Control within your
organization.

It’s important to note that the licensing model for SAP GRC
is different from other models, and the specific requirements
can vary based on the size and needs of your organization.
To ensure that you obtain the appropriate licenses for your
GRC implementation, consult with your SAP partner or with
SAP directly to get the relevant guidance on the necessary
licenses. Once you have the licenses, the following activities
must be performed:

1. Create the system in the SAP for Me support portal
(registering the system).

2. Apply the license key, which enables you to download
updates, generate keys, and so on.

3.1.1 Creating the SAP GRC System in the
SAP for Me Portal

Because SAP GRC products use SAP NetWeaver technology,
SAP GRC license keys can’t be created directly, and the



license key must be generated for the SAP NetWeaver
product.

To use the product and download the respective SAP Notes,
updates, and log support incidents, you must add the
respective SKU to your licenses. Follow these steps to create
a separate GRC system:

1,

o U A W N

7.

Log in to the SAP for Me portal with your Universal ID
(https://me.sap.com/).

Under Systems & Provisioning, navigate to Systems.

. Click the Create New System button.

. Select Installation.

Click + to create a new system.

. Select SAP Process Control from the Product

dropdown and the version from the Version dropdown.

Click Continue, as shown in Figure 3.1.

Add New Systern

Version: [ Please select... w |

Cancel

Figure 3.1 Add New System Screen

The system will be added to the Systems list.

3.1.2 Generating and Applying the SAP GRC
License


https://me.sap.com/

The license key must also be installed on the SAP GRC
system. Before proceeding, apply the license key. Follow
these steps to create an SAP NetWeaver license key if you
don’t already have one:

1. Log in to the SAP for Me portal with your Universal ID
(https://me.sap.com/).

2. Under Systems & Provisioning, navigate to Keys.

3. Select the system, and generate the licenses by
entering the Hardware Key.

4. Enter the Valid until date, and click Add, as highlighted
in Figure 3.2. Once added, you may download the
license keys.

Create License Key Request

License Type*: Standard - Web Application Server ABAP or ABAPR +JAVA W

Hardware Key*:

Walkd unbl*: 31-12-5999 :

m Reset  Cancel

Figure 3.2 Create License Key Request Screen

The newly generated license key should be installed in
Transaction SLICENSE. (Refer to KBA 2631419 and KBA
2924570 for more information on applying license keys.)


https://me.sap.com/

3.2 System Sizing

The size of the hardware and database is influenced by
many business and technological factors. Therefore, it’s
highly advisable to conduct a thorough sizing assessment
before making decisions on the hardware and software
choices.

SAP offers a wealth of resources to assist its customers in
the sizing process by conducting benchmarking across
different platforms. Sizing for SAP applications encompasses
the determination of hardware prerequisites, including
considerations such as network bandwidth, physical
memory, CPU processing power, and input/output (1/0)
capacity.

This also involves taking the number of users into
consideration. To achieve this, SAP standard application
benchmarks can be used. More information on
benchmarking can be found at www.sap.com/benchmark.

As a result of benchmark testing, customers receive
preliminary estimates regarding the required system size,
along with evaluations of new hardware, software
components, and relational database management systems
(RDBMS). Throughout a benchmark run, all relevant
performance data associated with the system, users, and
business applications is closely monitored.

Furthermore, SAP Application Performance Standard (SAPS)
offers a means to assess system performance within an SAP
environment, independent of the underlying hardware.


http://www.sap.com/benchmark

Calculating SAPS accurately involves distinguishing between
tasks that run in parallel and those that run sequentially.
When tasks are executed simultaneously (in parallel), SAPS
should be computed as a group, while tasks that are
sequential, such as synchronization and batch user risk
analysis, should not be considered parallel in SAPS
calculations.

In addition, sizing is typically divided into three stages:
1. Initial sizing
2. Expert sizing

3. Customer-specific sizing

You should perform all three levels of sizing. Each of the
sizing levels are described in the following sections.

3.2.1 Initial Sizing

The initial sizing approach provides platform-independent
requirements for the hardware resources necessary to run
representative, standard SAP applications. The initial sizing
guidelines assume optimal system parameters, standard
business scenarios, and so on. For greenfield
implementations, consultants typically focus on initial sizing.

The following factors are taken into consideration before
deciding on the requirements for CPU (in SAPS) and memory
requirements (in gigabytes):

e Number of work inbox refreshes
Indicates the total number of concurrent users accessing
the work inbox to take action on the pending actions. The



total number of refreshes per hour is the driving factor to
determine the number of SAPS required for CPU and
memory requirements

 Usage of the planner functionality
The planner is a functionality used in SAP Process Control
to schedule jobs with which controls are triggered to the
respective owners for evaluation. The number of such jobs
scheduled per hour drives the required number of SAPS
for the CPU and the required memory.

- Managing organization hierarchy
The organization hierarchy is a central master data item
where all the controls and policies are localized and
responsibilities are established. Maintenance of the
organization is a key activity in SAP Process Control, and
every change made in the organization is updated only on
clicking Save. The number of times the organization
hierarchy is updated in an hour drives the required
number of SAPS and the memory requirements.

For more details, refer to Sizing Guide for SAP Process
Control at http://s-prs.co/v579903.

3.2.2 Expert Sizing

An expert sizing exercise analyzes business requirements
and data to provide more customized sizing results. It's the
main goal of the study to determine the resource
consumption of customized content and applications (not
SAP standard deliveries) through comprehensive
measurements.
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The expert sizing is typically carried by the consulting
partners based on the inputs provided by the business. They
usually do various discovery meetings or provide a list of
questionnaires to gather all the information before
recommending the sizing recommendations to the client.

3.2.3 Customer-Specific Sizing

Hardware resource and system configuration depend on the
requirements of the customer-specific project. For example,
one customer may want to go with the Windows operating
system and SQL Server as the database, while another
customer prefers Linux with an SAP HANA database. This
includes the implementation of distribution, security, and
high availability solutions by different approaches using
third-party tools.

Remember, even though a proper sizing exercise is carried
out, your users might face some performance issues due to
master data volume, transaction data volume, increase in
number of concurrent users, and so on. You should review
the sizing periodically to ensure the system responses are
good.

Typically, the sizing is performed by taking the following
scenarios into account:

» Total number of organizations in the hierarchy

» Total number of controls that needs to be set up in the
business process hierarchy

» Total number of control objectives and risks to be defined



e Usage of configuration settings, such as usage of report
buffers

e Usage of scheduling functionalities to evaluate the
following:

o Count of controls tested using automated monitoring

o Count of controls tested using manual testing and
number of manual test plans

o Count of controls tested for self-assessment and design
assessment

e Number of maximum concurrent users using/refreshing
the SAP Process Control Work Inbox to respond to the
pending actions

e Total number of systems connected to SAP Process
Control

For more information on sizing, visit
www.sap.com/about/benchmark/sizing.html.
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3.3 Component and Plug-In
Requirements

Once the sizing exercise is completed, and the required
infrastructure is procured, the backend systems need to be
prepared. It's crucial to identify which systems will be
connected to SAP Process Control and ensure that the
necessary components and/or plug-ins have been installed.

The necessary components are based on the systems,
configuration, and so on. The following sections provide a
good understanding of the components and plug-ins
required.

Note

You need SAP NetWeaver 7.52 or higher to implement SAP
Process Control 12.0.

3.3.1 SAP Process Control Component

You may need to choose the right SAP GRC add-on. For easy
reference, information related to all the GRC Foundation
releases are provided in the Table 3.1.

Component Description

GRCFND_A GRC Foundation for ABAP v 10.0
v1000



Component Description

GRCFND_A GRC Foundation for ABAP v 10.1
v1100

GRCFND_A GRC Foundation - PC for SAP S/4AHANA

v8000 Embedded v 10.1
GRCFND A GRC Foundation - PC for SAP S/4HANA
v8100 Embedded v 12.0

GRCFND_A GRC Foundation for ABAP v 12.0
v1200

Table 3.1 SAP Process Control Components

For SAP Process Control 12.0, choose either GRCFND_A
v8100 (SAP S/AHANA Embedded) or GRCFND_A v1200
(standalone system).

For more information on the component, refer to SAP Note
2612335 and SAP Note 2602131. The rest of the
configurations, such as connector configuration, parameter
settings, and so on, remain the same as in a standalone
system.

Tips

To access the release information note for SAP Process
Control 12.0, review KBA 2622708.

To know more about release strategy and maintenance
information for GRCFND_A v1200, review KBA
2602131, and for similar information for GRCFND_A
v8100, review KBA 2612335.



3.3.2 SAP GRC Plug-Ins

One or more plug-ins from Table 3.2 have to be
implemented in the backend systems based on the business
requirements.

Piugin Jpescrption

GRCPINW

GRCPIERP

SAP Process Control integration with SAP
S/4HANA and SAP ERP non-HR functions for
SAP NetWeaver 7.40 and higher. This
component is required for the continuous
control monitoring (CCM) functionality (see
Chapter 8 for more details) to fetch data from
the source systems.

Refer to SAP Note 2602564 for more
information.

SAP Process Control integration with SAP
S/4HANA and SAP ERP HR functions (used for
CCM functionality).

Refer to SAP Note 2602825 for more
information.



plugin pescription

UIGRRMPC This SAP Fiori 2.0 for SAP Risk Management
200 and SAP Process Control component contains
the SAP Fiori apps related to both applications.
Customers using UIGRRMPC 100 can upgrade
to UIGRRMPC 200 directly.
If you use the SAP HANA database, it's
recommended to use these SAP Fiori apps in
UIGRRMPC 200, as performance is
significantly improved in the SAP HANA
environment.
Refer to SAP Note 3311378 for more
information.

Table 3.2 SAP GRC Plug-Ins



3.4 Summary

You now have a comprehensive understanding of the
licensing requirements, component prerequisites, and plug-
in requirements for SAP Process Control 12.0. It's important
to conduct proper sizing assessments before proceeding
with the implementation and configuration of an SAP
Process Control system. For detailed guidance on sizing, you
can refer to http://s-prs.co/v579903, which offers further
insights.

Once the components and plug-ins are in place, the
application can be configured to meet your specific needs.
The next chapter details the various configurations that are
essential for setting up the SAP Process Control system
effectively.


http://s-prs.co/v579903

4 Basic Configuration

Now that you understand the importance of
governance and internal controls, and you’ve seen an
overview of how SAP Process Control can help
organizations in managing their internal controls, this
chapter delves into the technical configurations, which
are the baseline requirements to start using the
solution.

In the previous chapter, you learned about the prerequisites
required before using the SAP Process Control solution. This
chapter focuses on the basic Transaction SPRO
configurations required to activate the SAP Process Control
application, important business configuration sets (BC sets),
and Transaction SICF services. In addition, we'll cover the
usage of various functionalities by configuring workflow
settings and the specific stages that should be part of
performing control assessments. This chapter also details
the steps to configure the connectors to read data from the
target systems and the process of setting up the regulation
configurations. In addition to the basic configurations, you’ll
get an overview of the various work centers available in the
solution and the key activities performed in each.

4.1 Initial Configuration



This section provides detailed information on the initial
setup required to enable SAP Process Control. The initial
configuration involves the following activities:

1. Enabling the application in the client
2. Activating BC sets

3. Activating Transaction SICF services, which are
necessary for the remaining configurations

4. Setting up second-level authorizations

The following sections will detail each of these activities and
provide a step-by-step explanation.

4.1.1 Activate the Application in the Client

Installing the GRFND_A (GRC Foundation for ABAP)
component will provide you with SAP Access Control, SAP
Process Control, and SAP Risk Management by default. To
use these applications, they must be enabled in the
Transaction SPRO configuration.

Note

The GRCFND_A v1200 component is for a standalone SAP
GRC system. However, the version in the SAP S/4AHANA
system (embedded) of GRCFND_A will be v8100. The
configuration steps remain the same in both versions.

To enable, execute Transaction SPRO_ADMIN, click the SAP
Reference IMG button, and follow menu path
Governance, Risk and Compliance * General Settings



* Activate Applications in Client. Check the Active
checkbox for the SAP Process Control application (GRC-PC),
and click Save, as highlighted in Figure 4.1.

Change View “Active Applications In Client": Overview
B nmewenmes [0 B2 O B[R 2

Active Applications In Clent

App Active E
GRL=RLC L —!

-
GRJ:_ P‘c ' N
-

GRC-RM o+

Figure 4.1 Activate the SAP Process Control Application

Note

Ensure that you have transport request create/release
authorization because Transaction SPRO configurations
may require you to create transport requests or capture
the changes in an existing transport request. It's advisable
to have transport requests ready in case you’'re not
authorized to create them.

Once the application is activated, you may proceed with
activating BC sets.

4.1.2 Activate the BC Sets

SAP has provided preconfigured BC sets to enable various
functionalities easily within SAP Process Control. These
configurations can be activated using Transaction SCPR20.
Table 4.1 provides an overview of the BC sets associated
with key configurations within SAP Process Control, including
the navigation path in Transaction SPRO.



Configuration
Activity

Governance,
Risk and
Compliance °
General
Settings * Key
Attributes

« Maintain
Timeframe
Frequencies

e Maintain
Timeframes

Governance,
Risk and
Compliance °
General
Settings -
Authorizations
e Entity Role
Assignment

* GRPC-FREQUENCY

e GRPC-TIMEFRAME

e BC_SET ROLES

e GRPC-ROLE-GLOBAL-
UPG

Define the time
frames to be used
while defining the
master data, rules,
or scheduling the
automated
monitoring/planner
functionality to
test the controls.

Configure the
mapping of
standard roles with
various master
data entities.
These drives
identify the
ownership and
responsibility to
act on various
workflow stages.



Configuration

Activity

Governance,
Risk and
Compliance °
General
Settings -
Workflow -
Custom Agent
Determination

Governance,
Risk and
Compliance °
Shared Master
Data Settings
Activate
Workflow for
Master Data
Changes

GRPC-AGENT -UPG-25

GRPC-AGENTSLOTC-
FDA

GRPC-AGENTSLOTC-
GLOBAL

GRPC-AGENTSLOTC-
SOX

GRFN-MDC

Configure the
determination
rules to identify
the roles that
should receive the
workflow based on
the defined
business event for
each functionality.

Enable the
workflow feature
where any
changes made to
the master data
entities will be
sent to the
reviewers as a
notification or to
seek approval
based on the
activations.



Configuration

Activity

Governance,
Risk and
Compliance °
Shared Master
Data Settings -
Maintain Ability
to Add Locally -
Defined
Controls

Governance,
Risk and
Compliance °
Process Control
e Edit Attribute
Values

e GRFN-ALLOW-
CREATE-LOCAL-CTRL

e GRPC-ATTR-
ASSERTION

e GRPC-ATTR-
CATEGORY

e GRPC-ATTR-
CTRL_FREQUENCY

e GRPC-ATTR-
CTRL_GROUP

e GRPC-ATTR-
CTRL_0BJ CATEGORY

e GRPC-ATTR-IELC-
FREQ

Enables an option
to create a new
control directly
under the local
subprocess,
instead of creating
a copy in the
business process
hierarchy. Controls
are usually
localized only on
assignment of a
subprocess.

Enables the
attributes that
should be part of
the control
definition. See
Chapter 5,
Section 5.2.3, to
better understand
the control
definition and the
relevant control
attributes.




e GRPC-ATTR-
INDUSTRY

e GRPC-ATTR-NATURE
e GRPC-ATTR-PURPOSE

e GRPC-ATTR-
RELEVANCE

e GRPC-ATTR-
RISK IMPACT

e GRPC-ATTR-
SAMPLE METHOD

e GRPC-ATTR-
SCHED FREQUENCY

e GRPC-ATTR-
SIGNIFICANCE

e GRPC-ATTR-
TEST TECH

e GRPC-ATTR-
TRANSTYPE

Table 4.1 Key Configurations of BC Sets in SAP Process Control

To activate BC sets, follow these steps:
1. Log in to the SAP Process Control system.
2. Execute Transaction SCPR20.
3. Enter the BC set name (e.g., “GRPC-ATTR-TRANSTYPE").



4. Click the Activate button.

5. Choose Overwrite All Data in the Overwrite Data
options, choose Expert Mode in the Select Activation
Mode options, and click Execute, as shown in

.
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Figure 4.2 BC Set Activation

6. Check the log for the activation status, as shown in
Figure 4.3. If the log displays entries marked in red
(indicating errors), it’s required to review and correct
these errors before reactivating the BC set.
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Figure 4.3 BC Set Activation Log

After activating all the BC sets per Table 4.1, you can
proceed with activating the services.



4.1.3 Activate Transaction SICF Services

This section explains how key communications can be
enabled using Transaction SICF. You’ll activate the key
service hierarchies: PUBLIC, BC, and GRC, which are
essential to use the SAP Process Control application. To
activate these hierarchies, follow these steps:

1. Log in to the SAP Process Control system.
2. Execute Transaction SICF.

3. Select SERVICE in Hierarchy Type, as shown in
Figure 4.4.

Define Sarvices
& [i]

Fiter for Caling ICF Hieranchy
Hierarchy Type :5!:!'."!-3 :Q
Virtual Host
Service Path
Service Name
Refarence Service
Description
Language Englsh -

Figure 4.4  Activating Services Using Transaction SICF

. Click the Execute icon.
. Expand the node default_host « sap * public.

. Right-click public, and choose Activate Service.

N o U b

. Choose Activate Service for all subnodes (Yes button
with subnode option), as highlighted in Figure 4.5.



Figure 4.5 Activation of the “Public” Service and Subnodes

Activate the services under BC and GRC hierarchies
following the same steps by choosing the option Activate
Service after right-clicking on the relevant service. This will
activate all the services that are needed to utilize the SAP
Process Control application.

4.1.4 Second-Level Authorizations: Maintain
Authorization Customization

The next step in the configuration is to determine the
authorization level required for the users to be eligible for
assignment as an owner of the master data entity or
responsible for receiving a workflow stage in performing any
control assessment.

Subsequent sections in this chapter detail the process to
determine the roles mapped at a master data entity (see
Section 4.2.2) and roles that should receive the workflow for
a business event (see Section 4.2.3). Before getting into
these workflow configurations, it’'s important to know the
required authorization levels for the process control users to
perform the relevant activities. In general, all SAP Process
Control users are provided access to the following roles to
access the solution:

e SAP GRC _FN BASE (GRC - Base Role to Run GRC Applications)



e SAP GRC NwBC (Governance, Risk, & Compliance)

e SAP GRC_FN BUSINESS USER (GRC - Business User)

In addition, depending on the requirement, the specific task
role access will be provided to the user, such as control
owner, organization owner, and so on. While performing the
user assignments to the roles at the master data entities,
the GRC admin can select any valid dialog user from the
entire GRC user base with access to business user role

<SAP GRC FN BUSINESS USER> (see Chapter 5, Section 5.4.1, for
more on user assignments). However, to have more control
on the assignment of user responsibilities to any master
data entity/workflow, it’s important to have a restriction that
selection can be made only from the list of users with
access to the specific task role. This can be enabled by
activating the Second-Level Authorizations
configuration.

To enable the second-level authorization, follow these steps:
1. Log in to the SAP Process Control system.
2. Execute Transaction SPRO_ADMIN.
3. Click the SAP Reference IMG button.
4

. Follow menu path Governance, Risk and Compliance
 General Settings * Authorizations * Maintain
Authorization Customizing.

5. Enable the Active checkbox for Second-Level
Authorization option, as highlighted in Figure 4.6.

6. Click Save.
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Figure 4.6 Activation of Second-Level Authorizations



4.2 Workflow Configuration

One of the primary features of SAP Process Control involves carrying out the execution of
test procedures and workflow stages. Controls in the organization should undergo various
evaluations to ensure management has reasonable evidence that internal controls in the
organization are being operated effectively. The execution of a test procedure
encompasses multiple stages, with each stage being the responsibility of a designated
owner to complete.

SAP Process Control streamlines this process by utilizing workflows. To gain a deeper
understanding of control evaluation procedures, see Chapter 6. Furthermore, Chapter 7,
Chapter 8, and Chapter 9 detail various other functionalities that also utilize workflows for
stage execution.

This section explains the configurations required to activate and customize workflows for
different aspects of the SAP Process Control solution. The configurations are broadly
categorized into four subtopics:

» Task-specific customizing
» Entity role assignment
e Custom agent determination

e Fallback users

4.2.1 Task-Specific Customizing

Prior to configuring users and roles, you must set up the workflow functionality along with
the stage configuration where the workflow initiation is necessary. To perform this
configuration, follow these steps:

1. Log in to the SAP Process Control system.
2. Execute Transaction SPRO_ADMIN.
3. Click the SAP Reference IMG button.

4. Follow menu path Governance, Risk and Compliance * General Settings °
Workflow « Perform Task-Specific Customizing.

5. Expand GRC, and double-click GRC-SPC.
You must perform both Assign Agents and Activate event linking configuration for SAP

Process Control, as highlighted in Figure 4.7. We’'ll walk through both tasks in the following
sections.

Note

If the GRC folder isn’t visible, execute program RS _APPL_REFRESH using Transaction
SE38 to refresh the apps. Perform the steps to view the folder again.
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Figure 4.7 Activities to Be Performed under Task-Specific Customizing

Assign Agents

Each stage within a workflow is represented as a task, and it's required to enable all tasks
relevant to the workflow functionalities within the scope of workflow activation. The tasks
must be defined as a General Task. The following steps detail the process:

1. Expand the GRC folder, and access GRC-SPC.

2. Click on the Assign Agents link.

3. Select the task ID, and click the Attributes button.
4.

Select the General Task option from the radio button group, and change the
Classification to Not classified.

5. Click the Transfer button to update the changes.

Figure 4.8 highlights each of the options in the assign agents task customization.

Tasks of an Application Component: Assign Agents
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Figure 4.8 Configuration of Tasks to Enable the Workflow

Note:

Repeat the steps for all the task IDs that are classified as General Task. Don’t change
the attributes for the tasks defined as Background by default. Figure 4.9 shows the
tasks that are listed as Background task.
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Figure 4.9 Tasks Defined as Background by Default

Activate Event Linking



Once all the tasks are updated to general tasks, the next step is to activate the workflow
event linkage. Choose Activate Event Linking link from the Task Specific Customizing
Overview screen. To activate the event linking for a process, follow these steps:

1. Expand the relevant workflow stage folder (e.g., WS76300018).
2. If the status is Deactivated, click the Details icon, as highlighted in Figure 4.10.
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Figure 4.10 Review the Status of the Workflow
Clicking the Details icon will display a popup (Properties of Event Linkage) screen. The
following activities must be performed in this screen:

1. Enable the Event linkage activated checkbox.

2. Select Do not change linkage from the Error feedback dropdown, as highlighted in
Figure 4.11.

3. Click Save.

[ Properties of Event Linkage

Object type CL_GRPC_WF_DISCSVY
Event CREATE
Receiver Type WS76300018
| Properties
Linkage status [No errors -
vent linkage activated

[ |Enahble usage of event queus

| Behavior if linkage with emors
System Defauits
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Figure 4.11 Activation of Event Linkage

Once the activation is completed, the status is updated to Activated, as highlighted in
Eigure 4.12.
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Figure 4.12 Activated Status of the Workflow Stage

Note

Repeat the same steps for all the workflow items that start with WS, and ensure that all
of these tasks are activated.

4.2.2

SAP Process Control serves as a solution to address the compliance needs of an
organization. Given its role in managing internal controls, it’s vital to establish clear
responsibilities across different master data entities, such as the organization, subprocess,
and control levels. This ensures that specific users are held accountable in the event of any
anomalies. Additionally, there are various workflow-based test procedures that are
executed using SAP Process Control.

Entity Role Assignment

To facilitate this process, specific roles are assigned at each master data entity. These roles
determine which users are designated to receive the associated workflows.

Before assigning users to a master data element, it's necessary to identify and link the
Transaction PFCG roles that should exist within each of the master data entities. Once
these Transaction PFCG roles are associated with the respective entities, they become
accessible in the Roles section of the entities in the frontend, allowing you to perform the
user assignments.

To review the existing entity role assignments or to perform new assignments access,
follow these steps:

1. Log in to the SAP Process Control system.
2. Execute Transaction SPRO_ADMIN.

3. Click the SAP Reference IMG button, and follow menu path Governance, Risk and
Compliance * General Settings * Authorizations « Maintain Entity Role
Assignment. The Relevant Roles for GRC Authorization screen will display the
existing entities and the roles assigned, as shown in Figure 4.13.
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Figure 4.13  Entity Role Assignment Configuration
4. To create a new assignment, click the New Entries button, and update the following
fields, as shown in Figure 4.14:

» Entity: Name of the master data entity for which the role should be assigned. For
SAP Process Control, this configuration is performed for the following entities:

o CORPORATE
ORGANIZATION
SUBPROCESS
CONTROL
POLICY

o

o

o

o

» Role: Transaction PFCG role that should be tagged to the entity.

» Unique: Activate this if only one user can be mapped to the role. For example, the
CEO/CFO role sAP_GRC_RM API_CEO CF0 is marked as unique for the CORPORATE entity.

o Application: Because this configuration is common for both SAP Process Control and
SAP Risk Management, it’s important to mention if the entity role assignment is
specific to SAP Process Control, SAP Risk Management, or both SAP Process Control
and SAP Risk Management.
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Figure 4.14 Relevant Role for SAP GRC Authorization

5. Click Save to save the changes.

Note

If an entity-role assignment is marked as Unique, the user assignment in the frontend
will allow only one user. Once the role is assigned to one user, the Assign option
(button) is grayed out, as highlighted in Figure 4.15. Upon removal of the assignment
from the existing user, the Assign button will become active.
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Figure 4.15 User Assignment When a Role Is Marked as Unique

Upon successfully configuring the new entity-role assignment, it will become visible within
the corresponding master data entity in the frontend. For instance, the Control Owner
role can be found in the Roles tab of the local control. To access it, follow these steps:

1. Select the organization from the hierarchy in the Master Data work center.
2. Navigate to and expand the Subprocess tab within the selected organization.
3. Select the specific control within the subprocess and click on Open.

4. Navigate to the Roles tab to locate the role that has been previously mapped, as
highlighted in Figure 4.16.

|Contral o

I Control: Global Accounting Manual I

..... g Orgaitaion: Elecrls Powst Pasest Subprocess Firitial Repirtig b Lot Changis. Mo

Timehame: Yoar 2823 Efects Dute: 0708202

Figure 4.16 Review the New Entity-Role Assignment

4.2.3 Custom Agent Determination

All the functionalities in SAP Process Control are workflow driven, and there are multiple
stages involved in executing these functionalities. Each stage is represented by a business
event, and it's important to determine who should be the recipient of the workflow for each
of these business events. As previously mentioned, each functionality within SAP Process
Control relies on workflow tasks. To enhance comprehension, you’ll need to provide
detailed information on the determination rules that need to be configured to generate the
workflow stages for various business events, as follows:

« Control design assessment
« Control self-assessment

e Manual control performance
» Manual test of effectiveness
» Ad hoc issues

» Automated monitoring

» Policy lifecycle management
» Disclosure survey

e Sign-off



o Master data changes

The following sections outline the agent determination rules for each of these business
events. Note that the roles mentioned are for representation purposes only and can be
updated based on the requirements of the organization. First, however, we’'ll discuss how to
maintain the determination of agents for business events.

Configuration Overview

The next configuration step is determination of agents for each business event. To perform
this configuration, follow these steps:

1. Log in to the SAP Process Control system.

2. Execute Transaction SPRO_ADMIN.

3. Click the SAP Reference IMG button, and follow menu path Governance, Risk and
Compliance * General Settings * Workflow * Maintain Custom Agent
Determination Rules.

4. Click New Entries to create a new agent determination rule.

The Business Event, Sort, Role, Entity ID, Subentity, and Business Event Name
must be updated. See Figure 4.17 and Table 4.2 for details on each of the fields in the
Customized Business Events screen.
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Figure 4.17 Customized Business Events Screen Elements

T

Business Represents each stage in a workflow. Every SAP Process Control functionality
Event has multiple stages in completing the assessment workflows, and each stage
in the workflow is represented by a business event.

Sort Represents the sequence in which the system should identify the agent
rules. This sequence outlines how the system determines which agent rules
to apply.

For instance, consider the scenario where the first default processor for an ad
hoc issue is the issue owner, and the second processor is the control owner.
When an ad hoc issue is reported for a control, the system follows this
sequence: Initially, it searches for the user assigned as the issue owner for
the control. if no user is assigned as the issue owner role to the control, the
system then looks for the user assigned as the control owner.

It’s important to note that if the sort number isn’t defined, the system
considers it to be 0.

Role Represents the Transaction PFCG role that should be mapped to the business
event. Note that the roles mapped in custom agent determination rules
should be the same as the roles mapped in the entity role assignment.



e

Entity Represents the master data entity, issue, or remediation plan of the stage
where the business event is getting generated.

Subentity Helps in determining the functionality for which the business event is getting
generated if the entity is shared across multiple functionalities of SAP
Process Control.

Business Briefly describes the business event for which the workflow is triggered.
Event
Name

Table 4.2 Details of Customized Business Events Screen Elements

Once these details are provided, click Save to complete the configuration.

Control Design Assessment

Table 4.3 shows the agent determination rules that are to be defined for control design
assessment. See Chapter 6, Section 6.2, to read more about control design assessment
and the workflow stages involved. The following events occur in the control design
assessment:

1. Receive the design assessment
2. Review the design assessment
3. Receive the issue generated from the design assessment

4. Receive a remediation plan to fix the issue identified in the design assessment

OPC_PERF_ASSESSMENT 1 SAP_GRC_SPC_CRS_CTL_OWNER G_AS

(Control Owner) (Assessment) (Control as
Design
Assessment)
OPC_VALI_ASSESSMENT 1 SAP_GRC_SPC_CTL REVIEWER G_AS CD Re
(Test Reviewer) (Assessment) (Control as
Design
Assessment)
OPC_RECE_ISSUE 1 SAP_GRC_SPC_ISS OWNER G_AS Cbh Re¢
(Issue Owner) (Assessment) (Control is
Design
Assessment)
OPC_RECE_REM_PLAN 1 SAP_GRC SPC REM OWNER G_IS CD Re
(Remediation Owner) (Issue) (Control re
Design pl

Assessment)



Table 4.3 Custom Agent Determination Rules for Control Design Assessment

Control Self-Assessment

Table 4.4 shows the agent determination rules that are to be defined for control self-
assessment along with the stages involved. See Chapter 6, Section 6.3, to understand
more about control self-assessment and the workflow stages involved. The following events
are involved in the control self-assessment:

1. Receive the self-assessment
2. Review the self-assessment
3. Receive the issue generated from the self-assessment

4. Receive the remediation plan to fix the issue identified in the self-assessment

OPC_PERF_ASSESSMENT 1 SAP_GRC_SPC_CRS_CTL TESTER G_AS

(Control Tester) (Assessment) (Control a
Self-
Assessment)
OPC_VALI_ASSESSMENT 1 SAP_GRC_SPC_CTL REVIEWER G_AS CE R
(Test Reviewer) (Assessment) (Control a
Self-
Assessment)
OPC_RECE_ISSUE 1 SAP_GRC_SPC_ISS OWNER G_AS CE R
(Issue Owner) (Assessment) (Control i€
Self-
Assessment)
OPC_RECE_REM_PLAN 1 SAP_GRC_SPC_REM_OWNER G_IS CE R
(Remediation Owner) (Issue) (Control r
Self- p
Assessment)

Table 4.4 Custom Agent Determination Rules for Control Self-Assessment

Manual Control Performance

Table 4.5 shows the agent determination rules that are to be defined for manual control
performance. The roles mentioned are for representation purposes and can be updated
based on the requirements of the organization. See Chapter 6, Section 6.4, to understand
more about manual control performance. The following events are involved in the manual
control performance:

1. Perform manual control performance (used only when configuration for stage
performers isn’t enabled)

2. Review manual control performance



OPC_PERF_CTRL_PERF 1 SAP_GRC SPC CRS CTL PERFORMER CONTROL NA Perfc
(Control Performer) mant

conti

perfc

OPC_VALI CTRL_PERF 1 SAP_GRC SPC CRS SPC OWNER CONTROL NA Revig¢
(Subprocess Owner) mant

conti

perfc

Table 4.5 Custom Agent Determination Rules for Manual Control Performance

Note

Issue reported as part of manual control performance and following the remediation
stage follows the ad hoc issue management workflow.

Manual Test of Effectiveness

Table 4.6 shows the agent determination rules that are to be defined for the manual test of
effectiveness. See Chapter 6, Section 6.5, to understand more about the manual test of
effectiveness and the workflow stages involved. The following events are involved in the
manual test of effectiveness:

1. Perform testing
2. Review testing

3. Receive the issue generated from manual control testing

4. Receive a remediation plan to fix the issue identified in manual control testing

Business Event Entity | Subentity Business
Event N3

OPC_PERF_TESTING 1 SAP_GRC_SPC_CRS_PRC_TESTER G_TL Perform
(Control Tester) (Test (Log for testing
Log) Manual Test
of

Effectiveness)

OPC_VALI_TESTING 1 SAP_GRC_SPC CTL REVIEWER G TL TE Review
(Test Reviewer) (Test  (Log for testing
Log) Manual Test
of

Effectiveness)



Business Event Entity | Subentity Business
Event N3

OPC_RECE_ISSUE SAP_GRC SPC_ISS OWNER G TL Receive
(Issue Owner) (Test (Log for issue
Log) Manual Test
of

Effectiveness)

OPC_RECE_REM PLAN 1 SAP_GRC_SPC_REM_OWNER GIS TE Receive
(Remediation Owner) (Issue) (Log for remedial
Manual Test plans
of

Effectiveness)

Table 4.6 Custom Agent Determination Rules for Manual Test of Effectiveness

Ad Hoc Issues

Table 4.7 shows the agent determination rules that are to be defined for ad hoc issue
management when they are reported for various master data entities/objects. See
Chapter 7 to understand more about ad hoc issue management and the workflow stages

involved.

L i- b W

OFN_AHISSUE_DEFAULT PRC 1 SAP_GRC_SPC_CRS CTL OWNER CONTROL
(Control Owner)

OFN_AHISSUE _DEFAULT PRC 1 SAP_GRC_SPC_CRS_ICMAN CORPORATE
(Internal Control
Manager)

OFN_AHISSUE DEFAULT PRC 1 SAP_GRC_SPC GLOBAL ORG_ ~ ORGUNIT
OWNER
(Organization Owner)

OFN_AHISSUE_DEFAULT_PRC 1 SAP_GRC_SPC CRS SPR OWNER SUBPROCESS
(Subprocess Owner)



Business Event Entity W

OFN_AHISSUE_DEFAULT PRC 1 SAP_GRC_SPC_CRS POLICY POLICY
OWNER
(Policy Owner)

Table 4.7 Custom Agent Determination Rules for Ad Hoc Issue Processing

Automated Monitoring

Table 4.8 shows the agent determination rules that are to be defined for automated
monitoring. See Chapter 8 to understand more about continuous monitoring of automated
controls and the workflow stages involved. The following events are involved in automated
monitoring:

1. Receive the issue

2. Receive the remediation plan

Business Event Entity | Subentity | Business
Event Name

OPC RECE_ISSUE SAP_GRC SPC ISS OWNER G _IS Receive issue
(Issue Owner)

OPC_RECE_REM_PLAN 1 SAP_GRC_SPC REM OWNER G IS MO Receive
(Remediation remediation
Owner) plans

Table 4.8 Custom Agent Determination Rules for Automated Monitoring

Policy Lifecycle Management

Table 4.9 shows the agent determination rules that are to be defined for policy lifecycle
management. See Chapter 9, Section 9.1, to understand more about policy lifecycle
management and the workflow stages involved. The following events are involved in policy
lifecycle management:

1. Review policy
2. Approve policy

Business Event i- Entity |Subentity | Business

OFN_POLICY_REVIEW SAP_GRC_SPC CRS PLC REVIEW POLICY - Review
(Policy Reviewer) policy
OFN_POLICY APPROVE 1 SAP_GRC SPC CRS PLC APPR  POLICY - Approve

(Policy Approver) policy



Table 4.9 Custom Agent Determination Rules for Policy Management

Disclosure Survey

Table 4.10 shows the agent determination rules that are to be defined for the disclosure
survey. See Chapter 9, Section 9.2, to understand more about the disclosure survey and
the levels of master data entities at which the disclosure survey is triggered. The following
events are involved in the disclosure survey:

1. Perform the disclosure survey

2. Review the disclosure survey

Note

Issues reported as part of the disclosure survey and following the remediation stage
follow the ad hoc issue management workflow.

Business Event i_ Entity Subentity

OPC_PERF_DISCSVY SAP_GRC_SPC_GLOBAL ORG OWNER ORGUNIT
(Organization Owner) (Organization)

OPC_PERF_DISCSVY 1 SAP_GRC_SPC_CRS_SPR_OWNER SUBPROCESS
(Subprocess Owner)

OPC_PERF _DISCSVY 1 SAP_GRC_SPC CRS CTL OWNER CONTROL -
(Control Owner)

OPC_REVIEW DISCSVY 1 SAP_GRC_SPC_CRS_ICMAN ORGUNIT -
(Internal Control Manager) (Organization)

OPC_REVIEW DISCSVY 1 SAP_GRC_SPC_CRS_ICMAN SUBPROCESS
(Internal Control Manager)

OPC_REVIEW DISCSVY 1 SAP_GRC_SPC_CRS_ICMAN CONTROL -
(Internal Control Manager)

Table 4.10 Custom Agent Determination Rules for Disclosure Survey

Sign-Off

Table 4.11 shows the agent determination rules that are to be defined for sign-off, which is
performed at the organization level first and then finally at the corporate level. See
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Chapter 9, Section 9.3, to understand more about the sign-off functionality, its relevance,

and the levels at which the sign-off is performed.

L - N i

OPC_PERF SIGNOFF 1  SAP_GRC_SPC_GLOBAL_ORG_OWNER ORGUNIT =

(Organization Owner) (Organization)
OPC_PERF_SIGNOFF 1 SAP_GRC SPC GLOBAL_CEO CFO CORPORATE -
(CEO/CFO)

Table 4.11 Custom Agent Determination Rules for the Sign-Off Functionality

Master Data Changes

Table 4.12 shows the agent determination rules that are to be defined for triggering
approval workflow for changes in relevant master data entities or to notify the designated
user for any change made to the respective master data element. See Section 4.3.2 to
understand more about the requirement of having approval workflow for master data
changes and how to activate the approval and notification features for the same.

Business Event - Entity Subentity | Busi

OFN_MDCHG_APPR 1 SAP_GRC_RM_API ORG_OWNER CONTROL - Get

OFN_MDCHG APPR 1  SAP GRC_RM_API_ORG_OWNER SUBPROCESS - Get



Business Event - Entity Subentity

OFN_MDCHG_APPR 1 SAP_GRC_SPC_GLOBAL ORG_ADMIN ORGUNIT

OFN_MDCHG_NTFY 1 SAP_GRC RM API ORG OWNER CONTROL -
OFN_MDCHG_NTFY 1 SAP_GRC_RM API ORG_OWNER SUBPROCESS -
OFN_MDCHG_NTFY 1 SAP_GRC SPC GLOBAL ORG ADMIN ORGUNIT -

Table 4.12 Custom Agent Determination Rules for Master Data Change Approval Workflow

Upon completing the workflow for master data elements, you can see the workflow for
various business units, as highlighted in Figure 4.18.

Busi
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Figure 4.18 Screen with All the Custom Agent Determination Rules

4.2.4 Fallback Users

As explained in the previous section, workflows are triggered to users based on agent
determination rules. If the agent assignment for a specific role isn’t performed, the system
will look for a fallback receiver (referred to as a fallback user) before ending it with an error.
Fallback users can be defined at the system level. Navigate to Transaction SPRO to review
the user IDs maintained as current fallback users, to add a new fallback user, or to remove
a current fallback user by following these steps:

1. Log in to the SAP Process Control system.
2. Execute Transaction SPRO_ADMIN.

3. Click the SAP Reference IMG button.

4

. Follow menu path Governance, Risk and Compliance * General Settings
Maintain Fallback Receiver.

5. To add a new fallback user, click the New Entries button, and select the new ID in the
User field, as shown in Figure 4.19.
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Figure 4.19 Review Fallback Users Maintained for the System

Important

Note that the user assigned as a fallback ID for the system should have the required
authorizations to receive and perform the activity. It's always recommended to provide
fallback users with wider access or with access to the power user (role: SAP_GRC_FN_ALL).

Additionally, multiple user IDs can be maintained as fallback users, and the workflow will
be triggered to all those users.



4.3 Shared Master Data Settings

Shared master data settings in SAP Process Control typically
refers to the configuration and management of master data
that can be shared across multiple organizational units or
entities within an organization. Master data in SAP Process
Control includes information about controls, risks,
regulations, and other data elements that are essential for
managing internal controls and compliance.

This section details the following activities:

e Configuring a new root organization hierarchy, which is a
crucial step for establishing a new corporate structure

e Configuring workflow settings to manage master data
changes efficiently

e Enabling the essential functionality of defining a local
control directly within the system

4.3.1 Create a Root Organization Hierarchy

During the initial configuration, or when there is a need to
introduce a new entity structure, it’s essential to perform
the configuration of the root organization. This configuration
involves setting up both the corporate organization and its
immediate child organization. Follow the steps detailed
here:

1. Log in to the SAP Process Control system.
2. Execute Transaction SPRO_ADMIN.



3. Click the SAP Reference IMG button.

4. Follow menu path Governance, Risk and Compliance
« Shared Master Data Settings * Create Root
Organization Hierarchy.

5. In the Select the Organization View field, use 002 (if
the organization is using only the standard hierarchy). If
there are any custom organization views created, select
the specific view under which the root has to be created,
as shown in Figure 4.20.

6. Enter the Root Organizational Unit, which is the
name of the corporation (top most organization in the
hierarchy).

7. Enter the Child Organization Unit, which is the first
child organization under the corporation.

8. Enter Valid From, which is the date from which the
organization is valid.

9. Click Execute.

Creafe Roof Organizations
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Figure 4.20 Configuration of the Root Organization

Once the root organization is configured, the same can be
accessed from the frontend in the organizations work item.
To review the newly created organization hierarchy, follow
these steps:



Log in to the SAP GRC system.
. Execute Transaction NWBC.

Navigate to the Master Data work center.

-bpul\)!—l

. Under the Organizations work group, click the
Organizations work item.

5. Review the newly created corporation and child
organization from the hierarchy as detailed in
Figure 4.21.
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b Elichiic Power

Figure 4.21 Organization View from the Organization Work Item

Note

More child organizations can be created from SAP
Business Client. Use the other options to set up the
organization further.

4.3.2 Activate the Workflow for Master Data
Changes
To meet various compliance requirements, it’s crucial to

ensure that the organization’s master data entities
consistently align with its policies. SAP offers standard



reports such as Audit Log and Change Analysis to track any
changes made to these entities.

However, relying solely on these reports for validation is a
reactive approach. To enhance the effectiveness of master
data maintenance and have better control over changes,
enabling an approval workflow for the master data changes
is recommended. Refer to Section 4.2.3 to understand the
rules that must be defined to trigger the approval workflow
or the notification workflow for master data changes.

With respect to having control of the master data changes
made, SAP Process Control provides flexibility by enabling
approvals/notifications to the designated users, which can
be done at a specific master data entity instead of having
the same at the system level. Following are the master data
entities for which the workflow can be enabled:

e Organization

e Process

e Subprocess (central or local)
» Control (central or local)

e Account group

e Control objectives

e Risk template

» Indirect entity level controls (central or local)

There are two ways in which workflows can be enabled for
master data changes:

 Approval
Any required change to the master data has to be



requested and approved by an authorized user before the
change can be made.

e Notify
This will notify the authorized user about the change
made to the respective master data entity. No specific

approval is required to make the change if only this
configuration is enabled.

Figure 4.22 shows the various master data entities for which
approval/notify workflow can be enabled from the
Transaction SPRO configuration. Follow these steps:

1. Log in to the SAP Process Control system.
2. Execute Transaction SPRO_ADMIN.

3. Click the SAP Reference IMG button.

4

. Follow the menu path Governance, Risk and
Compliance * Shared Master Data Settings -
Activate Master Data Changes Workflow.

5. Use the Approval and Notify checkboxes to enable.
6. Click Save.

Change View "Activate Master Data Changes Workflfow": Overview
% MNewEntres [N 52 &3 5L M [ BCSet: Change Field Vahies

Actieate Master Data Changes Workflow

Entity ID Entiy Type Approval Motfy [
~AOC_GROOF Account Group L] —3
rC‘L"Eu'EﬁI".'_a 1I1:l'_'|.|"||.'l'|1nfl Ohjectve [l =
Lu:':em.-:-ll [htrel [ o
CRISE Risk Template

ECONTROL Indrect Entity-Level Contral ] |
ORGINIT Organizztion

TRECESS Process

SUBFEOCESS Subprocess |

MCOHTROL Central Contral ]

WMECGROOP Cantral Indirect Entiy-Level Contred Group O ]
HECONTEAL Cantral Indrect Entity-Lavel Control ] ]

LEROCESS Cantral Process
ASUBFROCESS Central Subprocess




Figure 4.22  Activate Master Data Changes Workflow Configuration Screen

Details about the functionality and how the approver
receives the notifications, approves the request, and so on
are detailed in Chapter 5, Section 5.6. In addition, refer to
Section 4.2.3 on master data changes to understand the
workflow configurations to be performed to trigger
notifications to the approvers whenever a change is
requested in a master data entity.

4.3.3 Maintain the Ability to Add Locally
Defined Controls

As part of master data definition, controls are defined as
part of the business process hierarchy under a subprocess
and then mapped to an organization or multiple
organizations where the control is being operated.

Chapter 5, Section 5.3.2, details more about control
localization. However, if there is a specific requirement for
an organization in the hierarchy to create a new control
under one of the local subprocesses, it can be created
directly under the organization without having been created
under the business process hierarchy. To enable users to
create localization controls, the customization option must
be activated by following these steps:

1. Log in to the SAP Process Control system.
2. Execute Transaction SPRO_ADMIN.

3. Click the SAP Reference IMG button.

4

. Follow menu path Governance, Risk and Compliance
» Shared Master Data Settings * Maintain Ability



to Add Locally Defined Controls.

5. Select the Activated checkbox for the customizing item
ADD LOCAL DEFINED _CN, as highlighted in
Figure 4.23.
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Figure 4.23 Activate the Ability to Add Locally Defined Controls



4.4 Integration Framework

Continuous monitoring of automated controls is another key
functionality in SAP Process Control. The automated
monitoring feature fetches details from the source system
where the data resides and on top of which business rules
are defined to test the effectiveness of controls. Chapter 8
details more about the continuous control monitoring.

Remote Function Call (RFC) connections must be defined to
fetch the data from the source systems. This section
outlines the detailed procedures involved in defining the
connectors and mapping them to the relevant subscenarios.
On a broader level, here are the activities:

e Create Connectors
 Maintain Connectors and Connection Types

 Maintain Connection Settings

The following subsections outline more about each of these
topics along with the configuration steps.

4.4.1 Create Connectors

To create a new connection or review the existing
connection

1. Log in to the SAP Process Control system.
2. Execute Transaction SPRO_ADMIN.



3. Click the SAP Reference IMG button, and follow menu
path Governance, Risk and Compliance - Common
Component Settings * Integration Framework -
Create Connectors. Alternatively, administrators can
use Transaction SM59.

4. The RFC Connections screen displays all the existing
RFC connections, as shown in Figure 4.24.
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Figure 4.24 RFC Connections

5. If the RFC connection is already established, select it
from the list, and click the View button to ensure it’s set
up correctly.

Alternatively, a new connection can be created by clicking
the Create button. Enter details such as RFC Destination,
Connection Type, and Description, as well as Target
Host details under the Technical Settings tab and log in
information under the Logon & Security tab (see

Figure 4.25). Click Save.
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Figure 4.25 RFC Connection Definition

Note

Click Connection Test to check if the connection is
established. Additionally, it’'s recommended to perform
the authorization test by choosing Utilities * Test
Authorization Test. Make sure both the tests are
successful before moving to the next set of configurations.

4.4.2 Maintain Connectors and Connection
Types

The next step in the configuration is to maintain connectors
and connection types. This configuration is shared between
SAP Access Control and SAP Process Control solutions. To
perform the configuration, follow these steps:

1. Log in to the SAP Process Control system.
2. Execute Transaction SPRO_ADMIN.



3. Click the SAP Reference IMG button.

4. Follow menu path Governance, Risk and Compliance
« Common Component Settings ¢ Integration
Framework * Maintain Connectors and Connection
Types.

Note

Selecting the connection types and defining the
connectors are the only steps required to enable usage
of connectors for the automated monitoring functionality
in SAP Process Control.

5. Select the Connection Type, for example, SAHANA,
SAP, and so on.

6. From the dialog structure, double-click Define
Connectors to map the connectors defined in the
previous section, as shown in Figure 4.26.
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Figure 4.26 Configuration to Define Connectors for a Connection Type

7. In the Define Connectors screen, shown in Figure 4.27,
select the RFC connector. The field mapping is as



follows:

Target Connector: RFC ID of the target system
defined in Transaction SM59 in the SAP Process
Control system.

Max No. of Background WP: Not relevant for SAP
Process Control.

Wait Time: Not relevant for SAP Process Control.

Con. Type: Indicates the type of connection as either
S4HANA or SAP (per the system).

Source Connector: Specify the name of the RFC
connection created in the target system connecting to
the SAP Process Control system. This is a reverse RFC
connection required to use the asynchronous
functionality of a business rule. To understand more
about the business rule definition, see Chapter 8,

Section 8.3.

Logical Port: Not relevant for SAP Process Control.
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Figure 4.27 Define Connectors Configuration

8. Click the Save button to save the changes.



Once the connectors and connection types are configured,
move to maintaining connection settings as outlined in the
next section.

4.4.3 Maintain Connection Settings

There are different mechanisms by which the data can be
fetched from the target system while defining a data source,
referred to as integration scenarios. Each such method is
called a subscenario in automated monitoring. To
understand more about such subscenarios, see Chapter 8,
Section 8.2.1.

It’s important to tag the RFC connection defined in
Section 4.4.]1 to each of these subscenarios using the
Transaction SPRO configuration. Follow these steps:

1. Log in to the SAP Process Control system.
2. Execute Transaction SPRO_ADMIN.

3. Click the SAP Reference IMG button.

4

. Follow menu path Governance, Risk and Compliance
« Common Component Settings * Integration
Framework * Maintain Connection Settings.

5. Select the AM Work Area in the Integration Scenario
field of the popup screen.

6. Click Execute to start mapping the RFCs to the
subscenarios, as shown in Figure 4.28.

7. The Integration Scenario screen lists the
Subscenario definition, as outlined in Figure 4.29.



8. Select the line items using the checkboxes, and double-
click the Scenario-Connector Link option from the
Dialog Structure.
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Figure 4.28 Access the Integration Scenario
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Figure 4.29 Access the Subscenario under Integration Scenario

9. Click New Entries, add the RFC connectors created in
the previous step, and click Save, as shown in
Figure 4.30.
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Figure 4.30 Assigning RFC Connections to Subscenarios

Once the mapping is performed, the connection-specific
configuration is completed. You may repeat the same steps



if additional connectors need to be added at a later stage.



4.5 Multiple Compliance Framework

Regulations play a crucial role in SAP Process Control when
it comes to defining master data or in performing any type
of assessment. This section explains the process of defining
the configurations required to be performed in the
Transaction SPRO configuration before a user can define a
regulation in the Master Data section in SAP Business
Client. See Chapter 5, Section 5.2.2, to understand more
about the process of defining regulation hierarchy. Following
are the configurations to be performed to configure
regulations:

» Define subtypes for regulation-specific attributes
» Configure compliance initiatives

e Relate regulation to plan usage

4.5.1 Define Subtypes for Regulation-Specific
Attributes

In SAP Process Control, defining subtypes for regulation-
specific attributes allows for a more tailored and precise
approach to managing compliance requirements. While
creating a new regulation, a subtype has to be assigned that
should be defined by copying from the following standard
infotypes:

e 5302: Relevance
e 5304: Control Details



e 5306: ELC Details

» 5307: Regulation Specific Flag

e 5311: Settings: Subprocess

e 5313: Settings: Organization

e 5315: Settings: Local ELC

e 5326: Test Plan

e 5337: MCF Organization Attributes
 5338: Scope

To review the existing infotypes and standard subtypes, or
to create a new subtype, follow these steps:

1. Execute Transaction SPRO_ADMIN.
2. Click the SAP Reference IMG button.

3. Follow menu path Governance, Risk and Compliance
* Process Control * Multiple-Compliance
Framework * Define Subtypes for Regulation
Specific Attributes.

SAP delivers standard subtypes 5000 and 5100, with the
required infotype mapping mentioned earlier, which are
used for the regulation configurations of Sarbanes-Oxley
(SOX) and Food & Drug Administration (FDA), respectively.
Figure 4.31 shows the various infotypes.
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Figure 4.31 Subtypes Configuration for Regulations

To create a new subtype, select the 10 infotypes listed at
the start of the section, and click Copy. In the copied
entries, enter a new subtype number for all the infotypes,
which should be in the range of 9000 to 9999, as
highlighted in Figure 4.32. The name of the regulation for
reference in subtype text can be updated per the
requirement. Click copy all to also get the dependent

entries for all the infotypes.
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Figure 4.32 Configuration of New Subtypes

Once the copy of dependent entries is performed for all the
infotypes, click Save to complete the subtype configuration.

4.5.2 Configure Compliance Initiatives

The subtypes created in the previous section can be used to
setup/configure new regulations to define the master data
and the business transactions to be enabled for each of the
regulation type. Steps to use them are detailed in this
section. To review the existing regulation configurations or
create a new one, follow these steps:

1. Execute Transaction SPRO_ADMIN.
2. Click the SAP Reference IMG button.

3. Follow menu path Governance, Risk and Compliance
* Process Control * Multiple-Compliance
Framework * Configure Compliance Initiatives. The
current regulation configurations are listed with the
subtypes, as highlighted in Figure 4.33.
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Figure 4.33 Review Current Regulation Configurations

4. To create a new regulation configuration, click New
Entries, and provide the following details, as outlined in
Figure 4.34:



 Regulation Configuration: Brief name of the
regulation.

 Regulation Configuration Description: Detailed
name of the regulation.

e STy.: Subtype number that is created in Section 4.5.1.

5. Once these details are provided, click Save to complete
the configuration.
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Figure 4.34 Setting Up New Regulation Configuration
Once the regulation configuration is saved, assign it to a
regulation type by following these steps:

1. Expand Define Regulation Type from the Dialog
Structure.

2. Select one of the regulation types, FINANCIAL or
OPERATIONAL.

3. Double-click Regulation Configuration Assignments
from the Dialog Structure, as shown in Figure 4.35.
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Figure 4.35 Access Regulation Type from the Configuration



4. The subsequent screen shows the details of the current
set of regulations assigned to the regulation type. Click
New Entries to add a new regulation type, as
highlighted in Figure 4.36.
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Figure 4.36 Option to Add New Entries to the Regulation Type

5. Select the regulation configuration from the search
option.

6. Click Save to complete the regulation assignment to the
regulation type.

Regulations drive the applicability of few key features such
as account groups, aggregation of deficiencies, corrective
action and preventive action (CAPA), and sign-off at the
organization level in SAP Process Control. Applicability of
these features are maintained at the regulation type level.
Once the regulation assignment is completed, as shown in
Figure 4.36, all the configurations that are performed for the
regulation type are extended to the new regulation
configuration.

Following are the two key configurations performed for the
regulation type:

« Master Data
The account group is a key functionality in SAP Process
Control, and the work center to maintain account groups



is enabled only if this configuration is enabled for at least
one of the regulation types and regulations, which is
explained more in detail in Chapter 5, Section 5.2.2.
Figure 4.37 shows the master data configuration for a
regulation type.
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Figure 4.37 Activation of the Account Group Work Center for a Regulation
Type

Business Transactions

Following are the three configurations that can be enabled
at a regulation level. These functionalities can be used
only if they are enabled for the regulation against which
the assessments are being performed.

o AOD: Aggregation of deficiencies is a functionality used
to provide a consolidated view to management about
the deficiencies identified in the controls in the scope of
the organization complying with a specific regulation.
Enable this checkbox to activate the Aggregation of
Deficiencies field on the General tab of the
organization. Refer to Table 5.4 in Chapter 5 to
understand more about the fields available on the
General tab.

o CAPA: The corrective action and preventive action
(CAPA) plan is an alternative and more robust
methodology of the issue remediation process. If a
CAPA is enabled for a regulation and if an issue is



identified as part of any control assessment, the issue
owner has to define the root cause for the issue,
corrective action plan, an owner to implement the
corrective action, and then a preventive action plan and
an owner to implement the preventive action. If this
checkbox is enabled, the issue owner will have an
option to assign a CAPA plan instead of assigning a
remediation plan as part of the issue remediation
process.

o SIGN-OFF: This is a process of obtaining attestation
from top management of an organization level about
the master data in scope, assessments performed,
issues reported, and the respective remediation plans
initiated to fix the issues. Enable this checkbox to
activate the Sign-Off field on the General tab of the
organization. See Chapter 9, Section 9.3, to learn more
about the sign-off functionality.

See Figure 4.38 to review the current business
transactions configuration or to maintain the same.
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Figure 4.38 Business Transactions Configuration for a Regulation Type

4.5.3 Relate Regulation to Plan Usage



The planner is a key function in SAP Process Control for
initiating various assessments at different levels such as
control, subprocess, or organization. Chapter 6 and

Chapter 9 provide more detailed understanding about the
assessments conducted through SAP Process Control. When
using the planner to trigger these assessments, the initial
step involves selecting a regulation, which acts as a filter to
display only objects mapped to that regulation for selection.

Plan usage configuration in Transaction SPRO details which
SAP Process Control plan activities require regulation
selection while using scheduling Planner. This configuration
must be performed by following these steps:

1. Navigate to Transaction SPRO_ADMIN.
2. Click the SAP Reference IMG button.

3. Follow menu path Governance, Risk and Compliance
e Common Component Settings * Planning and
Scheduling - Define Plan Usage.

4. Double-click Plan Activity for Process Control from
the Dialog Structure, which shows the plan activities
for SAP Process Control, and the Need Regu (need
regulation) column indicates whether regulation is the
required selection or not, as shown in Figure 4.39.
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Figure 4.39 Review Plan Usage Configuration

If the Need Regu field is activated for a plan activity, it
becomes mandatory to select a regulation in the planner
functionality. See Chapter 6, Section 6.2.2, to understand
the detailed steps involved in scheduling a Planner.

In the Select Regulation screen of the Planner, the only
regulations available in the dropdown are for the plan
activity for which the mapping is performed using the
Relate Regulation to Plan Usage configuration. To
access this configuration:

1. Navigate to Transaction SPRO_ADMIN.
2. Click the SAP Reference IMG button.

3. Follow menu path Governance, Risk and Compliance

* Process Control - Multiple-Compliance
Framework * Relate Regulation to Plan Usage,
which displays the current regulation to plan usage
mapping, as shown in Figure 4.40.
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Figure 4.40 Review the Current Regulation to Plan Activity Mapping



4. If a new regulation is configured and has to be mapped
to the plan activity, click New Entries, and provide the
following details:

o ActivitylD: Select the process control plan activity for
which the need requlation is enabled, as shown in
Figure 4.40.

 Regulation Configuration: This is the regulation
configuration created in Section 4.5.2.

5. Click Save to complete the assignment, as shown in
Figure 4.41.
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Figure 4.41 New Regulation Configuration Assignment to a Plan Activity

The regulation will be available for selection from the
dropdown in the Select Regulation tab while scheduling a
planner for control design assessment.



4.6 Other Configurations

This section provides an overview of other essential
configurations required before initiating SAP Process Control
activities. It outlines the following:

 How to set up master data attributes
 How to validate the completeness of case management

 How to compare data with client 000 and populate
missing values in the active client if there are gaps

4.6.1 Maintain Master Data Attribute Values

When defining master data elements in SAP Process Control,
specific attributes defining the master data entity must be
specified. Many of these fields can be prefilled with standard
values, giving users options to select from dropdowns,
perform searches, or use radio buttons during master data
definition.

To configure these prepopulated values, follow these steps:
1. Go to Transaction SPRO_ADMIN.
2. Click the SAP Reference IMG button.

3. Follow menu path Governance, Risk and Compliance
* Process Control * Edit Attribute Values.

Attributes are categorized into three sections based on the
type of user maintenance allowed:



o Attributes and Values

All the available master data elements for which attribute
values should be defined are configured in this dialog
structure.

Attributes with Dependent Attributes

Master data attributes related to or dependent on each
other are defined in this structure. For example, values of
the control subgroup are dependent on the value of the
control group selected.

Attributes with Fixed Values

These master data attributes are provided with fixed
values by SAP, and the user can’t add or remove the
values from these. The only available maintenance for the
users is to update the text per the requirements of the
organization.

Figure 4.42 details the various categories.
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Figure 4.42

Table 4.13 provides an overview of various master data
attributes that can be maintained in this configuration.

Maintenance Screen of Master Data Attributes
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Field Name

Financial
Statement
Assertions

Control
Subgroup

Indirect
Entity-Level
Control
Operational
Frequency

Industry

These are financial assertions that the
organization has to select based on the
criteria the account group has to comply
with. Chapter 5, Section 5.2.2, outlines
more about the process of maintaining
assertions in the configuration.

Further classifies the controls based on the
nature of the control. The subgroups are
decided based on the control groups.
Chapter 5, Section 5.2.3, outlines more
about maintenance of control subgroups.

Indicates the frequency at which the
indirect entity level controls should be
tested. Following are the values that are
added to this configuration by default on
activating standard BC set GRPC-ATTR-IELC-
FREQ:

e Annual
As Needed

Continual
Monthly

Quarterly

As part of defining subprocesses in the
business process hierarchy, the user has an
option to classify the subprocesses as
industry specific or not. If the option is



selected as Yes, following are the values
that are added to this configuration by

default on activating standard BC set GRPC-
ATTR-INDUSTRY:

e Aerospace and Defense
 Automotive

 Banking

« Chemicals

 Construction and Operations

« Consumer Products

 Higher Education and Research
 Engineering

 Healthcare

 High Tech

e Industrial Machinery and
Components

 Insurance
 Media

» Mill Products
 Mining

e Oil and Gas

« Pharmaceuticals

e Professional Services



Public Sector
Retail

Service Providers

Telecommunications

Transportation

o Utilities
Control Classifies a control to identify the process
Category area that the control belongs to. To

understand more about maintaining the
control category, see Table 5.2 in
Chapter 5, Section 5.2.3.

Frequency Indicates the frequency at which the
control should be tested.

Nature of Indicates the nature of the control activity.
Control

Control Indicates whether the control is defined as
Purpose a detective or preventive control in the

source system where the control is defined.

Control Indicates how the control can be classified
Significance based on the criticality.

Testing Indicates the methodology to be followed in

Technique testing a control. This option to select
appears if the control is marked as Yes for
To be tested in the General tab.



Field Name

Relevance

Qualitative
Risk Impact

Transaction
Type

Defines the nature of a control based on
the principles of the Committee of
Sponsoring Organization (COSO)
framework.

Indicates the risk level of the control.

As part of defining subprocesses in the
business process hierarchy, the user has an
option to define the type of transactions
being covered as part of the definition.
Following are the values that are added to
this configuration by default on activating
standard BC set GRPC-ATTR-TRANSTYPE:

e Estimation
e Non-Routine

e Routine



Sampling While defining the manual test plan, it's

Method important to indicate the method to be
followed by the control tester to gather the
sample data. Following are the values that
are added to this configuration by default
on activating standard BC set GRPC-ATTR-
SAMPLE _METHOD:

e Interval Sampling
 Judgmental Sampling
e Random Sampling

o Stratified Sampling

Control Groups similar controls based on the

Group activities that the control performs.
Control Group is part of Attributes with
Dependent Values, so for each control
group created, it's important to define the
control subgroups that can be selected
while defining the control.



Field Name

Control
Design
Rating

Automation

Indicates the results that can be selected
by the control owner after performing the
assessment design effectiveness. The
values in this configuration come by default
(fixed values), and new values can’t be
added or current values can’t be removed.
However, users can update the description
of the ratings. Following are delivered
values:

« Adequate
e Deficient

» Significantly Deficient

Indicates the control automation in the
source system. The values in this
configuration come by default (fixed
values); new values can’t be added nor can
current values be removed. However, users
can update the description of the control
automation. Following are the delivered
values:

e Automated
e Manual

e Semi-Automated



Test Indicates how the control can be tested.

Automation The value in this configuration comes by
default (fixed values); new values can’t be
added nor can current values be removed.
However, users can update the description
of the test automation. Following are the
delivered values:

e Automated
e Manual

e Semi-Automated

Table 4.13 Overview of Master Data Attributes

4.6.2 Check Customizing for Case
Management

Case management in SAP Process Control refers to the
systematic approach of tracking, monitoring, and managing
compliance-related issues, incidents, or tasks within an
organization. It enables users to record, investigate, and
resolve compliance cases efficiently.

As part of the SAP Process Control solution installation, the
Basis team creates a separate client that is a copy of
standard client 000. All the configurations will be carried out
in the new client only. During this client creation, it’s vital to
ensure that all values are accurately copied to the new
client. If any values are missing, the case management
system will flag them with a red icon to indicate the gaps.



To review the case configuration, follow these steps:
1. Execute Transaction SPRO_ADMIN.
2. Click the SAP Reference IMG button.

3. Follow menu path Governance, Risk and Compliance
* Process Control * Cases * Check Customizing for
Case Management, which will display the status of
each of the customization related to case management,
as highlighted in Figure 4.43.

] v| aE® 20 SR =
Check Customizing for Case Management

& fatustomiang | B

Defing Case Types

Creabe/Change Case Record Model
Creabe Attribute Profie

Creabe Function Profie

Creabe Text Prafie

Create Status Prafie

Craabe Terminalogy Profie

Defing Hurmber Range Interak for Case
Creabe Values for Attrbute 'Category’
Defing Processes

Figure 4.43 Case Customization Configuration in SAP Process Control

Any line items displayed with yellow or red must be
addressed before using any of the functionality in SAP
Process Control. To fix the missing values, a comparison
must be carried out with client 000. Detailed steps are
outlined in SAP Note 753547. Following is an overview:

1. Execute Transaction SCUO in the client where the case
comparison should be performed.

2. In the comparison screen, select SAP Reference IMG.

3. Click Create, and a popup screen appears from which
you can select either All activities for comparison or
Select activities to select specific nodes from



Transaction SPRO for comparison, as shown in
Figure 4.44.

. In the next screen, select the configuration nodes that
needs to be copied, as outlined in Figure 4.45.

. Click the checkmark button to proceed.

. Input the RFC connection ID connecting to the 000 client
of the SAP GRC system in the R/3 connection field, and
then click Full Comparison, as shown in Figure 4.46.
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Figure 4.44 Define the Comparison Method
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Figure 4.46 Execution of Comparison

7. The next screen gives the details of the comparison
result. Missing values will be displayed with a not equal
to symbol. Administrators can select these and click OK
to copy those values into the current client.

If all the values are the same as of the comparing client, it
shows no differences as the equal to symbol in green is



displayed (see Figure 4.47).
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4.7 Introduction to Work Centers
for SAP Process Control

In the previous sections of this chapter, we covered the
backend configurations within Transaction SPRO
configurations. Now, before we get into subsequent
chapters that focus on defining master data and conducting
control evaluations, it's worth seeing an overview of the
available work centers accessible to users (see Figure 4.48):

« My Home

» Master Data

 Rule Setup

» Assessments

« Access Management

 Reports and Analytics

My Masier Rule ASTETTTEnts  ALDHS Reportsand  Enfry Page dar
Hemi Cata Setup Maragemenl  Anaytics Cofporale Aisk Manages

Figure 4.48 SAP Business Client Work Centers

Each of these work centers will display various options
related to SAP Access Control, SAP Process Control, and SAP
Risk Management. Options (work items) related to SAP
Process Control for each work center are detailed in the
following sections.

4.7.1 My Home



The My Home work center is where only those objects
specific to the user are available. Following is an overview of
a few key objects from My Home, specific to SAP Process
Control:

Work Inbox

This is similar to the Outlook mailbox, where all the
actions pending for user’s response are visible. Once the
action is performed, the item disappears from the user’s
Work Inbox.

Ad Hoc Tasks - Issues

If the user identifies any issue apart from the regular
assessments, the same can be reported as an ad hoc
issue for the object. See Chapter 7 to understand more
about ad hoc issue management.

My Objects

From this section, the user can see the processes,
subprocesses, controls, indirect entity level controls,
policies, issues, and remediation plans for which the user
is assigned as an owner.

Delegation

Using the My Delegation option, users can delegate
their access to other users who can execute the tasks on
their behalf during their absence.

4.7.2 Master Data

Master data in SAP GRC solutions is shared across SAP
Access Control, SAP Process Control, and SAP Risk
Management. To understand more about master data



management, see Chapter 5. Following is the overview of a
few key master data entities specific to SAP Process Control:

 Organizations
The hierarchy representing the organization’s reporting or
compliance structure is defined in this section. The
process of creating an organization hierarchy is explained
in detail in Chapter 5, Section 5.3.

 Regulations
All the regulations with which the organization is
complying are defined in this hierarchy. The process of
creating a regulation hierarchy is explained in detail in
Chapter 5, Section 5.2.

e Policies
SAP Process Control also supports managing the entire
lifecycle of the policy, starting from definition, review,
approval, and distribution of the policy with the
employees of the organization. The process of defining
policy is explained in detail in Chapter 9, Section 9.1.

» Control Objectives
This is a statement identified at the subprocess level
indicating what the control should achieve. Creating
process control objectives is explained in detail in
Chapter 5, Section 5.2.2.

 Business Processes
This hierarchy represents the processes the organization
Is executing, Subprocesses are the logical subdivisions of
the process and the controls that are in place to mitigate
the risks identified in the process. See Chapter 5,
Section 5.2, to understand more about the creation of a
business process hierarchy.




* Indirect Entity Level Controls
Indirect entity level controls are SCUD identified at an
organization level. See Chapter 5, Section 5.5, to
understand more about the process of defining indirect
entity level controls.

« Accounts
Account groups that are part of the organization’s trial
balance, including the assertions it’'s complying with, are
defined in this configuration. See Chapter 5, Section 5.2.2,
to understand more about the creation of accounts.

« Reports
There are multiple reports that SAP Process Control
delivers along with the standard solution. Following are a
few key master data reports that are available for access:

o Risk and Control Matrix
This report provides the overview of mapping between
master data objects organization, control, and risks that
the control is mitigating.

o Organization and Process Structure
This is a report of localized controls that provides
details of the organization and subprocess controls
mapped to the organization.

o Audit Log
This change log report gives the detailed view of the
changes made to the central or local master data.

4.7.3 Rule Setup



The Rule Setup work center is the section where the
automated rules are defined and scheduled for monitoring.
To understand more about continuous monitoring of
automated controls, see Chapter 8. Following is an overview
of a few key work links in the Rule Setup work center
specific to SAP Process Control:

« Data Sources
This is the definition of method in which data is fetched
from the target system, tables, and fields that store the
data required for analysis. Chapter 8, Section 8.2,
provides more details about the process of creating data
sources.

 Business Rules
This is the definition of logic to monitor the operating
effectiveness of the controls. This is created on top of the
data source, where we define the filter fields, deficiency
fields, and criteria to monitor the control. Chapter 8,
Section 8.3, provides more details about the process of
creating business rules.

 Business Rule Parameters
The filter criteria defined while defining the business rule
are specific to that particular business rule, which is
common for all the organizations to which the control is
mapped. If there is a requirement to have different filter
criteria for each organization, the same can be configured
using business rule parameters.

 Business Rule Assignment
To monitor the operating effectiveness of the automated
control, it's important to run the business rule. To meet



this requirement, the business rule is assigned to the
control, and then the control is scheduled for assessment.

« Automated Monitoring
Depending on the criticality of the control, the same is
scheduled for monitoring using the automated monitoring
functionality of SAP Process Control.

e Job Monitor
This is a report providing the details of jobs scheduled
using automated monitoring, its result, and the detailed
deficiency view.

« Reports
Following are the two key reports to provide an overview
of the automated monitoring results:

o Monitoring Issue Status
This report provides visibility into the status of
effectiveness testing by regulation, by organization, by
process, and by control. This report is used to
determine the controls that failed and current status of
reported deficiencies.

o Monitoring Remediation Status
This report provides visibility into the status of issue
remediation by regulation, by organization, by process,
and by control. This report is used to determine the
current status of various initiated remediation plans.

4.7.4 Assessments

This work center is used to define the question and survey
library for the purpose of performing control design



assessment, control self-assessment, policy management,
and sign-off. In addition, define manual test plans to test the
operating effectiveness of manual controls and planner
functionality to schedule assessments. Following is an
overview of a few key work links in Assessments, specific
to SAP Process Control:

 Question Library
In this section the questions along with the type of
answers that should be part of various assessment
surveys are defined. See Chapter 6, Section 6.2.1 to
understand more about the process of defining question
library.

» Survey Library
In this section the surveys are created which is a grouping
of list of questions that should be responded to by the
assessor. See Chapter 6, Section 6.2.1 to understand
more about the process of defining of survey library.

e Manual Test Plans
List of steps and tests that the control tester should
execute to evaluate the operating effectiveness of the
manual control. See Chapter 6, Section 6.5.1, to
understand more about the process of defining manual
test plans.

 Planner
Using this functionality in SAP Process Control, the GRC
administrator schedules controls for various types of
assessments to evaluate their effectiveness. See
Chapter 6, Section 6.2.2, to understand the process of
scheduling a planner.




» Control Ratings Report
A summary report which provides a detailed report of
various assessments that the control underwent, including
the final result of assessment.

4.7.5 Access Management

This work center is predominantly used for SAP Access
Control. However, the GRC Role Assignments section is
used in SAP Process Control to manage user assignments.
Following is the overview of a few key work links in SAP
Access Management under GRC Role Assignments that
are specific to SAP Process Control:

 Organizations
Assign users to the roles maintained at the organization
level. This configuration helps in mass maintenance of
user assignments to multiple organizations.

 Business Processes
Assign users to the roles maintained at the subprocess
and control levels. This configuration helps in mass
maintenance of user assignments to multiple
subprocesses/controls. See Chapter 5, Section 5.4, to
understand more about the process of assigning users to
the roles.

 Replacement
Using this option, the existing owners of the master data
entities, issues, and remediation plans can be replaced
with a new user. In addition, the current user assignments
can also be removed using this functionality.



» Central Delegation
This is a feature used by the GRC administrator to extend
the access rights from one user who is unavailable to take
action on the pending task to another user who is eligible
to execute the tasks in the delegator’s absence. See
Chapter 5, Section 5.4.5, to understand more.

4.7.6 Reports and Analytics

This work center provides access to standard reports and
dashboards that SAP delivers in the standard solution.
Following are a few key dashboards and reports specific to
SAP Process Control:

e Evaluation Status Dashboard
This dashboard provides a graphical representation of
survey assessments results such as the outcome of
control design assessment, control self-assessment,
indirect entity level controls assessment, and results of
the test of manual control effectiveness. It also provides
the overview of the Issue and Remediation Plan
summary for all the survey-based assessments. This
dashboard also provides a status of the Sign-Off
functionality. All of these results can be executed based
on a specific time frame and can be filtered for regulation-
specific results.

e Overall Compliance Status Dashboard
This dashboard provides a bar chart representation of
metrics such as control coverage for the risks defined,
overview of percentage of controls not evaluated, and—if
they are evaluated—the detailed split between controls



that are marked as effective and ineffective as part of the
control assessments. It also gives a percentage
representation of open issues and remediation plans. All
of these results can be executed based on a specific time
frame and can be filtered to get regulation-, organization-,
or country-specific results.

Datasheet

This report provides a single point of view for all the
information related to subprocesses or controls, including
the attributes, relation with other master data entities,
and assessments and test results (e.qg., the details of
issue and remediation plans generated for such
assessments). All of these results can be executed based
on a specific time frame and can be filtered based on
regulation, organization, process, or subprocess.



4.8 Summary

This chapter has laid the foundation for using SAP Process
Control by covering essential configurations. It included
enabling the application in the client, and configuring
Transaction SICF services, BC sets, and workflow settings.
Additionally, it explained how to define connectors and
connector groups for fetching data to support automated
controls and how to set up the compliance framework for
regulation configuration. The chapter also offered
information about the various work centers accessible
through SAP Business Client, highlighting key work items to
make you comfortable with each of the options. In the next
chapter, we’ll explore the core master data entities in SAP
Process Control and the steps involved in configuring each
of them.



5 Master Data Management

In the previous chapter, we discussed the fundamental
Transaction SPRO configurations needed to access the
various functions in SAP Process Control. Now, we’ll
focus on the different elements of master data and
explore their importance and configuration steps.

Master data is a key element in SAP Process Control, and
this chapter provides an overview of the key master data
elements such as business process hierarchy and
organization hierarchy. In addition to these, it also provides
a brief discussion of how regulations, control objectives,
account groups, and risks can be configured and their
interrelationships. In addition, the chapter details the
importance of managing the users and roles at various
master data entity levels, which plays a crucial role in the
assessment workflows.

Note

Before we begin with this chapter, it's important to note
that all master data element definition screens include an
Attachments and Links tab. This tab allows you to add
any relevant documentation or links directly to these
references for future reference. To keep our explanations



concise, we won't be discussing this tab in detail for each
master data definition.

5.1 Introduction to Master Data

Efficiently handling master data in SAP Process Control is
critical for enabling precise risk evaluation, overseeing
compliance, and, ultimately, driving success of the
effectiveness of governance, risk, and compliance (GRC)
endeavors in an organization. This ensures that all relevant
information is properly documented and is readily available
for continuous monitoring, reporting, and well-informed
decision-making procedures. The following sections provide
an overview of the key master data elements that are
required to be configured in SAP Process Control and details
how each master data element is related to the others.

5.1.1 Overview of Key Master Data Elements

As mentioned, setting up the master data serves as a
fundamental step in building the foundation for SAP Process
Control. This encompasses various master data
components, as outlined in Table 5.1.

Master Purpose
Data

Element




Master
Data
Element

Organization
hierarchy

Purpose

This is a hierarchical representation of an
entity’s structure based on the reporting
requirements. This hierarchy can be a
representation of the geographical spread of
the organization (e.qg., Asia Pacific,
Americas, Africa, etc.), or it can also be
created as a hierarchy that represents the
major activities that the organization is
delivering (e.q., in case of a power industry,
Consumer Products, Healthcare, Logistics,
etc.).

SAP Process Control provides flexibility to
define the organization hierarchy to the
most granular level possible. See

Section 5.3 to understand the process of

creating the root organization and the child
organizations.



Master
Data
Element

Business
process
hierarchy

Regulation
hierarchy

Purpose

SAP Process Control mainly focuses on
providing a platform to support evaluation
of controls in various aspects based on the
regulatory and compliance requirements
that the organization has to comply with. To
use the functionalities to test the controls,
it’s important to document all the internal
controls of the organization as part of the
master data.

A business process hierarchy in SAP Process
Control comprises the process, subprocess,
and control. See Section 5.2 to understand
the process of creating a business process
hierarchy and the relationship between each
of these items.

As part of this hierarchy, the organization
documents the regulatory and compliance
requirements to which it must adhere. SAP
Process Control includes configurations for
Sarbanes-Oxley Act (SOX) and Food & Drug
Administration (FDA) regulations within its
Business Configuration (BC) sets. To know
how to create a new regulation
configuration and understand the hierarchy,
see Section 5.2.



Master
Data
Element

Account
groups

Control
objectives

Purpose

This section of master data is used to
maintain the accounts that are part of the
trial balance of the organization and the
respective financial assertions
(completeness, existence, or occurrence;
presentation and disclosure, rights and
obligations, valuation or allocation) that
each account is complying with.

Section 5.2.2 details the process of creating
account groups with the discussion of the
Account Groups tab.

This is a statement representing the
objectives that the subprocess should
achieve in managing the risks that the
process is prone to. We define controls in
the organization to meet the control
objectives and ensure that risks are under
the appetite of the organization. To
understand more about control objectives,
see Section 5.2.2 on the Control
Objectives tab



Master Purpose

Data
Element

Risk catalog This is shared master data between SAP
Process Control and SAP Risk Management.
However, as part of SAP Process Control, we
use only the risk templates to define the
overall risk and control matrix (RCM) of the
organization. Section 5.2.2 on the Risks tab
details the purpose and process of definition
of a risk category and risk template.

Table 5.1 Overview of Master Data Elements in SAP Process Control

5.1.2 Relationship between Master Data
Attributes

The master data elements listed in Table 5.1 are
interconnected. For each subprocess defined, organizations
should identify the objectives, that is, outcomes, that are
represented by the control objectives. Additionally, it’s
essential to highlight any risks associated with the
subprocess that could impact achieving those objectives.
Subsequently, controls are established to not only meet the
subprocess objectives but also to mitigate the identified
risks, ensuring they doesn’t materialize.
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Figure 5.1 Relationships between Master Data Elements in SAP Process
Control

Account groups are used as one of the main factors to
identify whether the significance of the subprocesses is key
or not. Once the subprocesses and controls are defined as
detailed previously, the same are assigned to the respective
organizations in the hierarchy where they are being
operated. Figure 5.1 illustrates the relationships between
the master data elements.

The next sections detail the process of configuring these
master data elements and the process of mapping each
other.



5.2 Business Process Hierarchies

In SAP Process Control, business process hierarchies refer to
a structured representation of an organization’s business
processes as detailed in Figure 5.2. These hierarchies help in
organizing and managing various business processes within
the system for the purpose of risk assessment, compliance
monitoring, and GRC initiatives.

Business
Subproces Control
> Process >> P s >> >

Figure 5.2 Business Process Hierarchy Flow

Within SAP Process Control’s business process hierarchy
master data, various business processes that organizations
deal with, such as procure to pay and order to cash, are
defined. These business processes are then subdivided into
logical subprocesses, where specific details such as relevant
risks, control objectives, and account groups, as well as the
regulations that these processes must comply with, are
defined. To address the identified risks at the subprocess
level and to achieve the defined objectives, controls are
outlined within each subprocess.

To review the existing process hierarchy or to create a new
one, log in to the SAP Process Control system, execute
Transaction NWBC, and navigate to the Master Data work
center. Under the Activities and Processes work group,
execute the Business Processes work item. In the



following sections, we’ll walk through the business process,
subprocesses, and controls.

5.2.1 Business Process

Business processes are the activities that the organization
carries out to run the business. To create a new process in
the hierarchy, select the Process Structure, and choose
Create * Process from the dropdown, as highlighted in
Figure 5.3.

Process Structure
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Figure 5.3 Creating a New Process in the Process Hierarchy

The new process screen has two tabs: General and
Attachments and Links. The General tab serves as the
platform for defining the process, where you can update the
Name, Description, Valid From, and Valid To fields,
similar to other master data definitions.

In the new process screen, enter the Name, a valid
Description, and Valid From and Valid To dates; select
the process from the Business Process dropdown menu;
and click Save (see Figure 5.4).
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Figure 5.4 Process Configuration

Note

That business process acts as the crucial link between SAP
Access Control and SAP Process Control. Any mitigation
control created in SAP Access Control under the selected
business process will be automatically generated as a
local control. This mitigation control, extended from SAP
Access Control, can be assessed for its effectiveness using
the testing features available in SAP Process Control.

The dropdown values in the business process can be
maintained in the Transaction SPRO configuration. Log in
to the SAP Process Control system, execute Transaction
SPRO_ADMIN, click the SAP Reference IMG button, and
expand Governance, Risk and Compliance * Access
Control * Maintain Business Processes and
Subprocesses to review the existing business processes
and subprocesses or to create new ones.

5.2.2 Subprocess



Subprocesses are the logical subdivision of activities within
the process defined in the previous step. For example, the
Procure to Pay process can have Purchase Requisition,
Purchase Order, and Goods Receipt as subprocesses
under it. To view, maintain, or create a new subprocess in
the hierarchy, expand the existing processes in the
structure, and click Open.

To create a new subprocess, select the root business
process, and choose Create * Subprocess, as shown in
Figure 5.5. The subprocess created under the business
process hierarchy configuration is referred to as a central
subprocess, and once it’s assigned to any organization, it’s
referred as a local subprocess.
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Figure 5.5 Option to Create a New Subprocess in the Hierarchy

The new subprocess screen has General, Controls,
Regulations, Control Objectives, Account Groups,
Risks, and Attachments and Links tabs, which we’ll
discuss in the following sections.

General Tab

The General tab (see Figure 5.6) can be used to define
subprocess basic information such as Name, Description,



Valid From, and Valid To, similar to other master data
definitions.
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Figure 5.6 Subprocess Definition Screen

Additionally, the following fields must be defined:

e Industry-specific
Select Yes if the subprocess is applicable only to the
industry in which the organization is operating. This is
purely used from the documentation and reporting
standpoint, which helps filter out all those subprocesses
and controls that are crucial and applicable only to the
specific industry. If the option is selected as Yes, a new
field appears on the screen with a list of dropdown values
indicating various possible industries.
To maintain/create the dropdown values for this field,
execute Governance, Risk and Compliance * Process
Control * Edit Attribute Values. From the Dialog
Structure section, click Attributes. Select INDUSTRY,
and click Values to view the current values. The following
values are added by default by activating BC set GRPC-
ATTR-INDUSTRY:

o Aerospace and Defense

o Automotive



Banking

Chemicals

Construction and Operations
Consumer Products

Higher Education and Research
Engineering

Healthcare

High Tech

Industrial Machinery and Components
Insurance

Media

Mill Products

Mining

Oil and Gas

Pharmaceuticals
Professional Services

Public Sector

Retail

Service Providers
Telecommunications
Transportation

Utilities



 Transaction type
This field helps in classifying the subprocess as Routine
or Non-routine, which indicates the frequency of the
activities that are carried out as part of the subprocess.
This field also helps in strategizing the periodicity at
which the controls under this subprocess should be
evaluated.

 Business Subprocess

This is an integration point between SAP Access Control
and SAP Process Control. Any mitigation control created in
SAP Access Control under the business process selected in
the dropdown in the previous step and business
subprocess selected in this step, including the
organization, will be created as a local control in SAP
Process Control automatically. The values in the Business
Subprocess dropdown are based on the business process
selected in the previous step.

Note

The dropdown values in Business Subprocess can be
maintained in the Transaction SPRO configuration. To
review this configuration, log in to the SAP Process Control
system, execute Transaction SPRO_ADMIN, click the SAP
Reference IMG button, and expand Governance, Risk
and Compliance * Access Control * Maintain
Business Processes and Subprocesses. Select the
business process, and then click on Business
Subprocess from the Dialog Structure to view/maintain
the Business Subprocess dropdown values.



Controls Tab

This tab shows the list of controls created under this
subprocess. See Section 5.2.3 to understand the process of
configuring a control in business process hierarchy and the
importance of various attributes while defining a control.

Regulations Tab

Organizations in the process of operating the business have
to comply with multiple regulatory requirements. Depending
on the subprocess being defined, the applicable regulation
should be mapped against which the processes are tested
for effectiveness. For example, if the process is financial
reporting, the applicable regulation could be the Sarbanes-
Oxley Act (SOX), whereas if the process is manufacturing
medicines, the applicable regulation could be the Food &
Drug Administration (FDA).

Once the compliance requirements are documented in the
master data, they are mapped to the subprocesses based
on the applicability. Regulations mapped to the subprocess
will only be available for assignment to the control. In
addition, note that only those regulations assigned to the
central subprocess can be managed at the local subprocess
level under the organization. To assign a regulation to the
subprocess, navigate to the Regulations tab, and click the
Add button. In the Add dialog window, select the relevant
regulation from the list to assign it to the subprocess, and
click OK to complete the assignment, as highlighted in
Figure 5.7.
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Figure 5.7 Assignment of Regulation to the Subprocess

After making the necessary assignments, click the Save
button to complete the assignment. Repeat this process for
all other regulation assignments as required for the
subprocess.

Note

The regulations in the popup shown in Figure 5.7 are
created in the Master Data work center, which we’ll
discuss next.

SAP Process Control supports defining the multiregulatory
compliance framework. There are three levels within the
regulation hierarchy:

1. Regulation Group
When the organization is complying with various
regulations, it's important to group relevant
organizations under one group for the ease of
maintenance and reporting. The regulation group
organizes regulations within relevant categories and
helps in grouping similar regulations and regulatory
requirements. For example, if the organization is
complying with SOX and the Indian Companies Act, a



regulations group can be created called Financial
Reporting.

The regulation group isn’t directly linked to any other
master data element. To review the existing regulation
groups in the hierarchy or to create a new one, log in to
the SAP Process Control system, execute Transaction
NWBC, and execute the Regulations work item under
the Master Data work center, which is part of the
Regulations and Policies work group.

To create a new regulation group, click on Regulation
Hierarchy, and choose Create * Regulation Group,
as highlighted in Figure 5.8.
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Figure 5.8 Option to Create a New Regulation Group in the Hierarchy

On the Regulation Group screen, enter a brief name of
the regulation group in the Name field, a detailed
explanation to specify the regulations to be grouped
under this regulation group in the Description field, the
date from which the regulation group is valid in the
Valid From field, and the date till which the regulation
group is valid in the Valid To field, as outlined in

Figure 5.9. Click Save. After creating the regulation
group, the subsequent step involves creating a
regulation.
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Figure 5.9 Configuration of the Regulation Group

. Regulation
Under the regulation group created in the previous step,
the applicable regulations the organization has to
comply with are configured, for example, Sarbanes
Oxley Act, 2002. Note that regulations are directly linked
to the subprocess and relevant underlying controls.
To create a new regulation, click on the Regulation
Group, and choose Create « Regulation from the
dropdown.
Enter a brief name of the regulation in the Name field, a
detailed explanation to specify compliance needs of the
organization in the Description field, the date from
which the regulation is valid from in the Valid From
field, and the date till which the regulation is valid in the
Valid To field; select the regulation configuration from
the Assign Regulation Configuration dropdown, as
outlined in Figure 5.10; and then click the Save button.

Note



The Assign Regulation Configuration options are
based on the configuration carried out in Transaction
SPRO settings. Refer to Chapter 4, Section 4.5.2, to
understand how to define the regulation configuration.
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Figure 5.10 Setting Up Regulation

Important

Additionally, the Issues tab is used to report any ad hoc
issues that are identified in complying with the
regulation or to show any previously reported ad hoc
issue against this regulation. Chapter 7 details the
process of creating an ad hoc issue for the Regulation
object type.

3. Regulation Requirement
After successfully creating the regulation, the next step
involves setting up the Regulation Requirement
option. It’'s required to specify the particular clauses or
sections that the organization is adhering to. These
regulation requirements are directly connected to
subprocesses and the corresponding underlying
controls.



To create a new regulation requirement, select the
Regulation from the hierarchy (Sarbanes Oxley in our
example), and click Create « Regulation
Requirement.

Enter the brief name of the section or clause with which
the organization is complying in the Name field, a
detailed explanation of the requirements that the
section or clause defines in the Description field, the
date from which the regulation requirement is valid in
the Valid From field, and the date till which the
regulation requirement is valid in the Valid To field, as
highlighted in Figure 5.11. Click the Save button.
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Figure 5.11 Configuration of the Regulation Requirement

Control Objectives Tab

The subsequent configuration step of the subprocess is
mapping the corresponding control objective. When the
control objective is assigned to the subprocess, any risks
identified at the control objective level are automatically
linked to the subprocess and are labeled with the source as
Inherent to Control Objective.



To assign the control objective, access the Control
Objective tab, and click on the Add option. From the list of
control objectives originating from the master data, choose
the ones that you intend to assign to the subprocess.
Confirm the assignment by clicking OK, as highlighted in
Figure 5.12.

Note

The control objectives in the popup shown in Figure 5.12
are created in the Master Data work center, which we’ll
discuss next.
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Figure 5.12 Assignment of Control Objective to the Subprocess

Organizations face various inherent risks when managing
their business processes. To address and minimize these
risks, organizations establish internal controls throughout
their processes. Within the realm of SAP Process Control
master data, it's essential to define control objectives.
These control objectives serve as statements outlining the
desired outcomes of the controls, aiming to mitigate the
associated risks.

To review the existing control objectives or to create a new
one, log in to the SAP Process Control system, execute



Transaction NWBC, navigate to the Master Data work
center, and click on the Control Objectives work item
under the Objectives work group.

To create a new control objective, click on the Create
button in the Control Objective Catalog window, as
shown in Figure 5.13.
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Figure 5.13 Create Option in the Control Objective Catalog Screen

The new Control Objective screen contains the General,
Subprocesses, Risks, and Attachments and Links tabs.
The General tab options can be used to define the control
objective. Enter a brief name of the control objective in the
Control Objective field, a category to group the similar
control objectives under in the Objective Category field, a
detailed explanation of what the control should achieve in
the Description field, the date from which the control
objective is valid in the Valid From field, and the date till
which the control objective is valid in the Valid To field, as
shown in Figure 5.14.
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Figure 5.14 Configuration of the Control Objective

Map the applicable subprocesses and risks to this control
objective in the Subprocesses and Risks tabs, and click
Save to complete the configuration process.

The control Objective Category selection will show the
default objective categories. These are added automatically
by activating BC set GRPC-ATTR-CTRL 0BJ CATEGORY using
Transaction SCPR20. The default categories are listed here:

« Compliance and Regulations
 Financial Reporting and Disclosure

e Operations

Additional (custom) categories can be added using
Transaction SPRO_ADMIN: click the SAP Reference IMG
button, and expand Governance, Risk and Compliance -
Process Control * Edit Attribute Values. From the
Dialog Structure section, expand Attributes with
Dependent Values. Select Control Objective Category,
and click Values to view the current values, as shown in
Figure 5.15.
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Figure 5.15 Configuration to Review the Objective Categories

To define a new category, click the New Entries button,
and enter a unique ID for the control objective category in
the Value field and a brief name of the control objective
category in the Text field. Click Save to save the new
category.

Account Groups Tab

The subsequent step in the subprocess configuration is
mapping the corresponding account groups. Once the
account group is assigned to the subprocess, any risks that
are identified at the account level are auto-assigned to the
subprocess and are indicated with the source as Inherent
to Account Group.

Navigate to the Account Group tab, and click on the Add
button. Select the relevant account from the list displayed,
and click OK to perform the assignment (see Figure 5.16).
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Figure 5.16 Assignment of Account Group to the Subprocess
Note

The account groups in the popup shown in Figure 5.16 are
created in the Master Data work center, which we’ll
discuss in this section.

Organizations in the process of defining the business
process hierarchy can identify the significant subprocesses
based on the general ledger accounts that the subprocess
impacts.

The process of establishing account groups within SAP
Process Control’s master data entails creating accounts that
align with the organization’s trial balance and the financial
statements reflected by these accounts. Once the account
groups have been established, you can also associate the
corresponding general ledger accounts with them. This
stage allows you to link any risks that may affect these
account groups.

To begin the process, activate the Accounts work center.
Note that the Account Groups work center is an integral
component of the multicompliance framework master data.
Without completing the following steps for at least one of



the regulation types, the Accounts work center will remain
hidden from the view. Follow these steps:

1. To enable the Accounts work center, log in to the SAP
Process Control system, execute Transaction
SPRO_ADMIN, click the SAP Reference IMG button,
and expand Governance, Risk and Compliance -
Process Control * Multiple-Compliance Framework
 Configure Compliance Initiatives.

2. Double-click the Define Regulation Type option in the
Dialog Structure, and enable a Regulation Type for
which the account group master data is to be enabled
by checking the respective checkbox, as shown in
Figure 5.17.
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Figure 5.17 Selection of Regulation Type for Enabling Account Groups
Master Data

3. In the next step, select the Regulation Type line item,
and double-click on the Master Data option from the
Dialog Structure to navigate to the available options

4. Activate the Entity ID ACC _GROUP by selecting its
checkbox, as outlined in Figure 5.18.
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5. Once the option is enabled, the Accounts work center is
visible in the Master Data section in Transaction NWBC,
as shown in Figure 5.19.
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Figure 5.19 Accounts Work Center in SAP Process Control Master Data

Once the Accounts work center is activated, the next step
is definition of account groups and mapping of financial
assertions, as follows:

1. To review the existing account groups or to create new
groups, log in to the SAP Process Control system,
execute Transaction NWBC, navigate to the Master
Data work center, and click the Accounts work item
under the Accounts work group. To create a new
account group, select the Account Group Hierarchy,
and click the Create button, as shown in Figure 5.20.
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. On the General tab, define the basic information about

the account group along with the

other settings. Similar

to the other configuration requirements, you must
update the Name, Description, Valid From, and Valid

To fields, as shown in Figure 5.21.
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Figure 5.21 General Tab in Configuration

of Account Groups

In addition, maintain the following supplementary fields:

» Significant (Yes/No)
Used to determine whether the
considered significant or not. A

account group is
n account group can be

marked as significant either based on the value of the

account group if it’s a material

amount or based on its



criticality, which is determined by management.
Justification for choosing this option can be manually
entered in the Reasoning field.

Only significant account groups are eligible to be
assigned to a subprocess by default. Later in this
section, we’ll discuss the process of defining the
significant account groups and then the assignment
process of account groups to subprocess and controls.

» Reasoning
Justification supporting the reason to mark the
account group as significant. This is a free-text field.

» Assertions
These are financial assertions that the organization
has to select based on the criteria the account group
has to comply with. The default financial assertions
listed here are added automatically by activating the
BC set GRPC-ATTR-ASSERTION during the initial
configuration:

o Completeness

o Existence Or Occurrence

o Presentation and Disclosure
o Rights and Obligations

o Valuation or Allocation

3. If additional financial assertions are needed, they can be
created via Governance, Risk and Compliance °
Process Control * Edit Attribute Values. From the
Dialog Structure section, double-click Attributes.
Select AC-ASS: Financial Statement Assertion, and



click Values to view the current values. as shown in
Figure 5.22.

Change View "Values": Overview

¥ MHewEntries [[Y B2 53 [F. [ [ BC Set: Change Field Valies

Dialsg Structure Attrbute hC-RES
= [ Attrbutes Text |Financal Statemant Aszartian
* B Walues
= [ attrbutes with Depend:
= 0 values Vakies
+ [ Vakues Permithed Vale Text i
~ [0 Attrbutes with Fieed Va | [0CoMPLETE  Completenass =
+ 3 Hames

OEXISTENCE Existence Or Decumence -
GERESENTAT Presentation and Dsdosure

ORIGHTIS  Rights and Oblgations

OVALORTION Valuation or ABdcation

Figure 5.22 Configuration to Review the Financial Assertions

. To define a new financial assertion, click New Entries in
the top menu, and enter the Value (a unique ID for the
financial assertion), and Text (a brief name for the
financial assertion), as highlighted in Figure 5.23.
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Figure 5.23 New Financial Assertion Value

. Click Save to save the newly added value. Once saved,
the new assertion is visible for maintenance while
creating an account group, as highlighted in Figure 5.24.
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Figure 5.24 New Financial Assertion Value in the Assertion List

6. The next step in the account group maintenance is to
map the general ledger accounts. Click the GL
Accounts tab to map the general ledger accounts that
are part of the account group under maintenance. This
is @ manual input and used to document the general
ledger accounts, as shown in Figure 5.25.
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Figure 5.25 Mapping General Ledger Accounts to the Account Group

7. Once the general ledger accounts are mapped, navigate
to the Risks tab to map any risks identified at the
account group level, and then go to the Attachments



and Links tab to add any relevant attachments/links
(optional). Click Save to complete the account group
creation process.

In the configuration of the General tab, the account groups
are determined to be significant or not, and the following
describes how the account groups undergo such

classification. Account groups have an influential factor in
determining whether a subprocess and the relevant controls
have to be considered as key and in scope of the control
testing strategy. Following are the two methods in which an
account group will be determined as significant or not:

 Based on the account group balance

Management of the organization can consider a value
threshold to determine any account group’s significance,
and any account group having a value in trial balance
beyond this value is automatically considered significant.
For example, all the account groups with value beyond 5
millon USD should be treated as significant.

To maintain the account group balances and significant
threshold value, log in to the SAP Process Control system,
execute Transaction NWBC, navigate to the Master Data
work center, and click the Consolidated Balances work
item under the Accounts work group.

In the Consolidated Account Balances screen, you
may notice the list of account groups that are defined in
the previous step. Maintain the balance of these account
groups per the latest trial balance of the organization in
the Consolidated Balance column. Select the Year and
Currency in which the account balances should be
maintained, as shown in Figure 5.26.
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Figure 5.26 Determination of Significant Accounts

Once the account balances are maintained, update the
significance threshold value by clicking the Apply
Significance Threshold button to determine the
significant account groups. Any account group with a
balance beyond this threshold will be marked as
significant. Click Save to complete the account balance
maintenance process.

Manual definition as significant

In the previous method, account groups are categorized
as significant and nonsignificant based on the account
balances. There could be situations where the account
balance may not cross the threshold but considering the
criticality of the account group or its impact on the
organization’s business processes, it's required to mark
the account group as significant. For example, even if the
Accounts Payable account group doesn’t cross the
threshold, it's considered critical as it has an impact on
the organization’s financials if it’'s not monitored as a key
process.

In such scenarios, the account group can be marked as
significant by clicking on the Significant checkbox shown
in Figure 5.26. However, justification should be provided



in the Reason column backing up the decision to mark
the account as significant even if it doesn’t breach the
threshold.

Click Save to save the changes in the current version. If
there is a requirement to keep the old values unimpacted
and keep the new values appearing in the system, use the
Save as New Version option, which creates a dropdown
in the Version field with which the values in both the
versions will be made available for the GRC
administrators.

Per the standard configuration of SAP Process Control, only
account groups determined as significant are eligible to be
assigned to subprocesses. If the organization has a
requirement to map nonsignificant account groups to the
subprocesses, the same can be activated via Governance,
Risk and Compliance * Shared Master Settings -
Maintain the Ability to Add Non-Significant Account
Group to Subprocess.

Ensure that the Activated checkbox for the Allow non-
significant accounts to be added to a subprocess
customizing item is checked, as shown in Figure 5.27.
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Figure 5.27 Configuration to Activate Assignment of Nonsignificant Accounts
to a Subprocess

Click Save to capture the changes in a transport request.
Now even the nonsignificant accounts can be assigned to



subprocesses.

Risks Tab

After completing the account group assignment to the
subprocess, proceed to the Risks tab to add relevant risks
that the subprocess is prone to experience. The Source
column indicates how the risk is linked to the subprocess,
showing the source of assignment. To include additional
risks, click the Add button, select the risk to be mapped to
the subprocess from the popup, and click OK to perform the
assignment, as shown in Figure 5.28.
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Figure 5.28 Selection of Risk to Assign to the Subprocess

Once the risk assignment is done, the Source column
shows how the risk is assigned to the subprocess. In this
case, it's manually assigned to the subprocess, and the
Source shows Inherent to Subprocess. Click Save to
complete the assignment, as shown in Figure 5.29.
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Figure 5.29 Assignment of Risk to the Subprocess

Risks can be assigned to subprocesses through three
different sources, and the identification of how the risk is
assigned to the subprocess is shown in the Source column,
as follows:

e Inherent to Subprocess
Risk templates are mapped to the subprocess directly.

 Inherent to Control Objective
Risk templates are mapped to control objectives first, and
then subprocess/controls inherit the risks based on the
assignment of control objectives.

e Inherent to Account Group
Risk templates are mapped to account groups first, and
then subprocess/controls inherit the risks based on the
assignment of account groups.

Note

The risks in the popup shown earlier in Figure 5.28 are
created in the Master Data work center, which we’ll
discuss next.



Risk plays a pivotal role in SAP Risk Management, where it
undergoes a comprehensive definition, responsibility
definition, and analysis through the risk assessment
functionality. It's important to note that risk definitions are
classified as a common master data element between SAP
Process Control and SAP Risk Management.

SAP Process Control uses the risk master data to define the
risk and control matrix (RCM). RCM is a robust solution that
helps organizations identify, prioritize, and establish a
control testing strategy. This synergy between SAP Process
Control and SAP Risk Management streamlines the process
of managing and mitigating risks, ensuring a more effective
and integrated approach to GRC initiatives.

There are two levels within the risk catalog: risk category
and risk template. Risk category organizes risk with
relatable characteristics and helps in grouping similar risks
under one group. For example, financial risks, operational
risks, and so on. To review the existing risk categories in the
hierarchy or to create a new one, follow these steps:

1. Log in to the SAP Process Control system, execute
Transaction NWBC, and navigate to the Master Data
work center. Choose the Risk Catalog work item under
the Risks and Responses work group.

2. Select the proper head under the hierarchy, and click
Create * Risk category, as highlighted in Figure 5.30.

3. Enter a brief name of the risk category in the Name
field, a detailed explanation to specify the risks to be
grouped under this risk category in the Description
field, the date from which the risk category is valid in



the Valid From field, and the date until which the risk
category is valid in the Valid To field.
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Figure 5.30 Option to Create a New Risk Category in the Hierarchy

The Allow Assignment radio group, Analysis Profile
fields, and KRI template tab are relevant only for SAP Risk
Management. A risk can be created under this risk category
only when this field is marked as Yes, and the analysis
profile specifies the method in which the probability and
impact of the risk are defined to arrive at the inherent and
residual risk levels. Clicking the Analysis Profile Detail
link shows the details of the configurations on how inherent
risk and residual risk calculations can be calculated while
performing risk assessment in SAP Risk Management. Once
the details are provided, click the Save button to create the
risk category detailed in Figure 5.31. This action will create
the risk category within the chosen risk classification.
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Figure 5.31 Configuration of the Risk Category

Moving on to the risk template, under the risk category, the
specific risks identified by the organization are configured as
risk templates, such as breach of international trading laws
or risk from litigation/administration.

To review the existing risk templates under the risk category
or to create a new one, execute Transaction NWBC in the
SAP Process Control system, navigate to the Master Data
work center, and click the Risk Catalog work item under
the Risks and Responses work group.

To create a new risk template, follow these steps:

1. Select the Risk Category from the list, and click
Create * Risk template (refer to Figure 5.30).

2. Enter a brief name of the risk template in the Name
field, a detailed explanation to specify the risks to be
grouped under this risk category in the Description
field, the date from which the risk template is valid in
the Valid From field, and the date until which the risk
template is valid in the Valid To field.



3. Once the details are provided as shown in Figure 5.32,
the next step is to map the Risk Drivers and Impacts
(discussed in more detail later).

4. Upon selecting the relevant drivers and impacts, click
Save to save the risk template.
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Figure 5.32 Risk Template Configuration Screen

Let’s look deeper into the significance of drivers and
impacts and how they play a crucial role in defining risk
templates, as follows:

e Drivers
Drivers are the driving factors or variables that contribute
to the assessment and evaluation of risks associated with
a particular process or aspect of an organization’s
operations. These drivers are instrumental in identifying
the source from which the risk could potentially emerge.
For example, people and processes are a few examples of
risk drivers. To add a driver, click the Add button, and
select the applicable driver from the categories available
in the dropdown, as shown in Figure 5.33. Click Save to



save the risk template. Additional drivers or impacts can
be added per the business requirement.
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Figure 5.33 Driver Categories under the Add Driver Option

Driver categories in the dropdown can be maintained
using the Transaction SPRO configuration. To perform this
configuration, follow menu path Governance, Risk and
Compliance * Shared Master Settings * Risk and
Opportunity Attributes * Maintain Driver
Categories. Activating BC set GRPC-RISK-DRIVER-CATEGORY
from Transaction SCPR20 will add the following default
categories, as shown in Figure 5.34:

o Market Conditions
o Commodity Prices
o Loss of Personnel
o Lack of skilled Workforce

If any of these standard values aren’t in scope of the
organization, the same can be deactivated by checking
the Deactivate checkbox. Deactivated driver categories
aren’t available for selection for a risk template. New



driver categories can be defined by clicking the New
Entries button. Add the DrvCat ID (a unique driver ID),
Driver Category, and Driver Category Description.
Click Save to save the new driver category and the newly
created driver categories will be available for selection in
the risk templates.
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Figure 5.34 Configuration to Review the Driver Categories

Impacts

Impacts indicate the consequences that the organization
should face if the risk materializes. Risk assessment in
SAP Risk Management is done against the specific
impacts that are mapped to the risks. Impacts can be
added to the risk templates the same way as drivers.
Click Add, and select the applicable impact from the
categories available in the dropdown shown in

Figure 5.35.



Figure 5.35 Option to Add Impact Categories while Defining the Risk
Template

Similar to drivers, impact categories in the dropdown can
be maintained via menu path Governance, Risk and
Compliance * Shared Master Settings * Risk and
Opportunity Attributes * Maintain Impact
Categories. Activating BC set GRPC-RISK-IMPACT-CATEGORY
using Transaction SCPR20 will activate the following
impacts:

o Financial (Revenue)

o Financial (Earnings)

o Reputation

o Legal / Regulatory

o Customer Satisfaction
o Financial (Direct Costs)

o Financial (Capital Expenditure)

The default/standard values that aren’t in scope of the
organization can be deactivated by selecting the
Deactivate checkbox, as shown in Figure 5.36. Once the



impact category is deactivated, it won’t be available for
selection for a risk template.
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Figure 5.36 Deactivating Impact Category Screen

Additionally, new impact categories can be defined using
the New Entries button. Click the button, enter the
Impact Category and Impact Category Definition,
and click the Save button. Once the categories are
added, you may notice them in the Risk Template
selection.

Once all the details of the subprocess are defined in the
General, Regulation, Control Objectives, Account
Group, and Risks tabs as applicable, click Save to
complete the definition of the central subprocess in the
business process hierarchy.

5.2.3 Control

Once the subprocess and relevant attributes, such as
regulations, control objectives, accounts, and risks, are
defined, the next step is definition of controls. To mitigate
the risks identified in the subprocess and also to meet the
objectives, organizations must define controls. To create a
new control in the hierarchy, click on the subprocess



created in the previous step, and click Create « Control
from the dropdown, as shown in Figure 5.37. The control
created in this configuration step is referred to as the
central control.
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Figure 5.37 Option to Create a New Control in the Hierarchy

The new control definition screen consists of several tabs,
including General, Performance Plan, Regulations,
Requirement, Risks, Account Groups, and Attachments
and Links. It's essential to configure each of these tabs
with the relevant settings to ensure the control’s
effectiveness. All of these tabs, along with the field
elements, are detailed in the following sections.

General Tab

The General tab data definition is particularly crucial, and
it's advisable to set up all the fields carefully. For a
comprehensive understanding of each field, see Figure 5.38.
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Figure 5.38 New Control Definition Screen

Note that the control attributes described in Table 5.2 can
be configured within the Transaction SPRO settings. The
specific Transaction SPRO node and detailed steps for
configuring each field are provided for your reference.

Name This is a brief name of the control.

Description This is a detailed explanation of the steps
that the control is performing to meet the
objective.



Control This classifies a control to identify the

Category process area that the control belongs to.
To create new fields, execute SAP
Reference IMG configuration,
Governance, Risk and Compliance °
Process Control * Edit Attribute
Values. From the Dialog Structure
section, double-click Attributes. Select
PR-Category Control Category, and
click Values to view the current values.
Following are the control categories that
are added to this configuration by default
on activating the BC set GRPC-ATTR-CATEGORY:

e Direct ELC
e IT General Control

e Transactional-Level Control

Click the Create New button to create new
categories.



Significance This classifies the control based on the
criticality.
To maintain/create the dropdown values for
this field, execute Governance, Risk and
Compliance * Process Control * Edit
Attribute Values. From the Dialog
Structure section, click Attributes. Select
PR-SIG Control Significance, and click
Values to view the current values.
The following values are added by default
by activating BC set GRPC-ATTR-SIGNIFICANCE:

 Key Control
e Standard Control

Click the Create New button to create new
significance value options.



Level of
Evidence

This defines the level of testing that the
control should undergo.

To maintain the dropdown values in the
Level of Evidence field, expand
Governance, Risk and Compliance °
Process Control - Scoping * Set Level
of Evidence Value.

The following values are added by default

on activating standard BC set GRPC-SCOPING-
LOE:

e Tier 1: No Testing
» Tier 2: Self-Assessment

e Tier 3: Control Design Assessment +
Control Effectiveness

* N/A: N/A

You can create new line items by using the
Create New button.



Control
Risk

This specifies the extent of risk impact on
the organization in the event of control
failure. To maintain additional values in the
dropdown for this field, execute
Governance, Risk and Compliance °
Process Control * Edit Attribute
Values. From the Dialog Structure
section, click Attributes. Select Risk-IMP
Qualitative Risk Impact, and click
Values to view the current values.
Following are the default values that are
added on activating of BC set GRPC-ATTR-
RISK IMPACT:

 High
e Medium

e Low



Control
Automation

This specifies the automation type that
describes how the control is configured
within the source system. To maintain the
dropdown values for this field, execute
Governance, Risk and Compliance °
Process Control * Edit Attribute
Values. From the Dialog Structure
section, click Attributes with Fixed
Values. Select PR-AUTOM Automation,
and click Names to view the current
values. Following are the standard values
available in this configuration:

e Automated
e Manual

e Semi-Automated



Purpose This indicates how the control is defined in
the source system, and whether to prevent
the error/fraud from occurring or identify
the issue as part of review. To maintain the
dropdown values for this field, execute
Governance, Risk and Compliance -
Process Control * Edit Attribute
Values. From the Dialog Structure
section, click Attributes. Select PR-PURP
Purpose, and click Values to view the
current values. The following values are
added to this configuration by default on
activating BC set GRPC-ATTR-PURPOSE:

e Detective

e Preventive



Nature

Nature
(Cont.)

This indicates the nature of the control
activity. To maintain the values for this
field, execute Governance, Risk and
Compliance * Process Control * Edit
Attribute Values. From the Dialog
Structure section, click Attributes. Select
PR-Nature Nature of Control, and click
Values to view the current values. The
following values are added to this
configuration by default on activating BC
set GRPC-ATTR-NATURE:

 Adjustment

e Authorization
 Initiation
 Match
 Processing

e Reconciliation

 Recording
 Restricted Access
 Review

» Safeguarding of Assets

 Segregation of Duties



Allow Select the checkbox if this control should
Referencing be available for mitigating risks that are
part of another subprocess.

Control The sources for the options available in

Relevance  control relevance are based on the
principals of the Committee of Sponsoring
Organization (COSO) regulatory framework.
To maintain the values available for this
field, execute Governance, Risk and
Compliance * Process Control * Edit
Attribute Values. From the Dialog
Structure section, click Attributes. Select
Relevance, and click Values to view the
current values. The following values are
added to this configuration by default on
activating BC set GRPC-ATTR-RELEVANCE:

o Control Activities

 Control Environment

e Information and Communication
 Monitoring

 Fraud Prevention and Detection

e Risk Assessment



Control This is used to group similar controls based

Group on the activities that the control performs.
To maintain the values available for this
field, execute Governance, Risk and
Compliance * Process Control * Edit
Attribute Values. From the Dialog
Structure section, click Attributes with
dependent values. Select CN_GROUP
Control Group, and click Values to view
the current values. The following values are
added to this configuration by default on
activating BC set GRPC-ATTR-CTRL_GROUP:

« Compliance and Regulations
 Financial Reporting and Disclosure

e Operations



Control
Subgroup

This is used to further classify the controls
based on the group selected in the
previous step. To maintain the values
available for this field, execute
Governance, Risk and Compliance °
Process Control * Edit Attribute
Values. From the Dialog Structure
section, click Attributes. Select
CN_SUBGROUP Control Group, and click
Values to view the current values. The
following values are added to this
configuration by default on activating BC
set GRPC-ATTR-CTRL GROUP:

« Accuracy
e Completeness

o Effectiveness



Control

« Efficiency
Subgroup
(Cont.) e Environment
» Health

 Restricted Access
o Safety

o Tax

e Validity

Once the subgroups are defined, the same
will be tagged to the groups as applicable
under Attributes with dependent
values. Select CN_GROUP Control
Group, choose Value, and click Values
Permitted Dependent Attribute to view
the control group and subgroup mapping.

Valid From This is the date from which the control is
valid.

Valid To This is the date till which the control is
valid.



Trigger This is used to classify if the control is to be
tested on an event-based or date-based
trigger:

e Event: Notifies the owner responsible to
fix the issues on a real-time basis as and
when the event occurs that is defined in
the business rule.

o Date: This is schedule-based monitoring,
where the business rule runs per the
frequency defined in the automated
monitoring rules.

For more in-depth information regarding
the scheduling process, see Chapter 8,
Section 8.5.



Operational
Frequency

To Be
Tested

This indicates the frequency at which the
control should be tested. To maintain the
values available for this field, execute
Governance, Risk and Compliance -
Process Control * Edit Attribute
Values. From the Dialog Structure
section, click Attributes. Select PR-FREQ
Frequency, and click Values to view the
current values. Following are the values
that are added to this configuration by
default on activating standard BC set GRPC-
ATTR-CTRL_FREQUENCY:

 Annual
 Bi-Weekly

o Continual

e Daily

e Monthly

e Quarterly

e Semi-Monthly
» Weekly

Select Yes if the control is in the scope of
testing for the period. If it’s not in scope,
select No.



Test
Automation

This indicates the automation type and how
the control should be tested for operating
effectiveness. To maintain the dropdown
values for this field, execute Governance,
Risk and Compliance * Process Control
* Edit Attribute Values. From the Dialog
Structure section, click Attributes with
Fixed Values. Select PR-Test AUTOM
Test Automation, and click Names to
view the current values. The following
standard values are available in this
configuration:

e Automated
e Manual

e Semi-Automated



Testing This defines the type of testing that will be

Technique performed to evaluate the control.
To maintain the values available for this
field, execute Governance, Risk and
Compliance * Process Control * Edit
Attribute Values. From the Dialog
Structure section, click Attributes. Select
PR-TTECHNQ Testing Technique, and
click Values to view the current values.
The following values are added to this
configuration by default on activating
standard BC set GRPC-ATTR-TEST TECH:

o Attribute sampling

» Inspection of documentation
corroborated by inquiry

e Observation of control corroborated
by inquiry

« Reperformance of control
corroborated by inquiry

Manual Test Test plans are series of steps that the

Plan control tester should execute to test the
operating effectiveness of the control. To
understand more about manual test plans,
see Chapter 6, Section 6.5.1.

Table 5.2 List of Control Attributes



Performance Plans Tab

Performance plans contain a sequence of activities that the
performers should complete to check the efficiency of the
control activities. These plans are used as part of the
manual control performance functionality of SAP Process
Control. To understand more about performance plans and
assignment of the same to control, see Chapter 6,

Section 6.4.1.

Regulations Tab

Once the performance plans are maintained, navigate to the
Regulations tab to map the relevant regulations against
which the control should be evaluated. To map a new
regulation, click on the Add button that will list the available
regulations that are previously assigned to the parent
subprocess. Choose the regulation that you want to assign
to the control. After selecting the regulation, click OK to
complete the assignment, as shown in Figure 5.39.
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Figure 5.39 Assignment of Regulation to the Control

Requirement Tab

As a next step, navigate to the Requirement tab to assign
the requirements of the regulation to the control. Click the



Add button to view the list of requirements that were
created for the regulation assigned in the previous step in
the master data. Select the regulation requirements to be
assigned to the control, and click OK to perform the
assignment, as shown in Figure 5.40.
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Figure 5.40 Assignment of Regulation Requirements to the Control

Risks Tab

The risks assigned to the subprocess indicate all the risks
that it's prone to. To mitigate these risks, one or multiple
controls can be created under the subprocess. This section
details how the controls are mapped to the risks they’'re
mitigating.

To map the risks, navigate to the Risks tab of the control,
click Add, and a popup screen shows the list of risks that
are mapped at the parent subprocess level. Select the
specific risk that should be mapped to the control, and click
OK, as shown in Figure 5.41.
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Figure 5.41 Assignment of Risks to the Control

Account Groups Tab

As a next step, navigate to the Account Groups tab where
the financial assertions that the control has to comply with
are maintained. This tab lists all the account groups that are
mapped to the parent subprocess, and the only activity that
can be performed is to enable the checkboxes for various
financial assertions that are applicable, as shown in

.
Figure 5.42.
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Figure 5.42 Maintenance of Financial Assertions Applicable for the Control

Once all the details of the control are defined in the
General, Performance Plans, Regulation,
Requirement, Risks, and Account Group tabs, click Save
to complete the definition of the central control in the
business process hierarchy.



5.3 Organization Hierarchies

Organization hierarchies in SAP Process Control serve as a
hierarchical representation of an entity’s structure, primarily
based on reporting requirements. This master data element
is of utmost importance, as it plays a key role in determining
responsibility and accountability for managing the
effectiveness of subprocesses and controls once they are
assigned to a specific organization.

In addition, note that the organization is shared master data
across SAP Access Control, SAP Process Control, and SAP
Risk Management solutions, and there are multiple tabs that
need to be maintained when defining an organization.

Table 5.3 shows the significance of each of these tabs along
with the solution they pertain to.

SAP Process SAP Risk SAP Access
Control Management Control



SAP Process SAP Risk SAP Access
Control Management Control

e General e General » Users
e Subprocess e Objectives e Owners
e Indirect Entity- » Key Risk « AC Roles
Level Controls Indicators . Assignments
 Regulations e Units of A N T
» Policies Measure and Links
« Roles * Risk _
Appetite
» Issues (Ad-hoc) ]
e Risk
o Attachments and Thresholds
Links
 Roles

e Attachments
and Links

Table 5.3 SAP GRC Solutions: Classification of Tabs in Organization
Maintenance

There is no default organization, and you must create the
root organization and child organization as a part of the
initial configuration. Refer to Chapter 4, Section 4.3.1, to
understand the process of creating the root organization
hierarchy. The topmost entity in the hierarchy is referred to
as “Corporate,” and the rest of the entities are called
“Organizations.” It’'s essential to create the root organization
and child organizations as a part of the initial configuration
because there is no default organization available. The




following sections detail the steps to set up new
organizations and also the steps to be followed to map the
control to the organization.

5.3.1 Creation of an Organization

Once the root organization is created, further child
organizations can be created from Transaction NWBC. To
review the existing organization hierarchy or to create a
new one, log in to the SAP Process Control system, execute
Transaction NWBC, navigate to the Master Data work
center, and click the Organizations work item under the
Organizations work group.

To create a new organization within the hierarchy, choose
the existing organization under which the new one should
be created, and then click the Add button, as highlighted in
Figure 5.43.
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Figure 5.43 Option to Create a New Organization in the Hierarchy

The new Organization definition screen has several tabs,
including General, Subprocess, Indirect Entity-Level
Controls, Regulations, Policies, Roles, Issues, and
Attachments and Links, as shown in Figure 5.44.
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Figure 5.44 General Tab of the Organization

For a comprehensive understanding of each of these tabs,
see Table 5.4.

General The General tab can be used to define the
organization, and it allows you to configure
fields such as Name, Description, Valid
From, and Valid To, which are consistent
with other master data definitions.
Furthermore, the following fields must also
be set up:

» Subject to Sign-Off
Mark it as Yes if the organization is to be
considered for the sign-off process. See
Chapter 9, Section 9.3, to understand
more about the sign-off process.

 Shared Services Provider
If the organization is a shared service
center that manages the controls of
various other organizations, the controls



can be localized in the shared service
provider and tested. These controls can
be localized in the other organizations
with reference to the shared service
provider where the control results, which
were tested in the shared service
provider, will be extended to the
receiving organization.

Deficiency Analysis Flag

If the organization is to be considered for
the functionality of aggregating
deficiencies, mark this field as Yes.

In Scope

Mark it as Yes, if the organization is
critical and should be considered in
planning any type of control evaluations.
This eases the task of GRC administrator
while scheduling the Planner, and all the
organizations in scope can be selected in
a single click.

Currency

This field is relevant for SAP Risk
Management, where risk thresholds
should be maintained in a currency in
which the organization is operating.



Tab

Subprocess

Indirect
Entity-
Level
Controls

Regulations

Policies

Map all those subprocess and controls that
are being managed by this organization
and for which it’'s responsible to ensure
they are being operated effectively.

For a more comprehensive understanding
of how subprocesses and controls are
assigned to the organization, see

Section 5.3.2.

Indirect entity-level controls are defined
based on the COSO regulation framework
at an organization level, which is across all
the business processes.

See Section 5.5 to understand more about
indirect entity-level controls.

All the regulations that the organization is
required to comply with are automatically
inherited in this tab when you perform the
assignment of subprocesses, indirect
entity-level controls, or policies to the
organization.

This section displays all the policies that
have been created with the organization
identified as the responsible entity.

See Chapter 9, Section 9.1.1, to see how
responsible organizations are assigned
while creating a policy.



Roles This tab displays all the roles that are
available for user assignment and have
been configured in entity role assignment
for the corporation or organization. These
role-user assignments serve as the
foundation for any workflow defined per
custom agent determination.

For detailed information on how roles are
mapped to a corporation or organization,
refer to Chapter 4, Section 4.2.2.

Issues Displays any ad hoc issue that is reported
with this organization as object. Chapter 7
details more about ad hoc issue
management.

Table 5.4 Overview of Tabs while Configuring Organizations

5.3.2 Control Localization

In the previous sections of this chapter, we've explored
creating individual business process hierarchies; the
relationship with regulations, control objectives, account
groups, and risks; and creating organizations within master
data. In this section, we’ll delve into the process of mapping
each of the controls that are being used within an
organization by exploring the various options available
during the assignment process.
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Figure 5.45 Selection of the Subprocess to Assign It to the Organization

Select the organization from the hierarchy, and navigate to
the Subprocess tab where the assignment can be
performed. Click Add Subprocess, and select from the list
of subprocesses created in the business process hierarchy of
the master data. Select the subprocess and controls to be
assigned to the organization, and click Next (see

Figure 5.45).

The next tab provides two options while localizing the
subprocess and control to an organization in the Allow
Local Changes dropdown, as shown in Figure 5.46:

 Yes
In this case, a copy of the subprocess and control is
created, and any changes required to be made to the
subprocess or control can be made directly at the local
level in the organization. This option is used if there are
multiple zones in the organization hierarchy, and each
entity is managing their zonal specific control description
and attributes.



* No
In this case, a reference of the subprocess and control is
created, and any changes required to be made to the
subprocess or control should be made in the central
business process hierarchy and the same will be reflected
in the local subprocess and control. This option is used if
there are multiple zones in the organization hierarchy and
the control data is managed centrally, that way a single
change made in the central process hierarchy is extended
to all the local copies, thereby eliminating huge manual
efforts.
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Figure 5.46 Selection of Local Changes Method while Localizing the
Controls

Review the subprocess, controls, and risks that will be
mapped to the organization. Click Submit after confirming
the details, and then save to complete the subprocess and
control assignment to the organization, as shown in

Figure 5.47.
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Figure 5.47 Saving the Subprocess and Controls Assigned to the
Organization

Once the localization of a subprocess and control is
completed, all the relevant attributes of control are
copied/referenced to the organization. The subsequent step
is to identify the owners responsible for the control, which is
explained in detail in Section 5.4.

5.3.3 Add a Control Directly under the Local
Subprocess

In the previous section, you’ve seen how to map a control to
an organization using the localizing concept of assignment
using a subprocess. If there is a requirement to define a
control specific to only one organization and the same need
not be part of the central process hierarchy, SAP Process
Control provides a feature to define a control directly under
the local subprocess, which saves the manual efforts of



defining the control as part of the business process
hierarchy and then mapping it to the organization.

This isn’'t a default feature in SAP Process Control, but the
same can be enabled from the Transaction SPRO
configuration. Refer to Chapter 4, Section 4.3.3, to
understand the process of enabling the ability to add locally
defined controls. Once the configuration is activated, follow
the steps given here to create a new control under the local
subprocess.

Select the organization from the hierarchy in the Master
Data work center under which the local control has to be
defined, navigate to the Subprocess tab, select the
subprocess, click Open, and navigate to the Controls tab,
as shown in Figure 5.48.
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Figure 5.48 Access the Controls Tab from the Local Subprocess

This tab shows the details of current controls. Click Add,
and a popup screen appears in which you can select the
Create a new control option to define a new local control,
as shown in Figure 5.49.
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Figure 5.49 Option to Create a Local Control from Subprocess under an
Organization

On clicking the Create a new control option, you have to
follow the standard process of creating a control. To learn
more about defining a control, refer to Section 5.2.3. If the
configuration defined in Chapter 4, Section 4.3.3, isn’t
activated, this option is grayed out and isn’t available for
you to define a local control directly from an organization.




5.4 Users and Roles

SAP Process Control is a platform to manage the compliance
needs of the organization, it's important to identify the
users responsible to ensure the processes are operated
effectively. Different types of evaluations that the
processes/controls undergo in SAP Process Control are
workflow driven, so it’s key to map the roles and the users
responsible to act on different stages of these assessments.
This section provides a detailed understanding of how the
user assignments and the further maintenance of
replacement or removal can be performed at a control level.

5.4.1 User Assignment

To perform user assignment, navigate to the Roles tab of
the control assigned to the organization in the previous
section, as shown in Figure 5.50.
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Figure 5.50 Navigation Option to Roles Tab of a Local Control



Note

Roles in this tab appear based on the Transaction SPRO
configuration of Entity Role Assignment. Refer to
Chapter 4, Section 4.2.2, to understand the process of
mapping roles to entities in SAP Process Control.

Select the role to which the user has to be assigned, and
click Assign. A new popup screen opens with the list of
users having the selected role assigned to their user ID, in
this case, the control owner role. Select the user to be
assigned to the role, and click OK, as shown in Figure 5.51.
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Figure 5.51 Assignment of a User to the Control Owner Role

Note

This control to have only those users available for
selection can be managed using the Second-Level
Authorizations configuration in Transaction SPRO. Refer
to Chapter 4, Section 4.1.4, to understand more about
second-level authorizations maintenance and relevance. If
the Second-Level Authorization configuration is
deactivated, the popup screen shows the list of all the




GRC users who have access to role
SAP_GRC_FN BUSINESS USER.

5.4.2 Replacing Users

The previous section explained how a new user can be
assigned to the role available in the Roles tab of a local
control. This section details how to replace the current user
with a new one. This option is used if the controller is either
moving from a role with a different responsibility or the
owner is leaving the organization, where a new owner has to
be mapped to the subprocess/control. From the Roles tab of
the local control, select the user that is assigned to the
designated role, and click Replace. From the popup, select
the new user who will be the new control owner, and select
the Effective Future Date from which the responsibility
will be transferred, as shown in Figure 5.52.
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Figure 5.52 Replacement of Current Owner from the Roles Tab

Note

The replacement will be effective on the mentioned date,
only on successful completion of background job
GRFN REPLACEMENT MASS ACTIVATE where all the current Work



Inbox items of the old owner also get transferred to the
new owner.

5.4.3 Removing Users

The current owner can be removed from ownership rights.
This option is used if the current user is no longer the owner
of the control or if more than one user is assigned to the
role and one of the owners is either moving to a new role
with a different responsibility or the owner is leaving the
organization. From the Roles tab of the local control, select
the user that should be removed from the designated role,
and click Remove to delink the responsibility. From the
popup, select the Effective Date from which the
responsibility should be removed from the user, as shown in
Figure 5.53.
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Figure 5.53 Removal of Current Owner from the Roles Tab

5.4.4 Maintaining User Assignments from the
Access Management Work Center

SAP Process Control provides a feature in which owners for
multiple controls can be maintained simultaneously from a
single screen using the GRC Role Assignments option
under the Access Management tab in Transaction NWBC.
To maintain the control owners for multiple controls, execute



Transaction NWBC, navigate to the Access Management
work center, and execute the Business Processes work
item under the GRC Role Assignments work group.

In the selection screen, Select Role and Filter, select the
Role Level as Control, and use the filters Organization,
Process, and Subprocess to get only those lists of controls
under which they are created or assigned, as shown in
Figure 5.54.
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Figure 5.54 Filter Options Available in the Select Role and Filters Tab

After adding the required filters, click Next to navigate to
the Assign Roles tab where we can see the list of controls
for which the control owners should be assigned based on
the filters selected in the previous step. To assign the owner
to a control, select a control, and search in the Control
Owner column, which lists the users with rights to be
assigned as a control owner. Select the user, and click OK,
as shown in Figure 5.55.
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Figure 5.55 Selection of User for Assignment to the Subprocess Owner Role

Note

Using the Copy to Empty and Copy to All options, the
user assigned as owner for one control can be replicated
as owner for the rest of the controls for which owners
aren’t mapped yet, as shown in Figure 5.56.
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Figure 5.56 Mass Maintenance of User Assignments to Roles

Click Next to navigate to the Review tab. Review the
assignments made and the Effective Date, and then click



Confirm to complete the user assignments to the selected
objects and roles.

5.4.5 Central Delegation

Central delegation is a feature used by the SAP Process
Control administrators to extend the roles, rights, and
responsibilities of one user (referred to as delegator) to
another user (referred to as delegate). This is done for a
specific period of time if the user responsible for performing
certain tasks is unavailable to complete those on time, and
the responsibilities can be executed by a designated user.

To perform the delegation, execute Transaction NWBC,
navigate to the Access Management work center, and
click the Central Delegation work item under GRC Role
Assignments.

Click Create for a new delegation, and in the popup screen,
provide the ID of the user whose rights are being assigned
in the Delegator section and the ID of the user who is
receiving the access rights in the Delegate section in their
respective User fields. In addition, provide the delegation
Start Date and End Date only between which the
delegated user can execute the rights. Click Save to
complete the delegation, as shown in Figure 5.57.
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Figure 5.57 Creation of Central Delegation

On creating central delegation, the delegated user can
access the system with the delegator rights by using the
Change Delegation option, as shown in Figure 5.58.

Once the user assignments are completed for various roles
applicable to SAP Process Control, the detailed view of the
master entity role-to-user mapping can be reviewed from
the Object Authorization Analysis report from the
Reports and Analytics work center in Transaction NWBC.
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5.5 Working with Indirect Entity-
Level Controls

While Section 5.2 provided an overview of the business
process hierarchy that dealt with how business processes,
subprocesses, and controls are established, this section
furnishes an overview of indirect entity-level controls. It
provides more information on what indirect entity-level
controls are, how they are configured and aligned with
organizations, and the various types of assessments that
will be performed.

Indirect entity-level controls are defined in master data
through two distinct levels, and the following steps outline
the process for creating both indirect entity-level control
groups and individual indirect entity-level controls within the
hierarchy.

5.5.1 Indirect Entity-Level Control Group

Indirect entity-level control groups organize indirect entity-
level controls with relatable characteristics and helps in
grouping similar controls under one group, for example,
control activities, control environment, and so on. To review
the existing indirect entity-level control groups in the
hierarchy or to create a new one, log in to the SAP Process
Control system, execute Transaction NWBC, navigate to the
Master Data work center, and click the Indirect Entity-
Level Controls work item under the Activities and
Processes work group.



To create a new indirect entity-level control group, click on
the Indirect Entity Level Control Hierarchy, and click
Create ° Indirect Entity-Level Control Group from the
list, as shown in Figure 5.59.
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Figure 5.59 Option to Create a New Indirect Entity-Level Control Group in the
Hierarchy

The new Indirect Entity-Level Control Group definition
screen has the Name, Description, Valid From, and Valid
To fields that can be defined similar to the other master
data items, as shown in Figure 5.60.
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Figure 5.60 Configuration of the Indirect Entity-Level Control Group

Once the details are updated, as shown in Figure 5.60, click
Save to create the indirect entity-level control group. Once
the group is created, the next step is to create and

configure controls under this group, which is detailed in the
next section.



5.5.2 Indirect Entity-Level Control

Indirect entity-level controls relate to the governance
process in the organization, activities pertaining to internal
communications, and employee behavior that has an impact
on the overall environment in the organization. A couple of
examples of indirect entity-level controls are code of
conduct and code of ethics. To create a new indirect entity-
level control in the hierarchy, click on the group created in
the previous step, and then choose Create ¢ Indirect
Entity-Level Control.

The new Indirect Entity-Level Control definition screen
includes standard fields such as Name, Description, Valid
From, and Valid To, similar to other master data
definitions, as shown in Figure 5.61.
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Figure 5.61 Configuration of an Indirect Entity-Level Control

Additionally, it has the following fields:

» Operational Frequency
This indicates the frequency at which the control should
be tested.



 To Be Tested
Select Yes if the control is to be tested for operating
effectiveness, and then assign a manual test plan that is
created in the Assessments work center. See Chapter 6,
Section 6.5.1, to understand the process of defining a
manual test plan.

 Test Plan
The process of evaluating operating effectiveness of
indirect entity-level controls is similar to the manual
control test of effectiveness. Select the test plan that
contains the series of steps that the indirect entity-level
control tester should follow to arrive at the operating
effectiveness rating.

Once the details are provided, navigate to the Regulations
tab, map the regulation with which the indirect entity-level
control is complying, and click Save to complete the
indirect entity-level control creation process.

5.5.3 Localization of Indirect Entity-Level
Controls

Indirect entity-level controls created in the previous section
act as a central master data repository. If there are multiple
geographical zones that are part the organization hierarchy,
the process of handling the indirect entity-level controls may
vary in each such entity. To assign the responsibility of
maintenance of indirect entity-level controls and also get a
clear picture of how effectively the indirect entity-level
controls are being operated at each organization level, it's
essential to map them to the respective organizations where



they’'re being managed. This process of assigning an
indirect entity-level control to the organization is referred as
localization.

Select the organization from the hierarchy, and navigate to
the Indirect Entity-Level Control tab where the
assignment can be performed. Click Add, and select the
Indirect ELC from the list of indirect entity-level controls
created in the master data. Click OK and Save to complete
the assignment, as highlighted in Figure 5.62.
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Figure 5.62 Assignment of Indirect Entity-Level Control to the Organization

Once the indirect entity-level controls are defined and
mapped to an organization, the same should undergo
evaluations such as design and operating effectiveness
tests that are done on a periodic basis.

To test the design effectiveness of the indirect entity-level
control, define a survey with a list of questions that should
be responded to by the indirect entity-level control tester.
Additionally, for a deeper understanding of the process, see
Chapter 6, Section 6.2.1, to learn about defining a survey
and scheduling a planner activity, as well as Chapter 6,
Section 6.2.2, which explains the process of scheduling a
Planner control.




To evaluate the operational effectiveness of the indirect
entity-level control, it's advisable to establish a manual test
plan containing a series of steps that the tester should
execute. For a detailed process on how to define a manual
test plan, see Chapter 6, Section 6.5.1. Subsequently,
schedule a planner activity for the Test of Indirect Entity-
Level Control Effectiveness. You can find the process for
scheduling a planner in Chapter 6, Section 6.2.2.




5.6 Approval Workflow for Master
Data Changes

The previous sections of this chapter detailed the process to
define various master data elements. Any GRC
administrator with access to maintain master data can
make changes to these elements, and the elements can be
reviewed using the standard audit log reports. However, this
will act as a detective control to review whether all the
changes made are in line with the expectations. To make the
master data maintenance more efficient, SAP Process
Control provides an approval workflow feature where any
changes required in master data have to be approved by an
administrator. This approval workflow can be enabled from
the Transaction SPRO configuration. Refer to Chapter 4,
Section 4.3.2, to understand the configurations to enable
the approval workflow for various master data elements.

For better understanding, the process of applying workflow
is explained for a local control later. However, the steps
remain similar for the other master data changes.

To request a change in local control, select the organization
from the hierarchy in the Master Data work center.
Navigate to the Subprocess tab, expand the Subprocess,
and select Control for which a request for change is to be
submitted, as shown in Figure 5.63.
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Figure 5.63 Request Change Option in the Local Control

The following sections detail the steps involved in
requesting a change to be performed in a master data
entity, providing approvals, updating the master data entity
once approval is received, and reviewing the change made
to the master data.

5.6.1 Request Change

Because the approval workflow is enabled for local controls,
a change can’t be made to the entity. Approval must be
obtained from the master data change approver. Click the
Request Change button, and a popup screen appears
where the request details should be updated and submitted
to the approver for review, as shown in Figure 5.64:

e Change Request
Enter the purpose of the change.

e Field to be Changed
Specify the fields for which the change is required.

 Proposed Changes
Detailed explanation of the changes to be made in the
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Figure 5.64 Details to Be Updated in the Change Request for the Master
Data Update

Click OK to submit the request for approval.

Note

If a change request is submitted and is pending approval,
you can’t request another change to the entity until the
existing work item is addressed.

5.6.2 Approve Change

Once the request for change is submitted, a workflow will be
triggered to the agent as defined in the custom agent
determination rules (refer to Chapter 4, Section 4.2.3, for
more details about custom agent determination rules).

Approvers can access the work items that are pending for
their action from the Work Inbox. All the pending work
items for action with the subject line Approve Change
Request are displayed under the SAP Process Control
group. Figure 5.65 shows the pending workflow along with
the status and other information.
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Figure 5.65 Work Inbox Screen with Items Pending for Action

Click the Subject to open the work item, and the approver
can see details such as Requester, Control Name,
Change Request information, and other details entered
while submitting the request (see Figure 5.66).
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Figure 5.66 Master Data Change Request: Approver View

Once the details are reviewed, the End Date can be
updated along with the Comments, and the request can be
approved by clicking the Approve button. The Reject
button can be used to reject the changes requested.

5.6.3 Implement Change

Once the change request is approved, a temporary
authorization is assigned to the requester to make



necessary changes to the requested master data entity. A
notification will be triggered to the requester to carry out
the approved changes, as highlighted in Figure 5.67.
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Figure 5.67 Change Request Approval Confirmation

The requester can access the work item by clicking the
Subject link, making the required changes, and clicking
Save to complete the changes.

Note

The option to make changes remains until the approval
end date provided by the approver. If the requester clicks
Finish, it indicates all the required changes are
completed and the request will be closed. For any further
changes, the requester should raise another change
request and follow the approval workflow process.

The details of the change request can be reviewed from the
Change Request tab of the master data element, as
shown in Figure 5.68.
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Figure 5.68 Review Change Request Details

5.6.4 Review Change

Once the changes are implemented and the requester clicks
on the Finish button, the approver of the master data
change request receives a notification to review the
changes made to the master data entity. The approver can
access the review work item from the Work Inbox, which is
listed with the subject line Review Change Log, as shown

in Figure 5.69.
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Figure 5.69 Work Inbox Screen with Review Items Pending for Action

On accessing the review log, the approver can review the
updated control and click Finish to complete the review, as

outlined in Figure 5.70.
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Figure 5.70 Review Updated Control

The preceding stages of Change Request, Approval,
Implement, and Review are followed only when both the
checkboxes are marked for Approval and Notify. If only
the Notify option is enabled, as shown in Figure 5.71, any
authorized user can make changes to the master data
without any approvals. In such a case, the designated user
receives a master data change notification in his Work
Inbox to review the change log.
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Figure 5.71 Configuration to Notify Master Data Changes



5.7 Uploading Master Data Using
the Master Data Upload Generator

The Master Data Upload Generator (MDUG) feature in SAP
Process Control can be used to maintain key master data
elements in mass via a Microsoft Excel template that can be
downloaded from the system. A template can be uploaded
with all the relevant data. To download the template, access
program GRFN_MDUG through Transaction SA38 or
Transaction SE38. The template download screen has the
selection options illustrated in Figure 5.72 and described in
Table 5.5.

Master Data Upload Ganarator
>
| Mode
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Figure 5.72 Generate Template for MDUG

Option [pescrption

Mode Select Generate Template to download a
template. The Upload Data option can be used
to upload the filled-in template.



Option [pescrption

Options | Maintain ID manually: Enable the checkbox

if you want to provide the IDs of the master
data entities to be created in the system.
Don’t select the checkbox if you're okay to
have the system-generated IDs.

e Include Regulation data: Enable the
checkbox if you want to do the regulation to
subprocess/control assignments from the
Excel template.

 Multiple languages: If the language
packages are made available in the system,
select the specific language in which the
master data should be uploaded and
maintained.

Export Select the checkbox if you want to download the

Data template, including the existing data in the
system. A blank template will be generated if
this checkbox isn’t selected.

Table 5.5 Program GRFN_MDUG Options

The following data can be maintained in the template:

e Regulation hierarchy

Organization hierarchy

Risk catalog

Risk template

Risk drivers



e Risk impacts

» Control objective including the risk mapping
e Account groups including the risk mapping
» Account balances

e Manual test plans

» Process

e Subprocess

» Control

e Subprocess for regulation, control objective, risks, and
accounts mapping

e Control to regulation, requirement, risks, and accounts
mapping
e Indirect entity-level controls

e Policy hierarchy

Once the details are filled in the template, upload the
template using program GRFN_MDUG. When the Upload
Data option is selected, it will prompt you to select the
template to be uploaded and execute to initiate the master
data upload, as shown in Figure 5.73.
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Figure 5.73 Upload the MDUG File into the System to Update the Master
Data

An XML file gets generated in the next step, which can be
tested using a simulation run before uploading the data into
the system. In addition, provide the validity periods in from
and to dates with which the master data has to be created
in the system, as shown in Figure 5.74.
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Figure 5.74 Execution of the MDUG File in Simulation Mode



Click Execute in the simulation mode, and then review the
logs to validate if the data has been created. If the log
shows everything in green without any errors, it indicates
the data maintained in Excel is good to be uploaded into the
system, as shown in Figure 5.75.

On reviewing the logs and ensuring there are no errors in
the file being uploaded, click Back, uncheck the
Simulation checkbox, and click Execute to perform the
actual run. This will create the master data in the system,
which can be reviewed in the respective master data
sections from Transaction NWBC.
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5.8 Summary

This chapter covered the significance of maintaining master
data in SAP Process Control, encompassing various master
data elements such as organization, business processes,
regulations, risk hierarchy, control objectives, and account
groups that can be effectively managed through the
system. It has highlighted the relevance of each master
data element and underscored their relationships.

Moreover, this chapter has provided insights into
establishing roles at the local subprocess/control levels and
delineated how users can be assigned to these roles. It also
expounded on the process of replacing current owners with
new users or removing them from their roles. Additionally, it
clarified how central delegation can be facilitated in the
absence of an owner to ensure the timely completion of
tasks.

In the next chapter, we’'ll delve into control evaluation and
the assessments that controls undergo, elucidating the
workflows and stages involved in executing these
assessments.



6 Control Evaluation

While the previous chapter details working with master
data, regulation requirements, organization
hierarchies, business process hierarchies, localization
of controls, and so on, this chapter focuses on control
evaluations, which is an essential component of
accurate financial reporting. Organizations can identify
vulnerabilities and strengthen their control
environments by assessing the effectiveness of
controls.

The internal controls defined in the organization undergo
various types of evaluation, which are detailed in this
chapter, such as design assessment, self-assessment,
control performance, and effectiveness test. The chapter
explores evaluation methodologies and illustrates real-world
examples to help you uphold financial transparency and
comply with regulatory requirements.

6.1 Introduction to Control
Evaluation
In today’s dynamic business world, organizations are faced

with a web of regulatory requirements for reporting financial
data that is both accurate and transparent. To meet these



obligations, robust internal controls are essential.
Organizations use these controls to safeguard themselves
against potential risks and ensure that their financial
statements are accurate. However, implementation of
controls alone isn’t sufficient; management must also
evaluate their effectiveness in all aspects. It’s possible for
organizations to uncover vulnerabilities, address gaps, and
strengthen their control environment by carefully assessing
and scrutinizing various control measures. In this chapter,
we examine the significance of control evaluations in
promoting financial transparency and ensuring regulatory
compliance.

Periodic evaluations of internal controls are essential for
organizations to maintain the integrity of their control
environment. These evaluations are performed by either
internal controls or internal audit teams with the goal of
verifying the effectiveness of control operations and
evaluating the completeness of control design. To mitigate
the risk of materializing threats that could adversely affect
an organization’s overall well-being, organizations have to
identify and address any deficiencies. To ensure a control’s
effectiveness, it must undergo a number of important
assessments, which are listed in Table 6.1.

Type of Frequency
Assessment



Type of Frequency
Assessment

Control
design
assessment

Control self-
assessment

Biannually
(or)
annually

Monthly
(or)
quarterly

To evaluate the
comprehensiveness and
accuracy of the control, a
design assessment should be
conducted semiannually or
annually. For example, when
examining duplicate invoice
configurations, the goal is to
ensure that the control
includes all active company
codes within the organization
as well as all vendor groups.
As there will be many changes
to the company codes and
vendor groups, a design
assessment will help to
realign the control.

To obtain an operating
effectiveness status for a
control from the business
owners, a self-assessment is
conducted monthly or
quarterly, depending on the
criticality of the control. It
enables the control owner to
identify areas in a control that
need to be improved that
weren’t identified earlier.



A self-assessment process can
also be used by large
organizations with
decentralized internal controls
teams. Each zone/country can
provide the central internal
controls team with the
operating effectiveness status
of each control based on how
it’s performing in that
zone/country.

In SAP Process Control, self-
assessment involves sending
a questionnaire to the control
testers as part of the survey
functionality. Control testers
are required to answer these
questions before providing
assessment results.



Type of Frequency
Assessment

Control Continual A control’s operating
operating effectiveness is determined by
effectiveness whether the control is

performing as intended and
whether the person
performing the control has the
necessary authority and
competence to do so.
Effectiveness tests can be
conducted in a variety of ways
depending on where and how
the data resides:

e Manual (inspection of
documents or verification of
physical inventory)

e Automated (validation of
system data)

e Semiautomated (a
combination of manual and
automated processes)

Table 6.1 Types of Control Assessments

These assessments will be discussed in more detail in the
following sections, including their configuration and step-by-
step instructions. These sections offer detailed guidance on
how to perform and customize each assessment according
to the organization’s needs. You’ll develop a comprehensive



understanding of the assessment process by following
detailed instructions and leveraging insights shared in this
chapter.



6.2 Control Designh Assessment

The control design assessment is performed through the
survey functionality, which involves sending questionnaires
to control owners. The purpose of these questionnaires is to
gather specific information and insights about the design
effectiveness of the controls. It's the responsibility of the
control owners to answer these questions and provide their
assessment results.

The survey functionality in SAP Process Control allows
organizations to streamline the process of assessing control
design. Through this approach, control evaluations can be
structured and standardized, ensuring consistency across
evaluations. As a result of the control owners’ responses to
the questionnaires, we can determine the design
effectiveness of the controls and identify any potential gaps
or areas for improvement.

Using the SAP Process Control survey functionality,
organizations can efficiently collect and analyze control
owners’ assessments, enabling a comprehensive analysis of
control design. It enhances the overall effectiveness of the
control environment and supports informed decision-making
regarding control design enhancements by facilitating
collaboration and communication between control owners
and the internal control team. The following sections detail
the configurations and steps to carry out the design
assessments:

e Defining the survey library, that is, defining survey
questions and surveys



e Scheduling surveys using the planner for design
assessment

e Setting up the workflow structure

e Performing assessment and using the issue remediation
process

6.2.1 Define Survey Library

The survey library features predefined survey templates
that can be used by organizations to gather information
from stakeholders and conduct assessments. It's a
centralized resource for creating surveys tailored to specific
control evaluation needs. Using the survey library, you can
collect data efficiently and consistently with preconfigured
questions and responses.

Surveys can be customized according to organization
requirements, ensuring relevancy and specificity. Following
are the two items that can be configured, which we'll
discuss in the following sections:

e Question library

e Survey library

Question Library

The question library contains the questions and answers. It
allows us to define additional questions and the type of
answers to be provided during the assessment. To view the
existing questions and answers, as well as define new ones,
follow these steps:



Log in to the SAP Process Control system.
. Execute Transaction NWBC.

Navigate to the Assessments work center.

-bpul\)!—l

. Under the Surveys work group, select the Question
Library work item, as shown in Figure 6.1.

SAP NetWeaver Business Client

My Masier Rk Assessments A0S Raports and
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Surveys

n Define questions, answers and surveys used for assessments

Ouick Links

B Survey Library

Figure 6.1 Category Options in the Create Question Screen

Note

You'll get access to the Assessments work center by
having authorization to role SAP GRC SPC GLOBAL SRV _ADMIN.
A custom z role can also be created and assigned. Refer
to the standard role for the required authorizations.

5. The Question Library screen shows the list of
questions along with Category, Active, Answer Type,
Created By, and Created On information, as shown in
Figure 6.2.

6. To create a new question, click the Create button. In the
Create Question screen, choose a Category, for which
the question is being created, from the Category
dropdown. For example, select Control Design from



the list if you're creating a question related to control
design assessment. The list of categories with
descriptions are listed in Table 6.2.
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Figure 6.2 Question Library Maintenance Screen

Category Description

Self- These questions are part of the survey

assessment to obtain sign-off on the operating
effectiveness of the control from the
control owner.

Control These questions are used to evaluate
Design the completeness and accuracy of the
design effectiveness of a control.
Indirect These questions are part of the survey
Entity-level to obtain sign-off on the effectiveness of
Control the indirect entity-level controls from

the organization owner.

Subprocess These questions are used to evaluate
Design the completeness and accuracy of the
design effectiveness of a subprocess.



Category Description

Sign-off The organization or the corporate owner
should respond to these questions
before providing sign-off on the master
data and assessment results.

Policy These questions are part of the survey

Approval that the policy approver should respond
to before approving the policy and
publishing it.

Policy Quiz These questions are sent to the end
users/employees of the organization to
evaluate the policy awareness in the
organization.

Policy These questions are used to obtain

Survey feedback from the end users in scope of
the policy that helps in identifying the
policy gaps and areas of improvement

Disclosure These questions expect responses from

Survey the owners, which increases their
accountability toward the improvement
of control performance.

Table 6.2 Process Control Categories in the Create Question Screen

Note

The Risk Survey, Opportunity Survey, Activity
Survey, Risk Indicator Survey, and Risk



Consolidation survey categories are related to SAP
Risk Management and hence not detailed in Table 6.2.

7. After you've chosen the category, enter the Question
(descriptive), set the Active field to Yes, and select the
Answer Type and Question Comment options, as
shown in Figure 6.3.
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Figure 6.3 Create Question Screen for Control Design Assessment

8. Click Save to save the question.

Note

Questions with Active status as Yes are only visible for
selection in the survey library.

Before moving on, let’s take a little more time to walk
through the Answer Type dropdown, which provides the
following four options:

» Rating
Used when the control owner must provide a rating for a
question on a scale of 1 to 5. Selecting Rating as the



Answer Type provides the following additional options to
be maintained, as shown in Figure 6.4:

o Question Comment
Makes the comments mandatory when set to Yes. The
control owner must enter comments for the given
rating.

o Rating Type
Provides the rating types such as Rating (1 - 5).

o Requires Comment
Allows the administrator to enforce comments for
specific ratings. For example, if the rating is 1 or 2, the
control owner is mandated to provide comments
justifying the rating.
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Figure 6.4 Options for the Rating Answer Type

 Yes/No/NA
Used when the control owner must respond to the
question with the options as yes, no, or not applicable.
Administrators can also make comments mandatory for
specific responses. On selecting Yes/No/NA as the answer
type, the following additional options can be set up:



o Question Comment: Makes the comments mandatory
when set to Yes. Control owner must enter comments
for a specific response, as shown in Figure 6.5.

o Requires Comments: Allows the administrator to
select for which responses comments are required. For
example, if the answer is No or N/A, you can mandate
the control owner to provide comments justifying the
response.
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Figure 6.5 Options for Answer Type Yes, No, N/A

 Text
Used if the response expectation of the question is a
detailed explanation from the control owner. The Answer
Type of Text doesn’t give an additional option.

e Choice
Used if custom options are to be provided to the control
owner to choose from the answer list. On selecting
Choice as the answer type, the following additional
details must be provided:

o Question Comment
Prompts the control owner to enter comments.



o Answer Options

The administrator creates the custom answer options,
as shown in Figure 6.6.

o Requires Comment
If the checkbox is enabled, it makes the comment
mandatory, and the control owner must enter

comments if the option is selected as the answer for the
question.

Administrators can maintain the Answer Options by
using the various buttons in the Create Question screen,

as follows:
o Add
Used to add a new value (response) to the list.

o Remove
Used to delete an existing value from the list. Select the
row and click Remove to delete the option.

o Actions

Used to change the sequence of answer options Up and
Down.
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Figure 6.6 Options for the Choice Answer Type

Survey Library

The survey library contains questionnaires that can be used
to perform assessments and allows you to define new
surveys grouping the relevant questions together created in
the Question Library section. To view the existing surveys
and to create new surveys, follow these steps:

1. Log in to the SAP Process Control system.
2. Execute Transaction NWBC.

3. Navigate to the Assessments work center.
4

. Under the Surveys work group, click Survey Library
work item (refer to Figure 6.1). This will load the Survey
Library that displays all the existing surveys.

Note



The surveys in SAP Process Control are used for various
functionalities. Administrators must choose the right
category based on the type of assessment for which the
survey is being created. Questions created under the
selected category are only visible while creating the

survey.

Table 6.3 describes the surveys that can be created.

Survey Description
Type

Self-
Assessment

Control
Design

Indirect
Entity Level
Control

Subprocess
Design

Sign-Off

Contains questions to obtain attestation
on the operating effectiveness of
controls from their respective owners

Contains questions to evaluate the
design effectiveness of the control from
the control owners

Contains questions to evaluate the
design and operating effectiveness of
the indirect entity level control from the
organization owners

Contains questions to evaluate the
design effectiveness of the subprocess
from subprocess owners

Contains questions that the
organization owner should respond to
before providing sign-off confirmation
to ensure the master data and open
issues/remediation plans are reviewed



Survey Description
Type

Policy Contains questions that the policy

Approval approver should respond to before
approving the policy to ensure all the
clauses and scope of policy are
reviewed

Policy Quiz Contains questions that the employees
of the organization should respond to,
which helps management in evaluating
the effectiveness of policy

Policy Contains questions to take input from

Survey the employees of the organization to
understand policy gaps and to identify
areas of improvement

Disclosure Contains questions to evaluate the

Survey accountability of the owners about
performance at the control level,
subprocess level, or organization level

Table 6.3 SAP Process Control Survey Types

Note

This section exclusively covers control design and
evaluation. Other categories will be covered in their
respective Sections, ensuring a comprehensive
exploration of each category.



5. To create a new survey, click the Create button, as
shown in Figure 6.7.
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Figure 6.7 Create Button in the Survey Library Maintenance Screen

6. On the Create Survey screen, select options such as
Category, Title, Description, Valuation, and Active
status. Table 6.4 details each of these fields, which you
can see in Figure 6.8.
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Figure 6.8 Valuation Types for Creating a Survey

Fiold ——[pescription

Category Select the category based on the
purpose of the survey, for example,
control design assessment. These
categories are the same as the ones
listed in Table 6.2.



Field —Jpeserption

Title A short description of the survey. It's
recommended to use a unigue name to
identify it while triggering the control for
assessment using the planner
functionality.

Description A detailed description mentioning the
purpose and the expectations of the
survey.

Valuation Provides two options in the selection:

 No Valuation: This option is used if
the expectation of the survey is only
to get responses from the control
owner and an overall assessment
rating. No further valuation is carried
out.

» Score based valuation: This option
is used to set scores against the
answer options available for the
control owner. Scores can be provided
for all the answer types except Text.
Refer to the previous section to
understand the answer types
available in a question. The overall
rating and result of the assessment is
arrived at based on the responses the
control owner chooses.



Field —Jpeserption

Active Indicates the status of the survey as
Active or Inactive. Only the surveys
with Active status as Yes will be
available for selection in the planner
while triggering assessments.

Table 6.4 Fields in the Create Survey Screen

7. Once the survey is created, click the Add button to add
questions from the list. Select the question, and click
OK. Figure 6.9 shows the existing questions available for
selection in the survey.
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Figure 6.9 The Option to Add Questions to the Survey

8. Once the questions are added, they can be seen on the
Create Survey screen, as shown in Figure 6.10.
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Figure 6.10 The Questions Selected to Be Part of the Survey

9. The Add As Child button is used to add a nested
question, referred to as a child question. You can select
the child question from the dropdown shown in
Figure 6.11.
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Figure 6.11 Assigning a Child Question to a Root Question

Note

Use the Attachments and Links tab to add any
relevant document links for the respective survey.



10. Once the child question is added, the Display
Condition option can be used with two options:

» Always Display
The child question will always be part of the survey,
and the control owner should respond to this question
mandatorily.

» Specific Choice
This shows the choices from the parent question. If
the user wants to have a child question based on the
response of the control owner to the parent question,
choose the respective answer from the dropdown. The
child question pops up during assessment only if the
response of the parent question meets the display
condition.

11. Table 6.5 describes the Create Survey screen’s
additional buttons/options.

Remove Deletes an existing question from the
survey. Select the row, and click
Remove to delete.

Open Opens the question to review the
details at any point.

Up/Down Changes the sequence of the
questions, that is, up or down.



Create If the required question isn’t created

Question in the question library, you can use
this option to create a question
directly while creating a survey via
one of the following options:

e Question is Local - Yes: If this
option is selected, the question
created as part of the survey won’t
be added to the question library in
master data and will remain
specific to this survey.

 Question is Local - No: If this
option is selected, the question
created as part of the survey will
be added to the question library in
master data and will be available
for selection in any other survey
that will be created under this

category.
Create Creates a child question directly if it’s
Question as not available in the question library.
Child Select the parent question from the

list, and choose this option. The
Question is Local with Yes and No
options are available for the child
question as well.

Table 6.5 Buttons in the Create Survey Screen



12. Click Save to save the survey.

Once the survey is created, the next step is to schedule it
using the planner functionality.

6.2.2 Scheduling Controls Using the Planner

The administrator can schedule the controls that require
design assessment for review using the planner
functionality. To access the planner functionality, follow
these steps:

1.

Log in to the SAP Process Control system.

2. Execute Transaction NWBC.
3.
4

. Under the Assessment Planning work group, click the

Navigate to the Assessments work center.

Planner work item, as shown in Figure 6.12.
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Figure 6.12 Planner Option in the Assessments Work Center

. The Planner work item shows all the active plans

related to process control and risk management. The
existing plans can be viewed with the status and other
information. Figure 6.13 shows the current plans and the
various options and buttons under the planner function.



Piama - Pezzena Confrol & Fish Maragerel

T e

L 4 | | O

Ebahin bara Parbacida ey oyt O Chuargii Crpairsiors. BaiCal  Confuls Pl Parien Fiia

T i il Crigs Assareneed. STDA IV G0 2 SRR MM T R L LT —
T Lpvrremare dhi P, (-l Dpays dpsmpman V OSENT NEATE W RN Caplied
T bprmar L P, Corwnl Do dssswmany 5400 D 25045 H b OHENT NN W N Cenoleec
ey Sy P, Caswel s bassamast. 1 BT BRRGEN N B BN Cesplessd
e S 2 e Gl s Aasareared T ESEE T E T T T TR
Bt Banramard P Find Aasamoarard 42 rary TRE T ES T E T T T T
Bt Brnrnsmard Poaremm Bind Aasamorar s Formary I OMEET WEETE GOESMGOEHEN  Capleed
o Rara P, Foat Adbomrerat 4 HENT MEHDE SN Dol
Tod e Vet Gt e - 1 OEENT I HES SR Dl
||||| e T ] U OMART JIAEIE GODGMOOEGMAN  Capleed
el P e heswemart 34 7 OMART WARIE 0 Carped
St Dimiys Sy Piarwas [TEST]. Pt Corived s dassawsman. 30 BP0 000 00 39003 401 T OMART MR G0N Carpld

Figure 6.13 Planner Functionality to Schedule New Jobs

6. To create a new plan, click on the Create button to
trigger the navigational scheduler, which will guide and
ensure that all the relevant settings are properly
captured.

The plan scheduler comprises six key stages/steps, each of
which is detailed in the following section.

Step 1: Enter Plan Details

Enter Plan Details is the first stage in the planner, as
shown in Figure 6.14.
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Figure 6.14 Create Plan: Navigational Scheduler

The administrator can define the plan details in this screen
such as Plan Name, Plan Activity, and so on. Each of the



fields in this step are detailed in Jable 6.6.

Field —Jpeserption

Plan Name This is a brief name of the scheduler for

Plan
Activity

Survey

Period

Year

identification.

The planned activity must be selected here.
For example, to perform a control design
assessment, choose the Perform Control
Design Assessment option.

The other options in this field can be used for
various assessments and tests via SAP
Process Control and SAP Risk Management.
Detailed information about these tests and
assessments are provided in Table 6.7
coming up next.

Choose a survey from the list. Refer to
Section 6.2.1 to understand the process of
creating a survey.

From the time frames available in the
dropdown, select the period for which the
assessment should be performed. For
example, if design assessment is performed
on a quarterly basis, select the respective
quarter (Quarter 1, Quarter 2, Quarter 3,
or Quarter 4) for which the assessment is
triggered.

This represents the year for which the
assessment is being triggered.



Field —Joescipion

Reference Choose Yes if the results of the assessment

Timeframe relating to the reference timeframe should
be sent to the user along with the new task.
This option is used only while using the
offline (Adobe Forms) workflow process.

Start Date This indicates the date on which the
assessment should trigger and the control
owner should receive the notification to
perform the assessment.

Due Date This represents the date by which the
assessment should be completed by the
control owner. This date can be used as a
base to send reminders to the control owner
and to send escalations to the manager of
the control owner,

Table 6.6 Fields in the Enter Plan Details Stage of the Planner

A Plan Activity refers to the type of assessment that is
being scheduled per the testing strategy defined in the
organization. As part of the scheduling process, a
comprehensive plan is developed that outlines the actions
and controls that need to be taken to address risks and
achieve objectives, as detailed in Table 6.7.

Plan Activity Activity Purpose

Perform Control To evaluate the design effectiveness
Design of the controls using survey
Assessment questionnaire



Plan Activity Activity Purpose

Perform Self- To obtain attestation from the
Assessment control owners about the operating
effectiveness of the controls

Perform Control To gather the performance
Disclosure Survey confirmation from the control owner
using a survey questionnaire

Perform Control To evaluate the controls based on
Risk Assessment certain defined risk factors to
identify the risk level of the control

Manual Control To send the performance plans

Performance defined for the controls that the
process team performs on a
scheduled basis

Test of Indirect To evaluate the operating

Entity Level effectiveness of the indirect entity
Control level controls using the test
Effectiveness procedures defined

Perform Indirect  To evaluate the design effectiveness

Entity Level of the indirect entity level controls
Control using a survey questionnaire
Assessment

Perform To gather the performance
Organization confirmation from the organization

Disclosure Survey owner using a survey questionnaire



Plan Activity Activity Purpose

Perform To evaluate the design effectiveness
Subprocess of the subprocess using a survey
Design questionnaire

Assessment

Perform Policy To send alerts to the end

Acknowledgement users/employees of the organization
to get their acknowledgement of
policy awareness

Perform Policy To evaluate the effectiveness of the
Quiz policy using a survey questionnaire
defined at the policy level

Perform Policy To seek feedback from the

Survey employees of the organization to
identify the areas of improvement in
the policy using a survey
questionnaire defined at the policy
level



Plan Activity Activity Purpose

Perform Sign Off  To initiate the sign-off process for all
organizations where the Sign-Off
radio button is enabled in the
General tab: A bottom-up approach
is used in the sign-off process,
where the final approval is received
at the corporate level. The master
data of an organization is locked
against changes for the sign-off
period, and any open issues are
carried forward for the next sign-off

period.
Perform To gather the performance
Subprocess confirmation from the subprocess

Disclosure Survey owner using a survey questionnaire

Test Control To evaluate the operating

Effectiveness effectiveness of the controls:
Schedules business rules for the
automated controls and triggers
manual test plans to the control
testers for the manual controls

Table 6.7 Process Control Plan Activities in the Planner Functionality

To proceed to the Select Regulation step, click on then
Next button once you’ve completed the plan details stage
definition.

Step 2: Select Regulation



As discussed in Section 6.1, there are multiple
assessments/tests that the organization conducts on the
internal controls to meet regulatory and compliance
requirements. In the Select Regulation screen, select the
Regulation type, for example, Sarbanes Oxley. Refer to
Chapter 4, Section 4.5.3, to gain a better understanding of
how the regulations in this dropdown are handled. Select
the Evaluation Results Sharing option, which provides
the following options:

Do not share
Choose this option if the assessment is being performed
only for the specific regulation that is selected, as shown
in Figure 6.15.
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Figure 6.15 Don’t Share Regulations Option while Defining the Evaluation
Results Sharing

 Share with some regulations
Choose this option if the organization has multiple
regulations to comply with and if the assessment being
performed is the same for more than one regulation. For
example, if the organization must comply with Sarbanes
Oxley (SOX), International Financial Reporting Standards
(IFRS), and Food & Drug Administration (FDA) regulations,
and the assessment being performed is applicable to both



SOX and IFRS, select SOX from the dropdown and select
IFRS, as shown in Figure 6.16.

Seiect Hegulaion

¢¢¢¢¢

Figure 6.16 Share with Some Regulations Option while Defining the
Evaluation Results Sharing

If your organization is subject to multiple regulations such
as SOX, IFRS, and so on, and the assessment being
conducted applies to more than one of them, choose this
option to select multiple values. For example, if your
organization needs to comply with regulations such as
SOX, IFRS, and FDA, and the assessment being performed
is relevant for both SOX and IFRS, select them from the
available list, as shown in Figure 6.16.

 Share with all regulations
Choose this option if the organization has multiple
regulations to comply with and if the assessment being
performed is the same for all the regulations applicable to
the organization.

Click Next to navigate to the next step.

Step 3: Select Organizations



This is an important step where the organizations must be
selected and where the controls are localized. Select the
root or child organization from the organizations list, and
click the Add or Add with children button. The selected
organizations will be moved to the Selected panel on the
right, as shown in Figure 6.17.
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Figure 6.17 Organizations Selected for Filtering the Controls for Assessment

Note

To create root or child organizations, refer to Chapter 4,
Section 4.3.1.

Click Next to continue.

Step 4: Select Object(s)

During this step, the administrator chooses which controls
to be scheduled for design effectiveness. These controls can
be selected in several ways by the user, including selecting
individual controls manually by referring to their knowledge,
industry standards, best practices, regulatory requirements,
or expert or stakeholder consultation. Following are the
options:



e Select All Controls
No further control selection is required when this option is
selected (see Figure 6.18). All the controls that have been
localized in the selected organizations from the previous
step will automatically be triggered for assessment.
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Figure 6.18 Select All Controls Option while Scheduling the Planner

o Select by Control Attributes
This procedure allows for filtering controls based on the
attributes specified in the General tab of the control.
Controls can be selected by considering one or more
attributes, including Control Category, Significance,
Control Automation, Test Automation, Operational
Frequency, Control Risk, and Level of Evidence. For a
visual reference and to explore the different options, see
Figure 6.19.
There are also two additional options:

o Without Evaluation Result: Choose Yes if you want
to select only those controls that aren’t tested for the
period selected in step 1 Enter Plan Details.

o Changed After: This option is used to select only those
controls that are changed after a specific date.

o Select Specific Controls
Use this option if specific controls are to be selected from



the available list. Choosing this option will show all the
available controls, and administrators can select the ones
that need to be selected for the design evaluation, as
shown in Figure 6.20. Multiple line items can be selected

by holding down the key.

Click Next to proceed to review the plan.
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Figure 6.19 Select by Control Attributes Option

while Scheduling the Planner
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Figure 6.20 Select Specific Controls Option while Scheduling the Planner

Step 5: Review



In this step, the administrator can review the plan details,
view objects, and so on, and then activate the plan, as

shown in Figure 6.21.
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Figure 6.21

Plan Details Selected for Scheduling the Planner

Note

If you see a message that says Some objects don’t
have recipients. Click on Objects without Recipients
for more information, click the Objects without
Recipients button, which shows the list of objects (see
Figure 6.22). Make the necessary adjustments in the
objects. To know the steps to add recipients to objects,

refer to Chapter 5, Section 5.4.1.
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Figure 6.22 Review Screen to Check the Objects with No Recipients
Assignhed

The View Objects button shows the details of controls
selected and the recipients of the workflow based on the
custom agent determination rules defined (refer to
Chapter 4, Section 4.2.3, to understand the custom agent
determination rule maintenance). Figure 6.23 shows the
objects and recipients information.
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Figure 6.23 Review Screen to Check the Recipients of the Workflow for Each
Object Control

Note

In the Recipients column, it either shows the control
owner who is assigned to the control, or it shows the
fallback user (refer to Chapter 4, Section 4.2.4, to
understand the fallback user maintenance process)
names, if no control owner is assigned to the control.

Click the Activate Plan button to activate the plan and
move on to the final step.



Step 6: Confirmation

A confirmation message appears indicating the job is saved
and the controls are scheduled successfully for design
assessment. Click Finish to close the window shown in
Figure 6.24.
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Figure 6.24 Confirmation Message for the Scheduled Job Using the Planner

The control design evaluation process is initiated at this
stage. The subsequent section outlines the various stages
involved in the assessment process, highlighting the steps
and activities that occur during each stage.

6.2.3 Workflow Structure

After scheduling the design evaluation process using the
planner, it proceeds through multiple stages of assessment
as outlined in the workflow structure flow diagram, as shown
in Figure 6.25. It aids in determining and assigning roles and
responsibilities for each stage of the design assessment.
Additionally, these workflow stages guide the progression of
the design evaluation process, facilitating a systematic and
organized approach.
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The workflow of the assessment is detailed in Figure 6.26. It
explains how the assessment flows from the initiation till
closing, stage owners involved, and the activities performed
by the respective owners.

Each of the stages is detailed in Table 6.8.

Workflow
Stage

Flowchart Depicting the Stages of Control Design Assessment

Description



Workflow Description
Stage

Schedule
planner

Perform
assessment

Review
assessment

The GRC admin schedules the controls
due for design assessment using the
planner functionality (this section details
the steps of using the planner).

Based on the workflow rules defined in
custom agent determination for control
design assessment (Chapter 4,

Section 4.2.3, details the steps to define
the agent determination rules for design
assessment), the following stages will be
triggered to the users assigned to the
respective roles for the local control
(refer to Chapter 5, Section 5.4.1, to
understand the steps to review the users
assigned at a local control).

Control owner receives the workflow item
in the SAP Process Control Work Inbox to
respond to the survey and rate the
design effectiveness of the control as
either Adequate or
Deficient/Significantly Deficient.

For a failed assessment, the control
owner must report an issue that will be
triggered to the issue owner for the
remediation process.

The test reviewer (who is usually the
process owner or a person from internal
controls or an internal audit team)



receives the workflow to review the
assessment submitted by the control
owner. The reviewer can either approve
or reject the assessment result after
looking at the responses provided to the
questionnaire, attachments uploaded,
and the issue details for a failed control.
Note that this step is optional and can be
enabled from the Transaction SPRO
configuration. To enable, log in to the
SAP Process Control system, execute
Transaction SPRO_ADMIN, click the SAP
Reference IMG button, and expand
Governance, Risk and Compliance °
Process Control - Evaluation Setup -
Specify Whether Review is
Necessary.

Select the Activate checkbox for the
Validationl (validation of control design
assessment) indicator. This will enable
the review stage for control design
assessment.

Transaction SPRO changes involve
workbench modifications, and it's
necessary to implement them in the
development system first. Once the
changes are thoroughly tested, they can
be transported to subsequent systems,



such as testing or production
environments.

Issue Note that this stage is applicable only in

remediation a control failed scenario in assessment.
In this stage, the issue owner looks at the
assessment result and has two options to
perform:

 Assign Remediation Plan
This option is selected if the issue
needs a detailed investigation and an
action plan to remediate it. The issue
owner identifies the remediation
owner, who is usually the control
owner that is responsible for its
maintenance, to implement the
remediation plan.

» Close Issue without Plan
This option is used if the issue owner
can resolve it without the need of a
remediation plan by providing the
evidence and comments justifying the
reason to close the issue without plan.



Workflow Description
Stage

Implementation Note that this is only applicable if the

of remediation Assign Remediation Plan option is

plan applicable. The remediation owner looks
at the instructions provided by the issue
owner, implements the same, and
provides evidence to support a
successful implementation of the
remediation plan.

Close issue Note that this is only applicable if the
issue owner and remediation owner are
different users. The issue owner looks at
the remediation performed by the
remediation owner and either closes the
issue or reopens the remediation plan for
further actions to be performed.

Table 6.8 Stages in Control Design Assessment

6.2.4 Assessment and Issue Remediation
Process

While evaluating the design effectiveness of a control, the
control owner checks for the completeness and accuracy of
the control coverage. On completion of the assessment, the
control owner provides the overall rating of the control as
one of the following:

» Adequate
» Deficient/significantly deficient



We'll discuss these two possible ratings in the following
sections.

Assessment Result: Adequate

If the design coverage of the control is complete and
accurate, the control owner rates the control as adequate
after responding to the assessment survey. The stages
involved in this case are shown in Figure 6.27.

Scenario #1
Assessment Result — Adeguate

Review
Stages > t::f;ﬁdule . Perform . Assessment
e Planner ssessmen (optional)

i ki b
Stage

Owners =  GRCAdmin Control Owner Internal Audit
or Internal
Controls Team

Figure 6.27 Stages Involved When the Design Assessment Is Adequate

If the assessment result is Adequate, the GRC admin,
control owner, and internal audit team or the internal
controls team are involved. The responsibility of each of
these owners is detailed in Table 6.9.

Stage owner JRole

GRC The GRC administrator is responsible for

administrator scheduling the planner and trigger
controls for design assessment per the
testing schedule defined in the control
testing strategy of the organization.



Control owner  The control owner responds to the
assessment survey and rates the
control. For failed controls, the control
owner must report an issue.

Internal The internal controls team is responsible
controls/internal for reviewing the assessment done by
audit team the control owner and can either

approve or reject the results.

Table 6.9 Owners for Each Stage in Scenario #1

Note

Section 6.2.2 details the steps to schedule the control
assessment using the planner, which is our first step.

Perform Assessment

Once the GRC administrator triggers assessment for a
control, the control owner receives the workflow notification,
which can be accessed from the Work Inbox. To view the
pending actions, follow these steps:

1. Log in to the SAP Process Control system.
2. Execute Transaction NWBC.

3. Navigate to the My Home work center.

4

. Under the Work Inbox work group, click the Work
Inbox work item, as highlighted in Figure 6.28.
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Figure 6.28 Work Inbox Option in the My Home Work Center

5. Click on the Process Control work items link in the
header section to find the work items pending for action,
as shown in Figure 6.29.
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Figure 6.29 Work Inbox Screen with Items Pending for Action

6. Click the Subject to open the work item.

7. Once the assessment is opened, the control owner can
review the assessment period, and other information
such as organization, process, and subprocess in the
header column, and the other relevant information, such
as questions and so on, in their respective tabs.

Note

The other tabs in the control design assessment provide
various pieces of information related to the control and



can be reviewed by the control owner before evaluating
and responding to the assessment questions.

The control owner should perform the following tasks:

1. To provide responses, in the design assessment, under
the Evaluation tab, all the requests that are added by
the administrator for the respective controls are
displayed. The control owner should respond to the
questions survey, as shown in Figure 6.30.
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Figure 6.30 Questions and Answers in the Control Design Assessment

2. Additionally, the control owner should also provide the
assessment result in the Rating field using the
dropdown option: Not Defined, Adequate, Deficient,
or Significantly Deficient. If the design of the control
is effective, the control owner will mark the assessment
rating as Adequate.

Ratings can be configured per the business
requirements from Transaction SPRO settings. To set this
up, log in to the SAP Process Control system, execute
Transaction SPRO_ADMIN, click the SAP Reference IMG
button, expand Governance, Risk and Compliance °
Process Control * Evaluation Setup * Specify
Names for Ratings. You may either review the



standard ratings available or make changes as required,
as shown in Figure 6.31.

Attribute

Tt
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DESIGN_RATING
[Contral Dresign Rating

Control Design Rating

Text
WAdequate
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Deficient

Figure 6.31 Navigation to the Specify Names for Ratings Configuration
Step

Note

Any changes made to the control design rating
configuration must be captured in a transport request
and transported to the subsequent systems.

3. Any supporting evidence justifying the rating provided
for the control design assessment can be added in
Attachments and Links. Following are the options
available, as shown in Figure 6.32:

e Add File: This is used to add files of any format, such
as Microsoft Excel, Word, PowerPoint, and so on.

e Add Link: If the evidence is stored in a shared folder,
links to the folder can be embedded here in this tab.
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Figure 6.32 Options Available for the Control Owner to Upload
Evidences

Review Assessment

Once the control owner performs the assessment on the
control, the internal controls team or the internal audit team
can do the review if defined in custom agent determination
rules (refer to Chapter 4, Section 4.2.3). A workflow to
review the assessment will be assigned to the respective
team.

The review item can be accessed from the Work Inbox as
discussed in the previous section, which will display the
Subject, Organization, Regulation, Status, Object
Name, and Created By fields, as shown in Figure 6.33.

Access the work item by clicking the Subject column, and
the reviewer can see all the fields similar to the control
owner along with the responses and rating information
provided by him. Further, any evidence uploaded in the
Attachments and Links section can also be reviewed by
the team. Once all the details are reviewed, there are two
options available for the user, as shown in Figure 6.34:
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Figure 6.33

« Approve

Work Inbox Screen with Items Pending for Action

If all the details provided are correct, the reviewer can
click on Approve, and the workflow ends here for the

A